S 55 I 3% [ catalyst-system Writeup

weixin 30799995 o F 2018-08-25 22:03:00 KA o 24 ﬁ R

JRSCEERE:  hitps//www.cnblogs.com/ZUotTe0/p/9535556.html

FRAL

Ltext:eaeeeeeeeeaaeol1 add rax, 8

THRZEERMERNELFC A, linuxd 4T 2 5 RIIRE;
HEANidaF EE RKIF B A sleep R

L .text:000000EDORAOBEAS loc 4@OEAS: ; CODE XREF: main+D21j
.text:0000000000400EAS cmp [rbp+var_4], @
.text:0000000000400EA9 jle short loc_480FE67

XREELHE T, edit-> patch program -> change byte &5 — T L S H AT LA L &Rt H], BILRBRH

BITZ JE R username 1 passsword 77 3
AR i) EAEPIE LT T .
RImFEZ G BEEL, v8XfMusername, v7 password.

58| putchar(10);

51| sub_48@C9A(VE);

52| sub_400CDD(vE);

53| sub_ 40@8F7(vE);

54| sub_480977(vE, v7);
55| sub_480876(vE, v7);
56| return OLL;

571}

RBESFE—NERE E return FRRXTH P 2 BOHIBT, 5 HEWTH A P 4408 12 A7 EE( 0b1100 );
BEB AR, BEXH S ZETHE-

¥ v4 = ~al;
9 w3 = al[l1];
e8| vz = all[2];
11 if ( w4 - v3 + v2 1= 1550207830
|
|

12 [] v2 + 3 * (v2 + v4) 1= 12465522610LL

13 ] (result = @x32AC395B9AEAD31ﬂLL, vZ2 * oy 1= Bx32AC30689A6AD314LL) )
14 {

L5 puts{"invalid username or password");

L6 exit(@);

70 3}

2 LA L . OUOoonoionoiononoreononC L L v I Qfoy LY vpTval o]

.text:0000000000400D01 add rax, 4

‘.text:eaeeeeeeeeaaeou add rax, 8


https://blog.csdn.net/weixin_30799995
http://www.cnblogs.com/zUotTe0/p/9535556.html
http://ctf5.shiyanbar.com/reverse/re3/catalyst

KTFva, v3, v2 KIRAE, VIEIXS RIC o ARDAEE B A4 TH 8 —A Int BATIVE: ZEmR—1=x—
KITHE, WTUREIMH 4

BLE R P A BB B R SO RN R, B BAA "catalyst_ceo”;
BEANRBR R R P 4 Ef
BUANRE, RXTEMEKRAE, BT DU HE T B

27 srand(21[1] + *al + 21[2]);

28| v2 = *a2;

29 if ( v2 - rand() != 1441465642 )

30| {

31 puts{"invalid username or password");
32 exit(e);

33| }

34 w3 = a2[1];

35/ if ( v2 - rand() != 251096121 )

srand((unsigned int) seed)ZCi& & H 1 —MNBENLEUR £ 2R VIGE LR, TR 7 08 F P 4 Bt B =
AN int EHZ M, FEAFTFHEME, Frbirand()F=ERBEVE)T 5 RAZR: 255 CPPXHR HBENE, linuxd
BATHRREM0ANFENLF S (LinuxH ik Bl & K324 BEHIE, T Windows & K A1646L) , BEFRAMILEBESR IE
24y, /BEA10NEFEEMHERNET, XNFEERIE A wEEA Int &, 35T 4 Acharfy;

FEX B A P A MELR A UIIRAS flag T, FRSE DA 7 HES

Welcome to Catalyst systems

Loading.

Username: catalyst_ceo

Password: sLSVpQ4vK3cGWyW86AiZhggwLHBjmx9CRspVGgg;j
Logging in.

your flag is: ALEXCTF{1_t41d_yOu_yOu_ar3__gr34t_reverser__s33}

wJa—A R H R flagh K

printf("your flag is: ALEXCTF{", a2, al);
for ( 1 =8; 1 < strlen(s); ++1 )
putchar((unsigned _ int8)byte 6020A8[1] ~ s[1]);
return puts(”}");
¥

WD 00 =] D

1
SAEMES, H3LA10%4 =40 MFEAF;
W dbyte 6020A0 #i#EAL, WIEFA0 777 515 B AR AT R B



db ; DATA XREF: sub_408876+2Etr
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

T HIE, edit -> extractdata 15 3% ;
ERRARRANGRF, FTUREENNZFEF R



1 _cmp = [
2 1441465642,
3 251096121,
4 -870437532,
5 -944322827,
6 647240698,
7 638382323,
8 282381039,
9 -966334428,
10 -58112612,
11 605226810
12 ]
13 _rand = [
14 0x684749,
15 0x673ce537,
16 0x7b4505e7,
17 0x70a0b262,
18 0x33d5253c,
19 0x515a7675,
20 0x596d7d5d,
21 0x7cd29049,
22 0x59e72db6,
23 ox4654600d
24 ]
25
26 _xor = [
27 Ox42, Ox13, Ox27, Ox62, Ox4l, Ox35, Ox6B, OxOF, Ox7B, Ox46,
28 Ox3C, Ox3E, Ox67, Ox0C, Ox08, Ox59, Ox44, Ox72, Ox36, Ox05,
29 OxOF, Ox15, Ox54, Ox43, 0x38, 0x17, Ox1D, Ox18, 0x08, OxeE,
30 Ox5C, Ox31, Ox21, Ox16, Ox02, 0x09, 0x18, Oxl4, Ox54, Ox59
31 ]
32
33p=20
34 L =b""
35
36 for i in range(190):
37 tmp = hex(_cmp[i] + _rand[i])[2:]
38 # print(tmp)
39 while tmp:
40 L += bytes([int(tmp[:2], base=16) ~ _xor[p//4*4 + 3-p%4]])
41 tmp = tmp[2:]
42 p += 1
43
44 LL = b’
45 while L:
46 LL 4= L[:4][::-1]
47 L =L[4:]

48 print(LL)

B 3flag: ALEXCTF{1_t41d_yOu yOu ar3 gr34t reverser__ s33}
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