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Request Response

Raw Params Headers Hex Raw Headers Hex

GET /web/10/10.php HTTP/1.1 ~ | HTTP/1.1 200 OK

Host: ctf5.shiyanbar.com Server: nginx/1.10.2

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:52.0) Gecko/20100101 Firefox/52.0 Date: Fri, 16 Aug 2019 23:50:30 GMT

Accept: text/html,applicati 1, appli q=0.9,"/,9=0.8 Content-Type: text/html

Accept-Language: zh Connection: close

Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.5.38

Cookie: sample-hash=571580b26c65f306376d4f64e53ch5¢7; source=0 FLAG: UDBTVFOUSEITX1QwWXONINESHRVOGTDRHOktvSmV4YVU1UA==

Connection: close Content-Length: 216

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0 There is no martial art is indefectible, while the fastest speed is the only way for long success.</br>>>>>>>----You must do it
as fast as you canl---<<<<<<< Jbr>

<!I-- please post what you find with parameter:key -->

o RETEMRILIFHEEFlagT, HHERZbaseb4], Fburpsuitef@ k.

UDBTVFIUSEITX1QwXONINESHRVIGTDRHOktvSmV4YVU1UA==

POST_THIS_TO_CH4NGE_FL4G:KolexaU5P
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Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.5.38

Cookie: sample-hash=571580b26c65f306376d4f64e53ch5¢7; source=0 FLAG: UDBTVFOUSEITX1QwXONINE5SHRV9GTDRHONpic DNMMHhGeQ==
Connection: close Content-Length: 216

Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0 There is no martial art is indefectible. while the fastest sneed is the onl
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Content-Length: 15 as fast as you can!-—--<<<<<<</br>
<I-- please post what you find with parameter:key -->
key=KoJexaU5P
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import requests
import base64

url = "http://ctf5.shiyanbar.com/web/10/10.php"
key = requests.get(url)

a = key.headers['FLAG']

print(a)

b = base64.b64decode(a).decode().split(':")[1]
print(b)

value={"key"':b}
post = requests.post(url,data=value)
#value = "key="+b

#headers = {'Content-Type': 'application/x-www-form-urlencoded'}
#tpost = requests.post(url,data=value,headers=headers)
print(post.text)

print(post.headers)
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| [ nttp and ip.adar == 106.2.25.10 = v] Expression...
No. Time Source Destination Protocol Length Info
68 7.084460 192.168.2.141 106.2.25.10 HTTP 216 GET /web/16/1@.php HTTP/1.1
70 7.109921 106.2.25.10 192.168.2.141 HTTP 518 HTTP/1.1 2080 0K (text/html)
I 78 7.147974 192.168.2.141 106.2.25.10 HTTP 67 POST /web/10/1@.php HTTP/1.1 (application/){—www»
81 7.174151 106.2.25.10 192.168.2.141 HTTP 275 HTTP/1.1 200 OK (text/html)
30.. 23.873338 192.168.2.141 106.2.25.10 HTTP 216 GET /web/1@/1@.php HTTP/1.1
20 23 298451 106.2 .25 .10 192 1682 141 HTTD SAR HTTP/1.1 208 0K (text/html)
30.. 23.923590 192.168.2.141 106.2.25.10 HTTP 67 POST /web/10/1@.php HTTP/1.1 |
«—30.. 23.948225 106.2.25.10 192.168.2.141 HTTP 518 HTTP/1.1 200 OK (text/html)
37.. 158.928497 192.168.2.141 106.2.25.10 HTTP 216 GET /web/10/1@.php HTTP/1.1
37.. 158.954772 106.2.25.10 192.168.2.141 HTTP 518 HTTP/1.1 200 OK (text/html)
b7.. 158.982668 192.168.2.141 106.2.25.10 HTTP 67 POST /web/10/10.php HTTP/1.1 (application/}-www-
37.. 159.008248 106.2.25.10 192.168.2.141 HTTP 275 HTTP/1.1 2060 OK (text/html)
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F1le Data: 13 bytes
+ HTML Form URL Encoded: application/x-www-form-urlencoded

Form item: "key" = "qec4uongﬂ & vresharc. packet 3068 Wit
Key: key
Value: qgec4uobVg Connection: keep-alive\r\n
Content-Length: 13\r\n
P0Be fc 7c 92 16 @5 ©6 a® c5 89 a4 \r\n
60 35 68 b2 40 60 80 86 4b cf [Full request URI: http://ctf5.shiyanbar.com/web/18/18.phr
19 @a ca 13 00 50 79 50 54 e4 [HTTP request 1/1]
02 09 87 51 00 @6 6b 65 79 3d [Response in frame: 3071]
62 56 67 File Data: 13 bytes
v Data (13 bytes)
I Na+a: EhEE702AE171A8EA79E9444-22 |




J vYALA.: VUV JIUYLT LHCTIH] LI LVHTA I |

[Length: 13]
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v Data (13 bytes)
Data: 6b65793d61714e547252644a33
[Length: 13]

70 68 70 20 48 54 54 50 2f 31 2e 31 od ©@a 48 6f php HTTP /1.1--Ho
73 74 3a 20 63 74 66 35 2e 73 68 69 79 61 6e 62 st: ctf5 .shiyanb
61 72 2e 63 6f 6d @d ©a 55 73 65 72 2d 41 67 65 ar.com- - User-Age
6e 74 3a 20 70 79 74 68 6T 6e 2d 72 65 71 75 65 nt: pyth on-reque
73 74 73 2f 32 2e 32 32 2e 30 od ©a 41 63 63 65 sts/2.22 .0@--Acce
70 74 2d 45 6e 63 6f 64 69 6e 67 3a 20 67 7a 69 pt-Encod ing: gzi
70 2c 20 64 65 66 6C 61 74 65 0d ©a 41 63 63 65 p, defla te--Acce
70 74 3a 20 2a 2f 2a @d ©a 43 6f 6e 6e 65 63 74 pt: */*. .Connect
69 6f 6e 3a 20 6b 65 65 70 2d 61 6C 69 76 65 @d ion: kee p-alive-
Pa 43 6f 6e 74 65 6e 74 2d 4c 65 6e 67 74 68 3a -Content -Length:

Jobe 20 31 33 Od @a od fa [ ENCENNEEELN NI T Y- IEREER ey=aqNTr

Ll S22 64 4a 33 RdJ3

f6b65793d617149547252644a33
key=aqNTrRdJ3
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