KIIE-KMEE RS [phpRRA=5=—=FH]

F 2017-08-07 1631:08 & Aii
ctf php52K A php
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<!-- $test=$_GET['username']; $test=md5($test); if($test=='0"') -->

RARBAE R phpsg KRB W&, mdSINEET0, HIERKNEE [phpis 0L E45] i

KrusernameB ¥ 2 J5bp ] B TR

J Raw | Params | Headers ‘ Hex ‘

=

J Raw | Headers | Hex | HTML | Render

POST /10/webl/index.php HTTP/L.1

Host: ctf5.shiyanbar.com

Content-Length: 247

Cache-Control: max-age=0

Origin: http://ctf5.shiyanbar.com
Upgrade-Insecure—Bequests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0;
AppleWebKit/537.36 (KHTML, like Gecko
Safari/537.36

Content-Type: multipart/form-data;
boundary=----WebKitFormBoundar y3pMrGH353 SyqnKPH

Accept:

text/html, application/xhtml+xml, application/xml;g=0.9, image/webp
, image/apng, */ *;q=0.8

Referer: http://ctf5.shivanbar.com/ 10/ webl/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;cg=0.8

Cookie: PHPSESSID=edmlhggoimdietuTvpu7iSolsd;
Hm_lvt_34d6E£7353ab0915a4c5622451FdEfbe3=1502070488;
Hm_1pvt_34dEf7353ab0815a4c582=451FdEfbed=1502089232 ;
Hm_cv_34dEf7353ab0915a4c58224516dffbe3=1visitor *101244%2Cnickla
me%3A3ES% A43BAYEE3 97597

Connection: close

Wing4; x&4)
Chrome/58.0.3071.115

—————— WebKitFormBoundary3 pMrGHI53 5yqnKPH
Content-Disposition: form-data; sername"

name=
aabCoRgS
—————— WebKitFormBoundary3 pMrGHI53 5yqnKPH

Content-Disposition: form-data; name="password"

admin
—————— WebKitFormBoundary3pMrGH] 53 5ygqnEPM——

R, XA REATE VT H —# Rk
B, bpBRIGIAIMIR:

>

HTTP/1.1 Z00 OK

Date: Mon, 07 Aug 2017 07:21:04 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2= PHP/5.2.17
¥-Powered-By: PHP/5.2.17

Content-Length: 820

Connection: close

Content-Type: text/html

<html>

<heads>

<meta charset=utff>

<title>00000000</titles

</head>

<body>

<hl1>000000</hlx

<p>000000</ p>

<p>00: admin&nbsp ; &nbsp :00: admin</p>

<p>00000000000000000 ,000000000000000</ p

<form enctype="multipart/form-data” method="post" action="index.php">
<table>

<th>

<td>0000000000000</ td>

</th>

<tr>

<td>000: </td><td><input type="text" name="username" valus="admin"></td>
<ftr>

<tr>

<td>00:</td><td><input type="text" name="password"” value="admin"></td>
<ftr>

<tr>

<td><input type="submit" value="0000"</td>

<ftr>

</table>

</ form>
fuser.php?fame=hjkleffifer<’
</body>

</html>
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http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/wy_97/article/details/76849665
https://blog.csdn.net/wy_97/category_8717325.html

GET /10/webl/user.php?fame=hikleffifer HTTP/1.1

Host: ctfs.shiyanbar.com

Upgrads-Insscurs-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; x£4) hppleWsbKit/537.36 (EHTML, like Gecko) Chrome/58.0.3071.115
Safari/s37.3€

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, image/apng, */ *;q=0.8
Accept-Enceding: gzip, deflate

Accept-Language: zh-CHN, zh;g=0.8

Cookie: PHPSESSID=sdmDhggodmdistuTvpu7ige0sd; Hw_lvt_34d6£7353ab0915a4c58224516dffhae3=1502070488;
Em_1pvt_34déf7353ab0915a4c58224516dffhbei= 15020892325
Hm_cv_33d6£7353ah0915a4c582245LEdEfhed=1rvisitor *101244%2Cnickllames I ASESS A43 BASEEY 7587
Connection: close

T

HTTP/1.1 200 CK

Date: Mon, 07 Aug 2017 D7:23:36 GHT

Server: Apache/2.4.18 (Win3Z) OpenSSL/1.0.2e PHP/5.2.17
¥-Powersd-By: PHF/5.2.17

Content-Length: 275|

Connection: close

Content-Typs: text/html

funserialize_str — § POST['password'];:
Sdata unserialize = unserialize($unserialize str);
if(§data unserialize['user'] == '?2?' && Sdata unserialize['pass']=='???')

i
print_r(§flag) ;

O00000php00000000000000
ooooo

“==" N RANGGRA B, E—XHEE I T AN LE K R Bunserialize, £ T — T phpFMit, FM LHERER:

serialize()flunserialize()7EphpF Mt - IR 2
serialize — Generates a storable representation of a value

serialize — P4 — AN AT EERE R R R

unserialize — Creates a PHP value from a stored representation

unserialize — \ B2 IR~ AlE PHP K&
THEphpRIEAKKBAER—T:

class test{
var
var
var

function

= new test(
= serialize(
var_dump( H

[3] = array( 0
= json_encode(
= serialize(
var_dump( ):

= serialize(
var_dump( )

= unserialize(
var_dump( B

| Cengele

string(54) "0:4:"test":3:{s14:"strL"; My si4:"str2"; Ny si4: "str3t NG
string(33) "s:25: ["ha1","ha2","ha3"]}";"
iyl 2:{s:4: "user";b:1;5:4:"pass";b:1; 18
array(2) {
['user"]=>
bool(true)

bool(true)

Deprecated: Methods with the same name as their class will not be constructors in a future version of PHP; test has a deprecated constructor in C:\Users\Administrator\Desktop\5.php on line 3

A FRHEEH R TG R M rue S, TEMRE T —AMREWER, HELRMKRGRUTHERAKRKER, phpE
BEREAT T, W ERE R, B%passwordiii Aa:2:{s:4:"user";b:1;s:4:"pass";b:1;}

Bpr] & Flflag
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