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Request Response

Raw Params Headers Hex Raw Headers Hex HTML Render
POST /webl/kzhan.php HTTP/1.1 A | HTTP/1.1 200 OK

Jost: ctf5.shiyanbar.com Server: nginx/1.10.2

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:52.0) Gecko/20100101 Firefox/52.0 Date: Sat, 17 Aug 2019 11:49:40 GMT
Accept: text/html,applicati I, icati ;0=0.9,*/*;q=0.8 Content-Type: text/html
Accept-Language: zh Connection: close

Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.5.38

Set-Cookie: sample-hash=571580b26c65f306376d4f64e53ch5¢7; expires=Sat, 24-Aug-2019 11:49:40 GMT; Max-Age=604800
Set-Cookie: source=0; expires=Sat, 24-Aug-2019 11:49:40 GMT; MaxjAge=604800

Referer: http://ctf5.shiyanbar.com/web/kzhan.php
Cookie: sample-hash=571580b26¢c65f306376d4f64e53ch5¢7; source=0

Connection: close g 320
Jpgrade-Insecure-Requests: 1

Content-Type: icati form-ur <html>
Content-Length: 30 <body>

JIsername=admins&password=admin
<h1>Admins Only!</h1>
<p>If you have the correct credentials, log in below. If not, please LEAVE.</p>
<form method="POST">

Username: <input type="text" name="username"> <br>

Password: <input type="password" name="password"> <br>

<button type="submit">Submit</button>
<fform>

<fbody>

</html>

o HAEEMIsource=0, BUN1BLEEE RIVFY .

<pre=
$flag = "X
$secret = "XXXXXXXXXXXXXXX"; // This secret is 15 characters long for security!

$username = $_POST["username”];
$password = $_POST["password"];

if (!empty($_COOKIE["getmein"])) {
if (urldecode($username) === "admin" && urldecode($password) != "admin”) {
if ($COOKIE["getmein™] === md5($secret . urldecode($username . $password))) {
echo "Congratulations! You are a registered user.\n";
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}

else {

die ("Your cookies don't match up! STOP HACKING THIS SITE.");

}

else {
die ("You are not an admin! LEAVE.");

setcookie("sample-hash”, md5($secret . urldecode("admin” . "admin™)), time() + (60 * 60 * 24 * 7));

if (empty($_COOKIE["source"])) {
setcookie("source”, 0, time() + (60 * 60 * 24 * 7));
}
else {
if ($_COOKIE["source"] !1=0) {

echo ""; // This source code is outputted here

</pre>

o NTTHEIERI, &R FMicooikef T Hgetmein, FLPATHARK, %k,

Content-Length: 30

Reterer: http://ctts.shiyanbar.com/web/kzhan.php Set-Cookie: sample-hash=5/1580b26c65T3063/6d4164eb3chbe /; expires=Sat, 24-Aug-2019 12:00:42 GM | ;
Cookie: sample-hash=571580b26c65f306376d4f64e53ch5¢7; source=1;getmein=1 Content-Length: 1331

Connection: close

Upgrade-Insecure-Requests: 1 <html>

Content-Type: application/x-www-form-urlencoded <body>

}

else {

}
}

Loadt

die ("Your cookies don't match up! STOP HACKING THIS SITE.");

You are not an admin! LEAVE.<pre>
username=admins&password=admin $flag = "XXXXXXXXXXKXXXXXXXXXXXXX";
$secret = "XXXXXXXXXXXXXXX"; // This secret is 15 characters long for security!

$username = §_POST["username™];
$password = $_POST["password"];

if (!empty($_COOKIE["getmein™])) {
if (urldecode($username) === "admin" && urldecode($password) != "admin™) {
if (SCOOKIE["getmein”] ===
echo "Congratulations! You are a registered user.\n";
die ("The flag is ". $flag);

md5($secret . urldecode($ name . $p ord))) {

I die ("You are not an admin! LEAVE."); I

H
}
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Raw Params Headers Hex

POST /web/kzhan.php HTTP/1.1

Host: ctf5.shiyanbar.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html application/xhtml+xml,application/xml;g=0.9 */*;q=0.8
Accept-Language: zh

Accept-Encoding: gzip, deflate

Referer: http://ctf5.shiyanbar.com/web/kzhan.php

Cookie: sample-hash=571580b26c65f306376d4f64e53ch5c7; source=1;getmein=1
Connection: close

Upgrade-Insecure-Requests: 1

Raw Headers Hex HTML Render
HTTP/1.1 200 OK

Server: nginx/1.10.2

Date: Sat, 17 Aug 2019 12:02:35 GMT
Content-Type: text/html

Connection: close

X-Powered-By: PHP/5.5.38
Content-Length: 67

<html>
<body>




Uontent- | ype: application/x-www-Torm-uriencoded
Content-Length: 32 Your cookies don't match up! STOP HACKING THIS SITE.

uIername=admin&pa55word=admin1 22

BIE—MN&MT, tBgetmeinfifl, 2T md5($secret+admin+ox)it il LAFTENHiflag T »

XEELERERET, B ASsecretNEERZ D, FIUMARZEE LR, FHET TRR, FE KRG KA Ssecretiii
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setcookie("sample-hash”, md5($secret . urldecode("admin"” . "admin")).

BERREXRTmd5H, MEMISKEY BE TS, REEEE4 L. Tk, 7T LLHPythonli A expth Al LB B/ T H K
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git clone https://github.com/bwall/HashPump
apt-get install g++ libssl-dev

cd HashPump/

make && make install

AUEREAT .

root@kalil9la:/usr/bin# hashpump

Input Signature: 571580b26c65f306376d4f64e53cb5c7  #secret+admin+adminfjhash

Input Data: admin #EZEKSH, XEHEKRREKpasswordstMKadmin

Input Key Length: 20 #HE#secretRE150L, HEEH —Nadmintth s 75461, FrElXEZ20

Input Data to Add: baynk #XEBERHOEHMEMFEEMNSH

132e4d39a0b27906d7683f10c72f9c8d #H M Mhash, EBlgetmeind,
admin\x80\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x0
0\x00\x00\x00\x00\x00\xc8\x00\x00\x00\x00\x00\x00\x00baynk #payload(baynkd LAFEEH), Xt EHEKpassword
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Raw Params Headers Hex Raw Headers Hex HTML Render

POST /web/kzhan.php HTTP/1.1 ~ HTTP/1.1 200 OK

Host: ctf5.shiyanbar.com Server: nginx/1.10.2

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64,; x64; rv:52.0) Gecko/20100101 Firefox/52.0 Date: Sat, 17 Aug 2019 13:01:06 GMT
Accept: text/html application/xhtml+xml,application/xml;q=0.9 */*;q=0.8 Content-Type: text/html

Accept-Language: zh Connection: close

Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.5.38

Referer: http://ctf5.shiyanbar.com/web/kzhan.php Content-Length: 112

Cookie: sample-hash=571580b26c65f306376d4f64e53cb5¢7;

source=0;getmein=13ae4d39a0b27906d7683f10c72f9c8d <html>

Connection: close <body>

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded Congratulations! You are a registered user.
Content-Length: 151 The flag is CTF{cOOkieS_4nd_hAshing_G0_w3LL_t0g3ther}
username=admin&password=admin%80%00%00%00%00%00%00%00%00%00%00%00%00%00%0
0%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%c8%00%00%00%00%00

%00%00baynk
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