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o BE¥E: http://ctf5.shiyanbar.com/10/main.php
o HALUFEBMA—/PING, BEEHAT —A %2 Burpsuited 2.

Request Response
Raw Params Headers Hex Raw Headers Hex HTML Render
POST /10/main.php HTTP/1.1 ~ | HTTP/1.1 200 OK
Host: ctf5.shiyanbar.com Server: nginx/1.10.2
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:52.0) Gecko/20100101 Firefox/52.0 Date: Sun, 18 Aug 2019 01:07:47 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Content-Type: text/html
Accept-Language: zh Connection: close
Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.5.38
Referer: http://ctf5.shiyanbar.com/10/main.php Content-Length: 294
Connection: close
Upgrade-Insecure-Requests: 1 <html>
Content-Type: application/x-www-form-urlencoded <head>
Content-Length: 18 <title>Forms<ftitle>

<f/head>
PIN=1&showsource0 <body>

User with provided PIN not found.
<form action="" method="post">
PIN:<br>
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<input type="hidden" name="showsource" value=0>

<fform>
</body>
</html>

o &2 —/-showsource=0fIf2EH S, HEXR1, BGO—K.

<ihead>
PIN=1&showsource=1 <body>

<pre>
a=$ POST["PIN"]:
if ($a == -19827747736161128312837161661727773716166727272616149001823847) { I
ETITo O TITETTag 15 $17ag
Yelse {
echo "User with provided PIN not found.";

}

<Ipre>User with provided PIN not found.

<form action="
PIN:<br>

method="post">

assword" name="PIN" value="">

="hidden" name="showsource" value=0>
<button type="submit">Enter</button>

<fform>

</body>

</html>
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</head>
PIN=-19827747736161128312837161661727773716166727272616149001 823847&#h0wsource=1 <body>

<pre>
$a=$_POST["PIN"];
if (§ -19827747736161128312837161661727773716166727272616149001823847) {
echo "Congratulations! The flag is $flag™;
Yelse {
echo "User with provided PIN not found.";

}

<[pre>Congratulati *! The flag is ctf{forms_are_easy} I
<form action="" method="pOET

PIN:<br>

<input type="password" name="PIN" value="">

<input type="hidden" name="showsource" value=0>
<button type="submit">Enter</button>

<fform>

</body>

</html>
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