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Ex1
Many-Time-Pad B i; ( Cryptography-Stanfordsz %)

5y

o MHZH, TEHMRBKARTHEFBIEN, FURBITHEREK, BEHRINEERE;

o ~NMREFREEHRRN, ERAANNKNGFR; —NMINEFREEKRFE, SFRALNINOKREFEE X4 H K%
PIPI R BERBIRBE S, AW P[A-Z]EE [a-Z] 2 E [0]HI A B X L fr B 5 A 7T a2 B S b B AL B

R ZHK B ciphertext_a , A Z SCXTBL ciphertext_b:

for ciphertext_a in ciphertexts
space_suspect_counts = [0 ciphertext_a
for ciphertext_b in ciphertexts

if ciphertext_a == ciphertext b
continue

PIPIREL GXEERTCLHAT 2R AT, RIUAE X2 TR AL BT THEL max=10,5 KT8, MifiEfR=H) , BEITHEA
RERIAL B

15 2lkey: (X BH SRR T key#R & W W77 )= B Sciphertext_axf AL B 8L, 13V HHE Hkey
YI2P05E Kkey 5 H A% R B IR R EMEBAETREEN, HilnitkeyE

XL R 114key

import binascii

ciphertexts




ciphertexts = [binascii.unhexlify(x) for x in ciphertexts]

target ciphertext = ciphertexts[-1]
suspect_num-=[]

def strxor(a, b):

return "".join([chr(x *y) for X, y in Zip(a, b)])
def repeat_key xor(m,key):

output_bytes

index=0

for byte in m:

output_bytes ([byte’key[index]])

if(index+1) (key):
index=0
else:
index+=1
return output_bytes
key = [0] * 1000
max_space_count=[0]*1000

for ciphertext_a in ciphertexts:
space_suspect_counts = [0] (ciphertext_a)

for ciphertext_b in ciphertexts:

if ciphertext_a == ciphertext_b:
continue

a_xor_b = strxor(ciphertext_a, ciphertext_b)
for char_idx, xor_resulting_char in (a_xor_b):

ascii_null

if xor_resulting_char.isalpha() or xor_resulting_char == ascii_null:

space_suspect_counts[char_idx]

for char_idx, suspect_count in (space_suspect_counts):

if suspect_count >= max_space_count[char_idx]:

whitespace "")
suspect_key=ciphertext_a[char_idx] * whitespace




for ciphertext_b in ciphertexts:
if char_idx (ciphertext_b):
if(Ox41<=ciphertext_b[char_idx]"suspect_key<=0x7A):
max_space_count[char_idx] = suspect_count
key[char_idx]=suspect_key

(len(key))
(len(ciphertexts[0]))

target plaintext=[0]*11
for ciphertext_c in ciphertexts:

target_plaintext[i]= strxor(ciphertext_c,key)

print( {i}:{target_plaintext[i]}")
print(len(target_plaintext[i]) (ciphertexts][i]))
i+=1

m10

key=repeat_key xor(m10,ciphertexts[10])

print(key)
print( ([b1b2 for b1,b2 in zip(m10,ciphertexts[10])]).
print(repeat_key xor(ciphertexts[7],key))

PA1 option

A -
Write a program that allows you 'crack" ciphertexts generated using a Vigenere-like cipher, where byte-wise XOR
is used instead of addition modulo 26.

(AMZE



from string import ascii_letters, digits

def find_index_key(sub_arr):

all_key = ascii_letters + digits
test_key =[]
possible_key =[]

for xin (0x00, OXFF):
test_key.append(x)
possible_key.append(x)

foriin test_key:
for jin sub_arr:
if chr(i *j) not in all_key:
possible_key.remove(i)
break
return possible_key

.fromhex(s)

for key_len in (1, 30):
for indexin (key_len):
sub_arr = ct[index:key_len]
possible_ch = find_index_key(sub_arr)

print( , key_len, , index,

if possible_ch:
k=1l
for j in possible_ch:
k.append(chr(j * sub_arr[0]))
print(k)

Breaking Repeat key XOR

, possible_ch)




Decrypt a file, which had been base64’d after being encrypted with repeating-key XOR.

i8S

Hamming distance(use XOR for each pair of bytes, count the number of 1 bits)

1.563RkeyIKBE: M2-423 4T3, ¥ SC(bytesT R)BEAT T 404, THE 571+ E Normalized Hamming distance, %5 /M
SR M RkeyIKE

.

2 B E— AN EHFERRHAT A BAMBE R T single_key XOR: fR #5758 H I AR RAF 2 5 FuR = 11, 15 Blkey
3.5 3 MkeyBEAT 6 3F 57 BY

(MEE

import base64

def hamm (s1, s2):
tot=0
for a,b in zip(s1,s2):
tot += (bin(a’b).count('1"))

return(tot)

def find_key_len(c):
aver_hamm=[]
for keylen in (2,41):

tmp_aver_hamm=[]

test1 =c

while len(test1) (2 * keylen):
x = test1[:keylen]
y = test1[keylen:(2 * keylen)]

score = hamm(x, y) / keylen
test1 = test1[ keylen:]
tmp_aver_hamm.append(score)
res={
: keylen,
(tmp_aver_hamm)/len(tmp_aver_hamm)
!
aver_hamm.append(res)
possible_key length (aver_hamm, key=lambda x: X[

return possible_key_length[ ]

def get_english_score(input_bytes):

character_frequencies = {
:.08167, 'b": .01492, 'c: .02782, 'd": .04253,
:.12702, 'f: .02228, 'g": .02015, 'h": .06094,
:.06094, '': .00153, 'k": .00772, 'l': .04025,
:.02406, 'n": .06749, 'o": .07507, 'p': .01929,
:.00095, 'r': .05987, 's": .06327, 't": .09056,
:.02758, 'v': .00978, 'w: .02360, 'x: .00150,
:.01974, 'Z: .00074, ' ": .13000

ki

return ([character_frequencies.get(chr(byte), 0) for byte in input_bytes.lower()])

def repeat_key xor(m,key):




index=0
for byte in m:

output_bytes ([byte’key[index]])

if(index+1) (key):
index=0
else:
index+=1
return output_bytes

def single_char_xor(input_bytes, char_value):

output_bytes
for byte in input_bytes:

output_bytes ([byte * char_value])
return output_bytes

def bruteforce_single char_xor(ciphertext):

potential_messages =[]
for key_value in (256):

message = single_char_xor(ciphertext, key value)

score = get_english_score(message)

data ={

: message,
: score,
: key_value

ki

potential_messages.append(data)
return (potential_messages, key=lambda x: X

cipher ).read().replace(

cipher=base64.b64decode(cipher)
keylen=find_key_len(cipher)
print(keylen)

key=[]
for indexin (keylen):
sub_cipher=cipher[index::keylen]

key.append(bruteforce_single_char_xor(sub_cipher))
print(".join(chr(i) for i in key))

], reverse=True)[0][

print(repeat_key_xor(cipher, (".join(chr(i) for i in key),encoding )

MTC3 Crack sha-1 Password

B



https://www.mysterytwisterc3.org/en/challenges/level-2/cracking-sha1-hashed-passwords

import hashlib

import itertools

import datetime

starttime = datetime.datetime.now()

str3[0]=str2[0][a]
for b in (0,2):
str3[1]=str2[1][b]
for cin (0,2):
str3[2]=str2[2][c]
fordin (0,2):
str3[3] = str2[3][d]
for e in (0,2):
str3[4] = str2[4][e]
for fin (0,2):
str3[5] = str2[5][f]
forgin (0,2):
str3[6] = str2[6][g]
for hin (0,2):
str3[7] = str2[7][h]
newS="".join(str3)
for i in itertools.permutations(newsS, 8):

str4 =hashlib.sha1("".join(i).encode( )).hexdigest()
if str4==hash1:

print("".join(i))

endtime = datetime.datetime.now()

print( {(endtime - starttime).seconds}s")

Ex2

Padding Oracle Attack
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https://www.tr0y.wang/2017/10/06/Crypto1/

from pwn import

[

r = remote(

def send_payload(build):
msg .fromhex(build)
Ist (msg)
Ist.insert(0, 2)
Ist.append(0)
r.send( (Ist))
return r.recv(numb=2).decode()[0]

[-X]

prior_block = [int(i) for i in fromhex(c[-x - 1])]

iv=1[0] 16
Ivalue =[]
m= ]

foriin 1,17):
print(

| (Ivalue)
iv=1iv[:16 - I] + [x*i for xin Ivalue[::-1]]

forjin 1, (2, 8)):
iv[-i] =]
build = ".join([str(hex(i)[2:].Zill(2)) for i in iv]) + block
if send_payload(build):
break

Ivalue.append(iv[-i] i)

m.append(lvalue[-1] * prior_block[-i])

print( . (".join([str(hex(i)[2:].Zfill(2)) for i in iV])))

print( . (".join([str(hex(i)[2:].Zill(2)) for i in Ivalue[::-1]])))
print( . (".join([str(hex(i)[2:].Zill(2)) for i in m[::-1]])))

print(".join(chr(i) for i in m[::-1]))

Byte-at-a-time ECB decryption (Simple)




g 52 BeKblock_size
AL 0T B A R ) len, 24T B 245 8 flenfunkown encryptedfllenk A AR AL, BI & Rblock AN $2E4L T, TR
2 block ) K/t AR AL J5 lendsi 2 Z B F)len

fniEblock_size 5 i SR EX 4 —fiL :
577 & 1 len M blocksize-1,0 284k 833 %t e1: managabled string+plain+unkown[:blocksize] 1 e2:managabled
string+plain+ one bit guessed[: blocksize]; Hel==e2, MAIEHFHF &R —NI, plain+=the bit

from base64 import b64decode
from Crypto import Random
from Crypto.Cipher import AES

UNKNOWN_STRING

KEY = Random.new().read(16)
def pad(your_string, msg):
paddedMsg = your_string + msg
size = 16

length (paddedMsg)

if length % size == 0:

return paddedMsg

padding = size - (length % size)
padValue ([padding])

paddedMsg padValue * padding

return paddedMsg

def encryption_oracle(your_string):

plaintext = b64decode(UNKNOWN_STRING)

paddedPlaintext = pad(your_string, plaintext)

cipher = AES.new(KEY, AES.MODE_ECB)
ciphertext = cipher.encrypt(paddedPlaintext)

return ciphertext

def detect_block_size():

feed




while True:
cipher = encryption_oracle(feed)

feed feed

if not length == 0 and len(cipher) - length > 1:
return len(cipher) - length
length (cipher)

def detect_mode(cipher):

chunkSize = 16

chunks = []

foriin (0, len(cipher), chunkSize):
chunks.append(cipher][i:i+chunkSize])

uniqueChunks (chunks)
if len(chunks) (uniqueChunks):

return

return

def ecb_decrypt(block_size):

common

(Z)))
rare = [i foriin (256) if i not in common]
possibilities (common + rare)

plaintext
check_length = block_size

while True:

prepend (block_size - 1 - (len(plaintext) % block_size))
actual = encryption_oracle(prepend)[:check_length]

found = False
for byte in possibilities:
value ([byte])
your_string = prepend + plaintext + value
produced = encryption_oracle(your_string)[:check_length]
if actual produced:
plaintext += value
found = True
break

if not found:
print(
print( { plaintext.decode(
return




if len(plaintext) % block_size == 0:
check_length += block_size

def main():

block_size = detect_block_size()
print( { block_size }")

repeated_plaintext 50

cipher = encryption_oracle(repeated_plaintext)
mode = detect_mode(cipher)

print( { mode }")

ecb_decrypt(block_size)

if  name_
main()

Byte-at-a-time ECB decryption (Harder)
B H =R
FEMERT, ERHSCUREHN—BOCA RNl ZxH %X A3 TBase64i#id) . XAIT

Um9sbGludyBpbiBte SA1LjAKV210aCBte SBy YWctd GOWIGRvd24gc28gbXkg
aGF pciBjYW4gYmxvdwpUaGUgZ2lybGlicyBvbiBzd GFuZGJ5IHdhdmluZyBq

dXNOIHRVIHNheSBoaQpEaWQgeW91IHNOb3A/IESvLCBJIGp1c3QgZHJIvdmUg
YnkK

ERA—MEE RN ZEH, BEIECBERME . % & HERA:
AES-128-ECB(your-string || unknown-string, random-key)

PTE, TANZF R BN E Dencrypt(string), 5 ZE##25 "unknown-string" .

B
CBCE%:
Ciphertext Ciphertext Ciphertext
OOTTTTTTTTTTT OTTTTTITTTTT] OTTTTTTTTTTT
bleck cipher block cipher bleck cipher
Key decryption Key decryption Key decryption
Initialization Vector (IV}
LTI ——— —— —_
OOTTTTTTTTTTT OTTTTTITTTTT] OOTTTTTTTTTT
Plaintext Plaintext Plaintext

Cipher Block Chaining (CBC) mode decrygtion



%€ random_bytes 5 F i 58 8 HL 8

BRAVAIEEA A AES_ECB HREMIINER, 3 HBRAI1HIE random_bytes RIEER . XEKE M0 Rrandom_bytes 3%
TN TR, B2TLRRAE oracle() KIEMH AERMASHEL, X PO 46 LN 25 LLAE BUE [R] R 3% SOk

B3 58 2 oracle() BN B A S BEE K FE D REBCARATIREE T random_bytes 5 F FI 58 B HLEL.

#a5E random_bytes H F 4 7T EL.
RIARHITHT, Arandom_bytes REKIMLEFT, BEAINEH—AERKH. Fil, WRAES_ECB fEAKHK/NA
4, random_bytes HFIK/NA 10 (2% 4 o\, W random_bytes (5 2 MR, FAEH 2 NFH AR

AT HERE, BATELRBFTERMBFE PR FHE, BB —HHR (R824 random_bytes 5 A EIHRECKT; X
MIELT, ERB=AP) A HARKDFREEZNMETFR, BATRMER THRERE. 0T FR:

let random_bytes = b'abcdefghij' // 10 bytes

let block_size =4

/ now let's separate random_bytes into blocks of block_size

abcd efgh ij

/ this is prepended to a plaintext

let plaintext = b'yellow

/ then the following blocks are formed

**abcd efgh ijye llow**

/ now we can inject attacker bytes between random_bytes and plaintext

/ let's start with an 'a’

**abcd efgh ijay ello w...**

| the cipher is the same for the first two blocks, and different for the next 3
/ one more 'a’'

**abcd efgh ijaa yell ow..**

| the cipher is again the same for the first two blocks, and different for the next 3
/ one more 'a’

**abcd efgh ijaa ayel low.™

/ this time even the THIRD BLOCK is the same as before (in the cipher)

| so we needed to add 3 a's so that a new block does not change

/ this means two a's were necessary to form a complete block

[ this means that there were (4-2)=2 characters of ‘random_bytes" in the third block



def detect_prefix_length():

block_size = detect_block_size()

test_case_1 = encryption_oracle(b'a")
test_case 2 = encryption_oracle(b'b")

length1 (test_case 1)
length2 (test_case_2)

blocks = 0
min_length (length1, length2)

foriin (0, min_length, block_size):
if test_case_1[i:i+block_size] ! = test case_2[i:i+block_size]:
break
blocks

test_input
length = blocks * block_size

for extra in (block_size):
test_input
curr = encryption_oracle(test_input)[length: length+block_size]
encryption_oracle(test_input )[length: length+block_size]
if curr
break

residue = block_size (test_input)
length residue
return length




def ecb_decrypt(block_size):

common

(‘Z))
rare = [i foriin (256) if i not in common]
possibilities (common + rare)

plaintext
check_length = block_size

prefix_len = detect_prefix_length()
print( { prefix_len }")
check_begin = (prefix_len // block_size) * block_size

residue = prefix_len % block_size

while True:

prepend (block_size - 1
((len(plaintext)+residue) % block_size))

actual = encryption_oracle(

prepend)[check begin: check begin+check length]

found = False
for byte in possibilities:
value ([byte])
your_string = prepend + plaintext + value
produced = encryption_oracle(your_string)[
check_begin: check begin+check length]
if actual produced:
plaintext += value
found = True
break

if not found:
print(
print( { plaintext.decode(
return

if (len(plaintext) + residue) % block_size
check_length block_size

I Wt pkesHT & & 1E
8 H ZEK

BE—BRER, REANAMROPKCSHTHER, MER, WEHER.

ZniE

string1="ICE ICE BABY\x04\x04\x04\x04" A #3175, 455 A”ICE ICE BABY”.
string2="ICE ICE BABY\x05\x05\x05\x05” N4 I TE »
string3="ICE ICE BABY\x01\x02\x03\x04” 7~ &4 BIH K -




1. REUFRF B &5 —fiLlast_byte, #4100t H %, B AE T K EpaddingCount.

2. HEBCFEART B KB #ipaddingCount AL B _E 7/ B & 5 — LR B Tlast_byte, EJ paddedMsgl-last_byte:] ==
bytes([last_byte]) * last_byte , HIFRAHZE, N A RIETE.

def valid_padding(paddedMsg, block_size):

if len(paddedMsg) % block_size != 0:
return False

last_byte = paddedMsg[-1]

if last_byte >= block_size:
return False

padValue ([last_byte]) * last_byte

if paddedMsg[-last_byte:] |= padValue:
return False

if not paddedMsg[:-last_byte].decode( ).isprintable():
return False

return True

def PKCS7_restore(m):
return m[:-m[-1]]

def test(m, size):
try:
if not valid_padding(m, size):
raise ValueError
except ValueError:
print(f"{m}
return

print( )
print( {m}")
print( { PKCS7_restore(m) }")

CBC bitflipping attacks
A H ZER

HRAER—NHENAESE S, RELIAPNIIEE.




Thie1: XtFuserdata, FERTHEESIN “comment1=cooking%20MCs;userdata=", TEF4F & J5 HE N
”;comment2=%20like%20a%20pound%200f%20bacon” , 4R J& X% L ABATIEHAFAINE, RENFRERZER. X Fuserdatai
W, DRFFE"F"=",

HIRE2: REFRE, BESITERRZ G "admin=true;* , R TrueskFalse.

WRRBISLHIERH, BarsHAREHERKFRE.
B
WA, FEMPRBIE L, HETCBCHEAM LSMELE, RMEHTT IR

Given ciphertext = ax5A dg74 Actual plaintext = hell oeen Target plaintext = hell oben
We need ‘b’ in position 2 of block 2 where there was previously ‘e’.
Then, we would simply change the 2nd position of block 1 from ‘X to:

target xor original_plain xor original_cipher
=>p’b’ xor b’e’ xor b’x

from Crypto.Cipher import AES
from Crypto import Random
import re

def pad(value, size):
if len(value) % size == 0:
return value
padding = size (value) % size
padValue ([padding]) * padding
return value + padValue

class InvalidPaddingError(Exception):

def __init_ (self, paddedMsg, message

self.paddedMsg = paddedMsg

self.message = message
().__init__(self.message)

def __repr__(self):
return f'{ self.paddedMsg } { self. message }

def valid_padding(paddedMsg, block_size):

if len(paddedMsg) % block_size != 0:
return False

last_byte = paddedMsg[-1]



https://en.wikipedia.org/wiki/Bit-flipping_attack

if last_byte >= block_size:
return False

padValue ([last_byte]) * last_byte

if paddedMsg[-last_byte:] !|= padValue:
return False

if not paddedMsg[:-last_byte].decode( ).isprintable():
return False

return True

def remove_padding(paddedMsg, block_size):

if not valid_padding(paddedMsg, block_size):
raise InvalidPaddingError

last_byte = paddedMsg[-1]

unpadded = paddedMsg[:-last_byte]
return unpadded

QUOTE = {
KEY = Random.new().read(AES.block_size)

\Y (AES.block_size)

def cbc_encrypt(input_text):
for key in QUOTE:
input_text = re.sub(key, QUOTE[key], input_text)

plaintext = prepend + input_text + append
plaintext = pad(plaintext, AES.block_size)

cipher = AES.new(KEY, AES.MODE_CBC, IV)
ciphertext = cipher.encrypt(plaintext)

return ciphertext

def check(ciphertext):
cipher = AES.new(KEY, AES.MODE_CBC, IV)
plaintext = cipher.decrypt(ciphertext)

print( { plaintext }")

in plaintext:
return True

return False

AR KB B«




input_string AES.block_size * 2
print(AES.block_size)
ciphertext = cbc_encrypt(input_string)
print(len(ciphertext))

required = pad( , AES.block_size)
inject ([r (‘A’) for r in required])

print(len(inject))

extra (ciphertext) (inject) (prepend)

inject (2 * AES.block_size) + inject (extra)

crafted (Ix"y for x, y in Zip(ciphertext, inject)])

if check(crafted):
print(
else:
print(
if _name_
test()

MTC3 AES KEYRk 31 # H&
B H 5 #r

1. AESIN#E A ACBC, VHWREIVAE, HEHx N01-00. Bhsl, RN EHHESHEG LRHLETEXE (MRZ) %
Figt, e 5RME B TR EERN AT,
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12345678<8<¢<<1110182<1111167<<<<<<<<<<<<<<<4
CSDIN @Juli #yre

2. BFrEBILL Fbase644wid il B KB :

9MgYwmuPrjiecPMx6106zluy3MIXQQOE59T 3xB6u0Gyf1gYs2i3K9Jxaa0zj4g TMazluApwd6+dyel5iGHvhQyDHGVIAUY TgJrbF DrfB22F pil2NfNn

\WFBTXyf7SDI

XFmE, SAERIEMAETEAV RES (BAC) MU EHKENC. W TF#H%, CE2RETUTER, MFHaLEH
KENC (X2 HmMIBRBIEN]TRIIR) : 12345678 <8 <<< 1110182 <1111162 <<<<<<<<<<<<<<< 4

FEAAREREFERTIHERBERT —A? 7. ATUERINFHEBI TR E. AT RBEZFITFHEEHKENC, WK
RS BIRER3], [417 BB BCRI 5] B — M T

TEfRZE 2 i ff TS base64/Hg .

RTTEZ, BARMREEA NI —ERT, RIS S 30 EE A B0 7% 208 B 1 93
i 18 %

1. ARIETHE R BB R B — AR R Y

2. WI\AMF BN X HE R

3. XIHLEX(E B #ETshatin®, 7E#H00000001°, XFEEEEIR [B] )7 FF 8 217 shat TG A K45 R K10-15H116-325 BEAT &7 1%
iR, S RERENENA

4. FIAEC-CBCf#%, NJ'0*32

from Crypto.Cipher import AES

def get_unkown_digit():
a=[1,1,1,1,1, 6]
b=[7,3,1,7,3,1]
c=0




orlin :
c += ali] * bl[i]
res=¢ % 10

return res

def jiaoyan(x):

k=]

a (int(x, 16))[2:]

foriin (0, len(a), 8):
if (a[izi + 7].count("1")) % 2 == 0:
k.append(al[i:i + 7])
k.append('1")
else:
k.append(al[i:i + 7])
k.append('0")

al (int(".join(k), 2))

return a1[2:]

S
K seed = hashlib.new( , S.encode( )).-hexdigest()[:32]

d =K seed +c
print(d)
H_d = hashlib.sha1(codecs.decode(d, ))-hexdigest()

ka = hashlib.sha1(codecs.decode(d, )).-hexdigest()[:16]
kb = hashlib.sha1(codecs.decode(d, ))-hexdigest()[16:32]

jiaoyan(ka)

jiaoyan(kb)
key =k _1+k_2
print(key)

\Y4 (AES.block_size)
print(IV)
cipher

cipher = base64.b64decode(cipher)
print(cipher)

m = AES.new(binascii.unhexlify(key), AES.MODE_CBC, V)

print(m.decrypt(cipher))
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