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1, apktool, smali, baksmali:

https://code. google. com/p/android-apktool/

apktool &% FsmaliIH, RELAPKIRIY, BFRFFHIF—FERS, CRBHER, FEFEIEARXLE L)\ AT
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2, dextojar + jd—gui:

http://code. google. com/p/dex2jar/

http://java. decompiler. free. fr/?q=jdgui
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public final void onItemClick (AdapterView varl, View var2, int var3,
long var4)
{

w var6 = (w) this.b.b. elementAt (var3) ;
//REHFIRE—EBER
if (var6.b.equals(”..”))
{
this. c ((new File(this.b.a)). getParent());
this. e. setText (this. b. a) ;
this. e. requestLayout () ;
this. m. notifyDataSetChanged() ;
}
//IR A HRREF
else if (var6.a)
{
this. c((new File(this.b.a, var6.b)).getPath()):
this. e. setText (this.b. a) ;
this. e. requestLayout () ;
this. m. notifyDataSetChanged() ;
}
else
{
this.d. dismiss(); //485%XHEHE
if (this.g != null)
{
File var7 = new File(this.b.a, var6.b);
this. g. a(var7. getPath()); //fAHakt#
}
}

}
RIBEITIRE LT, &FZRHabcdefgl®& A B LT A EALE, (H2EBIDERE T SUd KRHtIT 7. &FEEFUEHEA
this. g. a(string), X B i Aprivate ac g = null; Al RacERNMEOME,
public interface ac {

void a(String varl);
b, XBMBEANET, BREUINEREEFENA LI TXNMEORNZ, BIEREEWE , RE KA —ADAIEEKK, ERHERN:
public final void a(String filepath)
{
try
{
Context context = this. a. getContext();
FileInputStream fileinput = new FileInputStream(filepath) ;
byte[] buffer = new byte[1024];
int nbufferread = fileinput. read (buffer) ;
fileinput. close() ;
if (nbufferread > 0)
{
///license. dat
//HBkeyHIN St /1icense. dat
FileOutputStream fileoutput = new FileOutputStream(ai. getKeyFilepath(context, ”7,true)); //B&FTE
fileoutput. write (buffer, 0, nbufferread);
fileoutput. flush() ;
fileoutput. close() ;

}

d. a(this. a. getContext (), GkMainView.a(this.a).c());
}
catch (Exception var8)
{
d. a(this. a. getContext (), var8);
}

}
IMAEBANIEEI a(Context context, boolean ifnull);
public static void a(Context context, boolean ifnull) throws Throwable

{



Object n0;

byte traChinese, sinChinese;

boolean bRegist;

char firstbyte;

String szWarning, r7, r8, szifregist, rll, rl8, szIMEI, szMISI, szIMEI, szMISI, r27, r29, r59, $r73;
WebView webview;

AlertDialog. Builder alerdialogbuilder;

n0 = null;
traChinese = (byte) (byte) 1;
bRegist = (new ai()).a(context); [/ EEBRREXAIRET

firstbyte = context. getString(2131099663). charAt (0) ;

if (firstbyte != *\ub173’) //féifk=C
{

}
else

{
}

sinChinese = (byte) (byte) O0;

(byte) (byte) 1;

sinChinese

if (firstbyte != ’\u95dc’) //&fkdr
{

}

traChinese = (byte) (byte) 0;

7 = /r/r;

if (sinChinese == (byte) 0) //ARFEifkd L

THRBERBEMEAYIES 2ERARMREP RS, WAELRNIERE R EZERIA 77 7E
H, a(Context context),
public final boolean a(Context context) throws Throwable
{
boolean bresult = true;
int var3 = 0;

while (true) //while( i < 2)

{
if (var3 >= 2)
{
bresult = false;
break;

}

String szIMEI = cn.maocai.components. am. GetIMSI_(context) ;

//TEMIRBAS R 22 ) i
if (szIMEI != null && szIMEI. length() > 0)
{
boolean bresult_;
if (var3 == 0)
{
bresult = bresult;
}
else
{
bresult = false;

}

//&—iw I 34 /data/data/. . . /license. dat

// % — 8 NSDF

if (this.a(getKeyFilepath(context, szIMEI, bresult ), szIMEI))
{

break;

}



}

String szIMSI = cn.maocai. components. am. getIMSI (context) ;
if (szIMSI != null && szIMSI. length() > 0)
{

boolean var6;

if (var3 == 0)

{

var6
}
else

{

var6
}

bresult;

false;

//IXE
if (this.a(getKeyFilepath(context, szIMSI, var6), szIMSI))

{
break;
}

}

++var3;

}

return bresult;

}
WEHE:
private boolean a(String keyfilepath, String szdevicesID) throws java. lang. Throwable

{

boolean bResult, $z4;

java. io. FileInputStream fileinputl, keyfileinput;
int navailable, i5;

byte[] bytekeybuffer, decryptKeybuf;
X509EncodedKeySpec x509key;

PublicKey publickey;

Cipher cipher;

String sttraKey, r29;

Throwable r38;

bResult = false;

[/MRERBLZBRHR—U %IRRT
label 6:
if (ai.checkblacklist (szdevicesID) == false)

{
fileinputl = null;

label 5:
{
label 4:
{
label 3:
{
label 2:
{
try
{

[/ B —TF 34

if ((new File(keyfilepath)).exists() == false)

{
if (keyfilepath. endsWith(”.dat”) != false)
{

break label 6;
}
else
{
keyfilepath = (new StringBuilder())
. append (keyfilepath)



. append (”. dat”)
. toString() ;
}
}

keyfileinput = new FileInputStream(keyfilepath) ;
}
catch (Exception $r33)
{
break label 2;
}
catch (Throwable $r37)
{
r38 = $r37;
keyfileinput = fileinputl;
break label 3;
}

try
{
navailable = keyfileinput. available();
//AIRF T AREEAR0
if (navailable <= 0)
{
break label 5;
}
else

{

bytekeybuffer = new byte[navailable];

keyfileinput. read (bytekeybuffer) ;

keyfileinput. close() ;

// BB AN

x509key = new X509EncodedKeySpec (statsbytes) ;

publickey = KeyFactory. getInstance ("RSA”). generatePublic (x509key) ;
cipher = Cipher. getInstance ("RSA”) ;

[/ R

cipher. init (javax. crypto. Cipher. DECRYPT MODE , publickey) ;

/BT
decryptKeybuf = cipher. doFinal (bytekeybuffer) ;
/ /BB 5 W RGBT R
sttraKey = new String(
decryptKeybuf,
0,
decryptKeybuf. length,
"UTF-8”) ;
i5 = sttraKey. indexOf ("GameKiller\nIMEI\n”) ;

if (i5 >=0)
{

a = sttraKey. substring(i5) ;

}

129 = (new StringBuilder (
”GameKiller\nIMEI\n”))
. append (szdevicesID)
. append ("\n”)
.toString() ;

$z4 = a. startsWith(r29) ;

break label 4;

//BBRERARBERBIET W, B, MhARAFEMEEME A MkeyREREFHAHAME X, U SEMIERE T
ne .
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