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20 ht '.}-.,-"',-"'T':_‘. 3. 200, 79: 8004/ zearch. AP 200
1 http: /B9 63200, 798004/ shownews. asp 200
22 http://59. 63. 200, 79: 8004/ vote. asp 200
23 http: /59, '3:5004/help. asp 200
24 http: //59. 63 %8004/ inc/foot. asp 200
2R http: //69. 004/upload other. asp . 200
26 http: //59. 63 79:8004/downl ond. asp 200
27 http: /759, 35004/ Index. azp 200
bt http: //59. 63. 200 004/GetPassword. asp 200
29 http: /B9 63 200, 7%-8004/Image. asp 200
30 http: /59, 63, 200, 798004/ Showlews. asp 200
31 http: //59. 63. 200, 79:8004/Upload Dislog. asp 200
32 http: /59, 63. 200, 72:8004/Upfile_Dialog asp 200
33 http: /59 63 200, 798004/ Upfile Product. asp 200
a4 http: /59, 63, 200, 79 04 adnin S duthi deedi tor fewebedi tor. asp 200
38 http: //59. 63. 200, 7380 4-"admi:€:|f5 uthi dcEdi tor /Feplp. azp 200
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@ Payload Positions

Configyre the positions where payluads will be inserted intc the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.
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Host;: 59.63.200.79.5004

User-Agent: Mazilla/5.0 (Windows NT 10.0 Win64; x64; rv.76.0) Gecka/20100101 Firefox/78.0
Accept: textihtmi, fxmil:q=0.9, p,""q=0.8
Accept-Language: zh-CN,zh;q=0.8,2h-TW,q=0.7,2h-HK;q=0.5,en-US;q=0.3,en,9=0.2
Accept-Encoding: gaip, deflate

Content-Type: application/x-www-fom-urlencoded

Content-Length- 73

Origin: hiip://59.63.200.79.8004

Connection: close

b Referer: http://59.63.200.79.8004/admin/Login.asp

Cookie: BkGOp35780_think_template=default; UM_distinctid=17328082a8312d-0b546c 9bff70e08-4c 302372-15F900- 173280825842 16; CNZZDATA1257137=cnzz_eid% 30831759015-1594101760-% 26ntime% 301534168761, IOMNIDAARTSDBR=JKGI IJINBOCBJKNJBDC;

PHPSESSID=igfémijrS4us f43aubdk JijnmpT
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% Burp Suite Professional v2.1 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget TPm:{y T Intruder T Repeater TSequencer T Decoder IComparer T Extender T Project options T User options ]

Jlntefcept T HTTP history TWebSockets history ~[10|:|1‘.i~:}r1s 1

/ Request to http:/(192.168.1.200:80

l Forward J [ Drop J [ Intercept is on J l Action J Comment this ifem W @

JRaw I Params T Headers I Hex }

POST fdami_5. 4/dami_S.4/index. php?s=/member/dobuy. htrml HTTR/1.1 i
Host: 192.168.1.200

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4, x64; n:68.0) Gecko/20100101 Firefox/E8.0

Accept: text/html applicationfxhtml+xml applicationfxml;q=0.9 *™*,q=0.8

Accept-Language: zh-CM en-US;q=0.7 en;¢=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded 1ﬂ}f§*uﬁﬂl,11{%ﬂ§&
Content-Length: 398

DMT: 1

Connection: close

Referer:
http://192.168.1.200/dami_5.4/dami_5.4/index.php?
%9C%BA%ES%BC%80%ES%EF %91 %E4% B8
blic/Uploads/thumb/thurmb_1393206337 jp
Cookie: PHPSESSID=cfdkgd gfigbpicg
Upgrade-Insecure-Requests: 1

ember&a=gohuy&iscan=08id=69&name=%E5%Ad%AT %ET %5 1 %B3CMS%E6%89%8B%ER
o E7 %BI%BBEqty=1 &price=5400&qtype="%E7 %8 1%B0%ER%A9% B2 & pic=/dami_5.4/dami_5.4/Pu

gtOjmiE; BkGOpSETB0 think_template=default




id %56 %50=69 &pic %5 B %P0="%62F dami_5.4%2F dami_5.4%2F Public %2F Uploads %2Fthumb %2Fthumb_1393206337 jpg&name%sB%sD="0E5%A4 %A,

%89 %BB %EE %I C%BANES%BC%E0%ES%EF %91 %E4% B8 %93 % Er %89 %88 &gt ype %5B%ED="0E7 %B81%B0%ES %89%B

E5Y% b0 Y0 &area="Eb b/ b ”ol:b”ol:if%9E%ES%BB%82&address=xsI&trade_type=3&iscart=[]|
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