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flag.

51 a ryerr— clilelo °

COTEUR SETISE AnSEes DRSS (B SEASAN LT ECNE Romses
I I W AT Jis il i ) AN aamene

. BGPUERE AR B
mham
EHETIS =
=
[t Lol
e -
@ iy
L+ -] A — o asatere rer & 0l A ] o
R R B I T i ColrBEE TR Al RS R AbaREe DT B A noasEe o
i =& _wmn AmEE oo il i i samean

CREEREEA2T/STH ™
EHNERERNCrypto- SR o=
A S N—— E
=

-
Vi Al http://124.16.71.227:40000/2/, FRIWHEHEEFZMAE, TRMEEMAHF41, Miilogin, F3:

Hello, 1

No flag here. Unless you are root.

Go back.



FRBFrootE T, KIMARREE,

g.csdn.ne

TRERMEAM 158, EHbrupEBIEKIRIC, FahRERIICH K% R4 B Aroot,

ICT T~ T A T T LA TR TR
[l | 477 sty | websockessory | veons |

&7 Request to hop:[/ 124.16,71.227:40000
| Forvard || oes | [

POST /2/index.php ETTP/L.1
Womts 134.18.70.327:40000

User-Aganti Morilla/5.0 [Macintosh; Intel Maz 08 X 10.04; Fve 59 ﬂ| G-Icln‘u’lﬂlﬂ!lﬂl Firafon/69.8

hecept: text/heal, q:plun.uaha.ul +xal,application/zalq=b.%,

Aocept-Languager ah-CH,ahiq=9.0, ah=TWiq=0.7, sh=ER1q=0 .5, |--I.I3N & :I -lnrq'\'l H

Accept-ERcoding: qeip, deflate

Comtast-Type: application/z-www-fora-urlescoded

Comtent=Lengthy &

Coanecticn: cloda

Referer: hEtpi/f134.16.70. 327140000/ 2/ index . php

Cooklies

SeEsion= 6wl {Erqwe AQEN- | THEN YOOI 0y BECE ISLPLOOYELN_ESSNDARUTE G FHY-Y9CT_xtED108- 3 TPpENVIBat 1004 0FaNEABNgRIE
QAPCESERILE LLPY 151 200FIH_ManKKewFOp TqDOGIA1vE )9 JExND Tud BoaToda 2BM% | SovEyL IvE T BATS_tT-FI6TgRTvl L Tn6vEnsABEw, EICE
Upgrade=Insecure-Aequesta: |

[ eon |

naps= root]

BRERAR IR EES R, I—RhostZ AR%T,

Hello, root

Your host is invalid, localhost{127.0.0.1) only.

Go back.



TR FINEER IR Bname i Aroot, hosti4127.0.0.1,

Request to http://124.16.7 1.227:40000

Forward Drop Intercept is on Action

; Raw [ Params | Headers | Hex |

Name Value

POST /2/index.php HTTP/1.1

Host 127.0.0.1

User-Agent Mozilla/ 5.0 (Macintosh; Intel Mac 05 X 10.14; rv:69.0) Gecko/20
Accept text/ htmlapplication/xhtml+xmlapplication/xmlg=0.9"/"q=
Accept-Language zh-CN,zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5 en-USq=0.3 eng=
Accept-Encoding gzip, deflate

Content-Type application [ x-www-form-urlencoded

Content-Length 9

Connection close

Referer http:/j124.16.71.227:40000/ 2 findex.php

Cookie session=efwhNjBFgwzAQRH-17NkH2c RQDD2 0yBEOrISLFLOGOYkK
Upgrade-Insecure-Requests 1

A mae 0

=] ZE
B4R E T flag.

Hello, root

flag{client-side-and-server-side-bypass}

B=:

Vi il http://124.16.71.227:40001/csrf, R H & ¥t T HREHdjango csrfh AR, ik mdiget flagixfl, K-

Django website

The form below is protected by Django CSRF MIDDLEWARE
can you bypass it?

Get flag

Your token is wrong

BHRBE, TREFERE, KA TEREER:

[root@eshop-cache®l 6379]# cat appendonly.aof
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Forbidden
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Wity I8 Pas Bnhn® (51Tvsh Py Dt i P [0 7 DBy SIS M. CRGA0H Il 16 Fu Ine. WA GFY e FVIL G50 MSa0 il Dab Sebprpod

W can comboemize e pags saing Foe SN FALUME VIEW seing

it AR IEE R, KI, csritokenfH GRAREE A IEH, BFAZEIEE T csrfmiddlewarewtokenffI{E, & WIX BIAME R % —
T2 F ke iE KR H Wcsrftokensf bypass,

| Cushisard | Targe | | imtruder | Rupraser | Sequescer | Decoder | Comparwe | Exvander | Projece spsions | User options

| ]ann.uur.- | websockers maory | opvons |

£ Request s Mgl /124.16.71 22740001

Forsard brop Intercept in om Action

Raw | Params | Meaders | 1ex

POST regroest w0 fosrd]

Trpe Hame Walue

Cookle 0 AQRH-|
Coakie eurftaken bypans

Baty exrimaddiesaeinken bypass

KIERL, 22T flag.

Django website

The form below is protected by Django CSRF MIDDLEWARE
can you bypass it?

Get flag
flag{django_csrf_bypassed}
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