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/BT HBLRBGERAN 8. #BRA
HANDLE GetProcessHandle(PWCHAR name)

{
/AR R R
PROCESSENTRY32 pe32;
pe32.dwSize = sizeof(PROCESSENTRY32);
HANDLE hProcessSanp = CreateToolhelp32Snapshot(TH32CS_SNAPPROCESS, 0); //IREBRBAMH
Process32First(hProcessSanp, &pe32); //3REUE —A 3t
do
{
if (wcscmp(name, pe32.szExeFile) == 0)
{
CloseHandle(hProcessSanp);//XM{RBAW, B4NFE
return OpenProcess(PROCESS_ALL_ACCESS, FALSE, pe32.th32ProcessID); //# & iX B H KB
}
} while (Process32Next(hProcessSanp, &pe32));
CloseHandle(hProcessSanp);//XARBAIW, #8454 NFHRE
return (HANDLE)NULL;
}
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/IS PEXXHBUE S8 SUFERE, FIREBEERNEH
DWORD ReadPEFile(IN LPSTR file_path, OUT LPVOID* pFileBuffer)

{
FILE* fp = fopen(file_path, "rb");

if (fp == NULL)
{

printf("ITFFXHRKn");

return 0;
}
fseek(fp, @, SEEK_END);//®Bai XX ERIKE
long long filesize = ftell(fp);//itE K/
fseek(fp, @, SEEK_SET); //#kEBICHFH B E

LPVOID pFileBuffer_temp = malloc(sizeof(char)*filesize); //FFREiBEK/NMEIANTE
if (pFileBuffer_temp == NULL)
{

printf("JFREZ B K MBn");

fclose(fp);

return 0;

size_t n = fread(pFileBuffer_temp, sizeof(char), filesize, fp); //¥XHHEWHE NBZ X
if (In)
{

printf("EREIERKn");

free(pFileBuffer_temp);

fclose(fp);

return 0;

*pFileBuffer = pFileBuffer_temp;
pFileBuffer_temp = NULL;
fclose(fp);

return filesize;
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IMAGE_DOS_HEADER* peDosHeader; //dos3k
IMAGE_NT_HEADERS* peNtHeader; //ntk
IMAGE_FILE_HEADER* peFileHeader; //#r#pesk
IMAGE_OPTIONAL HEADER32* peOptionalHeader; //®i¥pek
IMAGE_SECTION_HEADER* peSectionHeader; //H%&



/EBMRKER
DWORD PeHead_information(IN LPVOID pFileBuffer)

{
if (pFileBuffer == NULL)
{
printf("ZMXIBEHTHN");
return 0;
}
/AW R B RE REMZiF L */
if (*((PWORD)pFileBuffer) != IMAGE_DOS_SIGNATURE) //PWORDEERZword*HKA, BULBAFEHIMAZ, IMAGE_DOS_SI
{
printf("AREHKBMZERIEn");
return 0;
}
peDosHeader = (IMAGE_DOS_HEADER*)pFileBuffer; //dosWifi, B ARG H&, AR BSEAEE b ME T MiE T dos:
/AW R B RE M pely £ */
if (*((PDWORD) ((DWORD)pFileBuffer + peDosHeader->e_lfanew)) != IMAGE_NT_SIGNATURE) //iX B Rt 4 Z# iDOW
{
printf("ARA B petricn");
return 0;
}
peNtHeader = (IMAGE_NT_HEADERS*)((DWORD)pFileBuffer + peDosHeader->e_lfanew); //NTkER{H
peFileHeader = (IMAGE_FILE_HEADER*)((DWORD)peNtHeader + 4); //ir#fEpeskBi{E
peOptionalHeader = (IMAGE_OPTIONAL_HEADER32*)((DWORD)peFileHeader + IMAGE_SIZEOF_FILE_HEADER);//W[i% pe:k
peSectionHeader = (IMAGE_SECTION_HEADER*)( (DWORD)peOptionalHeader + peFileHeader->SizeOfOptionalHeader)
}
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//RARPE S8 BACRSPESUR R4, FISRAFBRL M )G M PESUIE I 46 4
DWORD simulation_ImageBuffer(IN LPVOID pFileBuffer, OUT LPVOID* pImageBuffer)

{

if (pFileBuffer == NULL)

{
//printf("E M XIEEH T HKN");
return 0;

}

LPVOID pImageBuffer_temp = malloc(sizeof(char)*peOptionalHeader->SizeOfImage);//H i%ImageBufferfim M A1

if (pImageBuffer_temp == NULL)

{
//printf("JFBEImageBuffer [akMn");
return 0;

}

memset(pImageBuffer_temp, O, peOptionalHeader->SizeOfImage); //¥ =A% ikL Ao

memcpy (pImageBuffer_temp, pFileBuffer, peOptionalHeader->SizeOfHeaders); //#k+HR+XFHAERHIEE

/*E T */

for (int i = @; i < peFileHeader->NumberOfSections; i++)

{
pImageBuffer_temp = (LPVOID)((DWORD)pImageBuffer_temp + (peSectionHeader + i)->VirtualAddress);//E
pFileBuffer = (LPVOID)((DWORD)pFileBuffer + (peSectionHeader + i)->PointerToRawData); //EMXAHIE
memcpy (pImageBuffer_temp, pFileBuffer, (peSectionHeader + i)->SizeOfRawData); //& Hl¥57ECHk+ BT &
pImageBuffer_temp = (LPVOID)((DWORD)pImageBuffer_temp - (peSectionHeader + i)->VirtualAddress);
pFileBuffer = (LPVOID)((DWORD)pFileBuffer - (peSectionHeader + i)->PointerToRawData); //#kE Bl& i

}

*pImageBuffer = pImageBuffer_temp;

pImageBuffer_temp = NULL;

return peOptionalHeader->SizeOfImage;

}
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/IMEEEEAME SH: REHIPERRET, ZIBHRAE N % i 2 bk
VOID RepairRelocation(IN LPVOID pImageBuffer,DWORD NewImageBase)

{ if (pImageBuffer == NULL)
{
printf ("84t n");
return;
}

IMAGE_DOS_HEADER* pImageBuffer_peDosHeader = (IMAGE_DOS_HEADER*)pImageBuffer;

IMAGE_NT_HEADERS* pImageBuffer_peNtHeader = (IMAGE_NT_HEADERS*)((DWORD)pImageBuffer + pImageBuffer_peDo
IMAGE_FILE_HEADER* pImageBuffer_peFileHeader = (IMAGE_FILE_HEADER*)((DWORD)pImageBuffer_peNtHeader + 4)
IMAGE_OPTIONAL_HEADER32* pImageBuffer_peOptionalHeader = (IMAGE_OPTIONAL_HEADER32*)((DWORD)pImageBuffer
IMAGE_SECTION_HEADER* pImageBuffer_peSectionHeader = (IMAGE_SECTION_HEADER*) ((DWORD)pImageBuffer_peOpti

/* EALE B AL R b+ /

IMAGE_DATA_DIRECTORY* pImageBuffer_Data = (IMAGE_DATA_DIRECTORY*) ((DWORD) (&(pImageBuffer_peOptionalHead
IMAGE_DATA_DIRECTORY* pImageBuffer_Relocation_temp = (IMAGE_DATA DIRECTORY*)pImageBuffer Data + 5;//%#
IMAGE_BASE_RELOCATION* pImageBuffer_Relocation = (IMAGE_BASE_RELOCATION*)((DWORD)pImageBuffer + pImageB

/*TH R S B0/
DWORD size_block = @; //FEBUERI %

while ( pImageBuffer_Relocation->SizeOfBlock != © && pImageBuffer_Relocation->VirtualAddress != 0)
{

size_block++;
pImageBuffer_Relocation = (IMAGE_BASE_RELOCATION*)( (DWORD)pImageBuffer_Relocation + pImageBuffer_R

}
pImageBuffer_Relocation = (IMAGE_BASE_RELOCATION*)( (DWORD)pImageBuffer + pImageBuffer_Relocation_temp->

/* BEEEMR */

LPWORD temp = (LPWORD)((DWORD) (&(pImageBuffer Relocation->SizeOfBlock)) + 4); //FHEMKIRT
DWORD size temp = @;//FFX AT E

LPDWORD dest = NULL; //E&EKbit

for (int 1 = @; i < size block; i++)

{
if (pImageBuffer_Relocation->SizeOfBlock <=8)
{
continue;
}

size temp = (pImageBuffer_Relocation->SizeOfBlock - 8) / 2; //itEEMEHRKIA %

for (int j = @; j < size_temp; j++)

{

dest = (LPDWORD)( (temp[j] & OxOFFF) + pImageBuffer_Relocation->VirtualAddress + (DWORD)pImageB
if (temp[j] >> 12 == 3) //REXUEATRIET AL 3MEEA FEBH
{

kAdamdk _ kda~d + /NMALTmaa~AD A~ A ATmmamAD i LLan maNnES AanaTlllandan \Tma~aDa~aN. /72235 LhWL . 20 hhH



TUESL = uEDL T (NEWLINAEEDA>E- pPlildgeDuTTEl_peuvpLLulidlneduer - 21lindgepdse ), // oAy EBULT \ I AYE=

pImageBuffer_Relocation = (IMAGE_BASE_RELOCATION*)((DWORD)pImageBuffer_Relocation + pImageBuffer_Re
temp = (LPWORD) ((DWORD) (&(pImageBuffer_Relocation->SizeOfBlock)) + 4);
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//TestBHIER

struct TestInformation

{
DWORD VirtualAddress; //¥X#ENFHRRE

DWORD PointerToRawData; //7X7ECH+ 1w
DWORD SizeTest; //XK/M

s

Z AR B R B T textiX AN FE£HIW K, HEBEAASFbUg, BAHEREFRABEAIE—LL,
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[ IFRBAR PR MERNE (ERFERRD MR REME. BREARBRINEE
DWORD GetTestInformation(TestInformation* te)

{
int len = @;
for (int i = @; i < peFileHeader->NumberOfSections; i++)
{
if (((peSectionHeader + i)->Characteristics & 0x20000000) == ©x20000000) //HIWi& % &7l 1T KIS
{
(te+len)->VirtualAddress = (peSectionHeader + i)->VirtualAddress;
(te + len)->PointerToRawData = (peSectionHeader + i)->PointerToRawData;
(te + len)->SizeTest = (peSectionHeader + i)->SizeOfRawData;
len++;
}
}
return len;
}
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MODULEENTRY32 me32;
me32.dwSize = sizeof(MODULEENTRY32); //TEMRXAEMET, LREE KK
HANDLE hModuleSnap = CreateToolhelp32Snapshot(TH32CS_SNAPMODULE, pid); //HANDLEHZET G, RERAEW , |

if (hModuleSnap == INVALID_HANDLE_VALUE) //INVALID_HANDLE_VALUEZ TR AN

{
MessageBoxA(0Q, "MEIUEEURW", 0, 0);

return;

BOOL bMore = Module32First(hModuleSnap, &me32); //FEE—HEBRER

char* ModulePath = NULL; //#sigs%
while (bMore)

RS BPENZE, I HAMH.

/* FREVEIRER 12 DA R IREUB S 27 */

USES_CONVERSION;

ModulePath = W2A(me32.szExePath); //3KEHikEKZ

char ModulePath_big[MAX_PATH] = { @ }; //FHFHKENER
Conversion_Big(ModulePath, ModulePath_big); //XBE&IEHR T KE, BIEA—E

ModuleBase = (DWORD)me32.modBaseAddr;

char* ModuleName = my_strstr(ModulePath, "");
while (my_strstr(ModuleName, "") != NULL)

{

ModuleName += 1;

/* TEALPERIAEE T A Y A2 R AR T By bk B R */

ReadPEFile(ModulePath, &FileBuffer); //BR&FPESC{H
PeHead_information(FileBuffer); //#EX&ANRKER
simulation_ImageBuffer(FileBuffer, &ImageBuffer); //##limagbebuffer

TestInformation performCode[10];
memset (performCode, 0, sizeof(TestInformation)* 10);

CodelLen = GetTestInformation(performCode); //FRERIEERHIEMES ------------------

AU AR B A



char* PeText_temp[10] = { @ }; FRGRAERLBEMAENR, BEARBEBEATRASLE—A, FCHTHEHEA

if ((performCode + 0)->SizeTest != 0 )
{

for (int i = @; i < CodelLen; i++)

{

PeText_temp[i] = (char*)malloc((performCode + i)->SizeTest);
RepairRelocation(ImageBuffer, ModuleBase); //BEEEME

for (int i = @; i < CodelLen; i++)

{
memcpy (PeText_temp[i], (char*)((DWORD)ImageBuffer + (performCode + i)->VirtualAddress), (perfor

AP REER A A

char* MeText_temp[10] = { @ };
if ((performCode + 0)->SizeTest != 0 )
{

for (int 1 = @; 1 < CodelLen; i++)

{

MeText_temp[i] = (char*)malloc((performCode + i)->SizeTest);

DWORD ProtectTemp = NULL;

for (int i = @; i < CodelLen; i++)

{
VirtualProtectEx(g_hProcess, (LPVOID)(ModuleBase + (performCode + i)->VirtualAddress), sizeof(char)
ReadProcessMemory(g_hProcess, (void*)(ModuleBase + (performCode + i)->VirtualAddress), MeText_temp[
VirtualProtectEx(g_hProcess, (LPVOID)(ModuleBase + (performCode + i)->VirtualAddress), sizeof(char)

LB AR 23 -

RAKRBAN RS LEN, F2RTERREXBLANKE, FEHCEMNRICHIIE, BRERE, UMM T
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/* LB */
if ((performCode + 0)->SizeTest != 0 )

{

char OpCode[2] = { @ }; //##/iOpCode
int indicators = @; //#t®
int Asmlen = @; //fFBIEAKE



char OriginalCode[20] = { 0 }; //FBREFT
char NowCode[20] = { @ }; //fFBEAEZY

char f = oxff; //iITIBIATHI

int List_line = @; //listHHEIITH

for (int s = @; s < Codelen; s++)

{
while (indicators < (performCode + s)->SizeTest)
{
OpCode[@] = *(LPBYTE) ((DWORD)PeText_temp[s] + indicators);
OpCode[1] = *(LPBYTE)((DWORD)PeText_temp[s] + indicators + 1); //#Hlopcode

Asmlen = Decode_Size(OpCode); //f@EHE4KE

memcpy (OriginalCode, PeText_temp[s] + indicators, Asmlen); //iEEURIHFT
memcpy (NowCode, MeText_temp[s] + indicators, Asmlen); //EEUHEIFZT

for (int i = @; i < Asmlen; i++)
{
if (OriginalCode[i] != NowCode[i] /*&% memcmp(&pCode[@], &Ff, 1) != 0*/) //HWFZFRESIHE
{
char Addres[30] = { @ };
char arrif[3e] = { @ }; //RGETFHWFRH
char arr2[3e] = { @ }; //BEFHFRH

BytesToHexStr1((unsigned char*)OriginalCode, Asmlen, arrl);
BytesToHexStr1((unsigned char*)NowCode, Asmlen, arr2);

sprintf(Addres, "%s+%x", ModuleName, indicators + (performCode + s)->VirtualAddress);

//HBRE R ETIE
BOOL guolv = false;
if (SizeFilter > @)

{
for (int j = @; j < SizeFilter; j++)
{
if (strcmp(&Filter[j * 4@], Addres) == 9)
{
guolv = true;
break;
}
}
}
if (guolv == true)
{
break;
}

USES_CONVERSION;
m_ListControl.InsertItem(List _line, A2W(Addres));
m_ListControl.SetItemText(List line, 1, A2W(arr2));
m_ListControl.SetItemText(List_line, 2, A2W(arrl));
List line++:



break;

memset(OriginalCode, 20, 0);
memset (NowCode, 20, 0);
indicators += Asmlen;

indicators = 9;

BRT, PREE TIHETLLE.

/* BETAE */
memset(ModulePath_big, ©, MAX_PATH);
for (int 1 = @; 1 < CodelLen; i++)
{
free(PeText_temp[i]);
free(MeText_temp[i]);

free(FileBuffer);

free(ImageBuffer);

FileBuffer = NULL;

ImageBuffer = NULL;

bMore = Module32Next(hModuleSnap, &me32);

CloseHandle(hModuleSnap);
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