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Wi-Fi: en0 ™™ . B A
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Thunderbolt 1: en1
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- All interfaces shown

Thunderbolt 1: en1

utun1

Thunderbolt 2: en2

utun2

Apple USB Ethernet Adapter: en5 A e N M - . oo
Loopback: lo0 mew
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@ Cisco remote capture: cisco
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No. Time Source Destination Protocol Length Info
1 0.000000 Hangzhou_8e:27:00 Broadcast ARP 6@ Who has 211.87
2 0.102984 Hangzhou_8e:27:00 Broadcast ARP 60 Who has 211.87
3 9.181824 211.87.226.144 202.194.15.12 DNS 87 Standard query
4 9.182755 202.194.15.12 211.87.226.144 DNS 152 Standard query.
5 0.202592 Hangzhou_8e:27:00 Broadcast ARP 6@ Who has 211.87
6 0.301496 Hangzhou_B8e:27:00 Broadcast ARP 6@ Who has 211.87
7 0.400662 Hangzhou_8e:27:00 Broadcast ARP 6@ Who has 211.87
R _A.AATIRSA Hannzhnu Re:=27:00 Brnadrast ARP ARA_Whn has 211.87

» Frame 1: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface @

» Ethernet II, Src: Hangzhou_B8e:27:00 (0@:0f:e2:8e:27:0@), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
» Address Resolution Protocol (request)

ff ff ff ff ff ff @@ of
08 00 06 94 00 01 0@ of
00 00 00 00 @0 @@ d3 57
00 00 00 00 00 00 00 00
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W J5 BATLE b 75 B % A\ AE S 3 A tep.port == 80 A2 F Mt LB tcp port 80! ! !

[I tcp port == 80

-] max. o+ |

No. Tlme -ME-':-(.]UFCE mli_lesii.nét-‘l-c.)n I;rc-tocol mi_eng-tﬁmlﬁf-t-)
[~ 17 2.480439 121.195.187.6@ 211.87.226.144 TCP 66 80 - 50282 [FL
18 2.480503 211.87.226.144 121.195.187.60 TCP 66 50282 - 80 [AC
19 2.480592 211.87.226.144 121.195.187.60 TCP 66 50282 - 8@ [FL
L 20 2.488859 121.195.187.60 211.87.226.144 TCP 66 80 - 50282 [AC
103 19.191890 211.87.226.144 121.195.187.60 TCP 78 50283 -+ 8@ [SY
104 19.200714 121.195.187.60 211.87.226.144 TCP 74 80 - 50283 [SY.
105 19.200791 211.87.226.144 121.195.187.60 TCP 66 50283 -+ 80 [AC
186 1G.2RA12R1 211.R87.22A.144 121.195.1R7.ARA TCP 347 SA?RI - RAA [PS

» Frame 17: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @ |
» Ethernet II, Src: Hangzhou_8e:27:00 (00:0f:e2:8e:27:00), Dst: Apple_ec:ff:5¢c (04:69:f8:ec: f‘f

» Internet Protocol Version 4, Src: 121.195.187.60 (121.195.187.60), Dst: 211.87.226.144 (211.¢
» Transmission Control Protocol, Src Port: 80, Dst Port: 56282, Seq: 1, Ack: 1, Len: @
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Thunderbolt 2: en2
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Apple USB Ethernet Adapter: en5
» Loopback: lo0
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Cisco remote capture: cisco

Ethernet BEIA 2 e
BSD loopback BEiA 2 -
Ethernet o 2

BSD loopback BiiA 2 —
BSD loopback B 2 —
BSD loopback BiiA 2 -

Remote capture dependent DLT — —_— — -

EFTEED AR

WO,

P REORBTOLIEES: (| % usiles .

Help

-] EiTBPFs

FEX R IR G T IEMIER O 25, M EJ7 B

... a
Help
R EEETT

£ Wireshark - #i#E0

cose |

LN
BREM BT
A B 4HATIE MACH i 8847
TES R AR BRI RERE
STRIHBREEAEE B ERESR
B EER, E25..
1 . o
1 D OX#
1 oFrr B
1 oaE ) B

BT EhIkE], MBATIRH & dstarF4HIE .

cose NN

I RSB FM Bk, Ea1T % Acurl hitp://www.baidu.com
REBRMNRATEENE, BELRMNTFENR? ML LaaKKa

Ko, Time

2272 115.985999
2273 116.887321
2274 116.887489

Source
211.87.226.144
www.a.shifen.con
211.87.226.144

Destination

wei. . shifen.com
211.87.226.144
whiw. @ shifen.com

- 2275 116.007580

211.87.226.144

www. a, shifen.com

info

50458 -+ B [SYN]
BB - 58458 [SYN,
58450 -+ BB [ACK]

Sequd WinuB5535 Lens=@ M5S5=1468 WS=32 TSval=3644885978 TSecr=d
ACK] Seq=@ Ack=1l Win=8192 Len=@ M55=1452 W5=32 SACK_PERM=1
Seq=1l Ack=1 Win=262144 Len=8

1 1]

2276 116. 829689
2277 116.831877
2278 116.831984
2279 116.831991
2280 116.8319%4
+- 2281 116.833733
2282 116.833735

wiw. 8. 5hifen. con
whw, @, 5hifen, con
wiw, @, shifen, con
211.87.226.144

211.87.226.144

www. 3. 5hifen.com
www. 3. 5hifen.com

211.87.226.144
211.87.226.144
211.87.226.144
weiw. &, shifen. com
wewd. 3. shifen.com
211.87.226.144
211.87.226.144

Protocol  Length
TCP 78
TCP 78
TCP 54
HTTE1m
TCP 68
TCP 454
TCP 1094
TCP 54
TCP 54
HTTP 1395
TCP 68

B8 = 58458 [ACK]
B8 - 58450 [PSH,
B@ - 58450 [PSH,
50450 - B0 [ACK]
50450 - B0 [ACK]
HTTR/1.1 200 OK
B0 - 58450 [FIN,

Seq=1 Ack=78 Win=24784 Len=8

ACK] Seq=1 Ack=TE Win=24704 Len=48@ [TCP segment of 2
ACK] Seq=4@1 Ack=78 Win=24704 Len=104@ [TCP segment of a redse=
Seq=T8 Ack=481 Win=261728 Len=8 —
Seq=T8 Ack=1441 Win=268704 Len=@ —]
{text/html) —
ACK] Seq=2782 Ack=78 Win=24704 Len=@
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Frame 2275: 131 bytes on wire (1848 bits), 131 bytes captured (1848 bits) on interface @

| 2
» Ethernet II, Src: Apple_ec:ff:5c (@4:69:fB:ec:ff:5¢c), Dst: Hangzhou_Be:27:00 (0@:0f:e2:8&:27:08)

= Internet Protocol Version 4, Src: 211.87.226.144 (211.87.226.144), Dst: www.a.shifen.com (119.75.216.28)
> Protocol, Src Port: 50450, Dst Port: 88, Seq: 1, Ack: 1, Len: 77
v otoco]

Transmission Control

Host: www.baidu.combrin
User-fgent: curl/7.52.1\r\n

Host2 & &

CCEPLT ®TECrL

UserAgent2 HA 1M F icurl, X, SR THE 5.



http://www.baidu.com

Step 2

R EERMRE LK, BENARE XA E XA,
B, ENMABEREHEE) MR ERE, THREEKGER.
BB M ICIHTTPI &

— 15 SR EWARIEW, ML ERRER, EERERE

No. Time Source Destination Protocol  Length Info
2272 115.985999 211.87.226.144 www.a.shifen.com TCP 78 50458 - 8@ [SYN] Seg=@ Win=65535 Len=@ MS55=146¢
2273 116.0087321 www.a.shifen.com 211.87.226.144 TCP 78 BB - 50450 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=
ot 2274 116.087409 211.87.226.144 www.a.shifen.com TCP 54 jﬂléﬂ -+ B0 [ACK] Seq=1 Ack=1 Win=262144 Len=@
L—lw 2275 116.007500 211.87.226.144 www.a.shifen.com @D 131(GET ¥ HTTP/1.1 :
2276 116.829689 www.d.shifen.com 211.87.226.144 6@ - 58458 [ACK] Seqg=1 Ack=78 Win=24704 Len=@
2277 116.831877 www.a.s5hifen.com 211.87.226.144 TCP 454 B@ - 50450 [PSH, ACK] Seq=1 Ack=78 Win=24704 Le
2278 116.831904 www.a.shifen.com 211.87.226.144 TCP 1894 B@ - 50458 [PSH, ACK] Seq=481 Ack=78 Win=24704
2279 116.031991 211.87.226.144 www.a.shifen.com TcP 54 50458 - 80 [ACK] Seg=78 Ack=481 Win=261728 Len:
2280 116.031994 211.87.226.144 www.a.shifen.com P 54 50458 - 80 [ACK] Seq=78 Ack=1441 Win=268704 Ler
r: 2281 116.833733 www. 2. shifen.com 211.87.226.144 1395 HTTP/1.1 208 OK (text/html)

BRMIEEGETH %, MARNESE —PRINE, HBHAN.22756, XA ZMBATK IR L BIMRS & LK.

Frame 2275: 131 bytes on wire (1848 bits), 131 bytes captured (1848 bits) on interface @

Ethernet II, Src: Apple_ec:ff:5c (@4:69:f8:ec:ff:5c), Dst: Hangzhou_8e:27:00 (80:0f:e2:8e:27:00)
Internet Protocol Version 4, Src: 211.87.226.144 (211.87.226.144), Dst: www.a.shifen.com (119.75.216.20
Transmission Control Protocol, Src Port: 50458, Dst Port: 88, Seq: 1, Ack: 1, Len: 77
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Figure 4: Protocol stack for a web fetch
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Hypertext Transfer Protocol

XAME B U B BRATHI IR B -
BATFR RIL, EAER L2 HRT AR, et T B P ECar R PR

» [3 Reassembled TCP Segments (2781 bytes): #2277(400), #2278(1048), #2281(1341)]
>
» Line-based text data: text/html

LR PR T MU EEXMEREE . ERTRKERLT, MEFREU—RIIBRTT BTN LR, FRAEREE
BWAHBERER . WAEHTTPRERMEZFERF RGN, HHRSIH AT LIRE BN EFRNTERE.
THAR— YR T TR N A . E A4t text/html

Step3 Packet Structure
EORE—TFTCGETEMZM, WATTUEE

Ethernet II, Src: Apple_ec:ff:5¢c (@4:69:f8:ec:ff:5c), Dst: Hangzhou_8e:27:00 (@0:0f:e2:8e:27:00)
Internet Protocol Version 4, Src: 211.87,226.144 (211.87.226.144), Dst: www.a.shifen.com (119.75.216.208)
Transmission Control Protocol, Src Port: 50450, Dst Port: 8@, Seq: 1, Ack: 1, Len: 77

Hypertext Transfer Protocol
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peee 09 Of e2 Be 27 00 04 69 f8 ec ff Sc 08 @@ 4500 ....'..1 ...\..E.
0210 @@ 75 fb 28 40 00 40 86 3a 12 d3 57 e2 99 77 4b  .u.(@.@. :..W..wK
020 d8 14 c5 12 80 50 80 31 a® 43 b5 77 34 e2 50 18 ..... P.1 .C.w4.P.
030 20 00 06 15 00 00 47 45 54 20 2f 20 48 54 54 50  ..... GE T / HTTP
pe4e 2f 31 2e 31 0d @a 48 6f 73 74 3a 20 77 77 77 2¢  f1l.1..Ho st: www.
P50 62 61 69 64 75 2e 63 6f 6d @d @a 55 73 65 72 2d baidu.co m..User-
@060 41 67 65 6e 74 3a 208 63 75 72 6c 2f 37 2e 35 32 Agent: c url/7.52
@872 2e 31 @d @a 41 63 63 65 70 74 3a 28 2a

2f 2a @d  .1..Acce pt: */.
0080 ©a od 0a s

BEE VR RARE I PR EAR K, THSEARKARERR, KEIXA, BATAT U EXR.
T K /N AT CAFERR P () % T T 4 2
I H Ethernetff) Sk HiF1H MER# (payload, f& k2 W #8241 52 brds i B8

Ethernet TCP
14Bytes 20Bytes 20Bytes 77Bytes
_. Ethernet Ethernet ~
"~ Header Payload )
IP _ IP
Header Payload
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Step4 Protocol Overhead

Protocol Overhead#8 12 4, HTFHUASHMIRLEARTETE SH N0, ARFRZMHIH. R ENFER
BENERER, XMARRRBVFHT .
TEHIBMA—NnforhHESYN, ACKESHEIE, B THE —MERMHTTPEEEKMTCPE L.

2118 B7.757569 wew.a.shifen.com 211.87.226.144 TCP 78 8@ - 50448 [SYN, ACK, ECN, CWR] 5eq=E
2119 B87.757649 211.87.226.144 www.a.shifen.com TCP 54 50448 - 88 [ACK] Seg=1 Ack=1 Win=2621—
2128 87.757777 211.87.226.144 wwil, 3. 5hifen. com HTTP 131 GET / HTTP/1.1 =~

2121 87.783417 weiw. a.shifen.com 211.87.226.144 60 80 > 50448 [ACK] Seq=1 Ack=78 Win=247

HA 4 — LA 78+54+54+60 = 246 F i
HTTPE MG R —3LAT7F, 523.84% T AULIh BT G ELER . thBNEE, BIRREANFEREE& XERFBR LA D
. N ERITHEED L EL

Step5 Demultiplexing Keys

v Ethernet II, Src: Apple_ec:ff:5c (04:69:f8:ec:ff:5c), Dst: Hangzhou_B8e:27:00 (@0:0f:e2:8e:27:00)
» Destination: Hangzhou_8e:27:0@ (@0:@f:e2:8e:27:00)
» Source: Apple ec:ff:5c (04:69:fB:ec:ff:5c)
|Type: IPv4 (0x@sea) |
v Internet Protocol Version 4, Src: 211.87.226.144 (211.87.226.144), Dst: www.a.shifen.com (119.75.216.20)
218@ .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
» Differentiated Services Field: @x@@ (DSCP: CS®, ECN: Not-ECT)
Total Length: 4@
Identification: @x8526 (34@86)
» Flags: 8x@2 (Don't Fragment)
Fragment offset: @
Time to live: 64

IPrutncoI: TCP (6) I

43 % BZ0x08 00(163 1) 0x6 (F7S D

Which Ethernet header field is the demultiplexing key that tells it the next higher layer is IP? What value is used in this field to
indicate “IP"?

ETHABKE, XFRHZ0x08 00

Which IP header field is the demultiplexing key that tells it the next higher layer is TCP? What value is used in this field to indicate
“TCP™?

T AL BAE XS R 2 0X6
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