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Example 1: Deploying an Implant

Configuring gcat and its implant is quite simple. You need to have a gmail account that you plan to use. Then simply pop the username and
password into the two scripts gcat.py and implant.py as the "gmail_user" and "gmail_pwd" variables.

gmail user :I'gcat.is.the.shit@gmail.com' I
gmail_pwd = ‘verycB@lp@sswdrd"

server = 'smtp.gmail.com’
server_port = 587

After you have set both gcat.py and implant.py to be properly configured you can then run the implant on a target machine.

It's just a simple python script.

Example 2: Running a Command & Retrieving Output

Once you have an implant or two running you can control them from gcat.py. To start we will want to get the list of all attached implants and
their ids. To do this run gcat.py with the -list option.

fopt/gcat$é python ./gcat.py -list

19641907 -dfcb-52ec-a993-543f6efc9el3 Windows-8-6.2.9200-x86
98b2cd83-cbh36-52de-84ee-99dboffalall Windows-XP-5.1.2680-SP3-x86

Now that we've got a list of attached implants, let's send a command to one.

Modbus i i 4 #t

BH: BREIIIMEN—KT] PGS, 255 TEMEFRERERS RAHT T HE, REEE TEBIEEIR T IEER
W5, BAVBETHRERBAERGIIERMNERERES, RITREITREF%KLEE, RBEIFLAG.
5 E RS https://pan.baidu.com/s/1jGu7-1EKc29HTQc-pCJZIw  (IREUFE: 8kgx)

Tk 53 #r1



BH: TWYMEHFHFERE, SRBTHTPCAPHRER, MTHREREFHRE S, FEIIFLAG,
A5 MHEERE: hitps://pan.baidu.com/s/17jkHLBqcjxP009FpGIfObA (IREUE: 95ds)

SRR PR
HHRER, RIWFLEPRES. TCP. COTP. MMSHhXMIME, HAPEHE - NEHIEE, BETCPR R XE Ffag.txt, W
B -
11 1.81246@ 192.168.2.112 192.168.2.53 TCP 66 nmsigport(2817) » iso-tsap(102) [ACK] Seq=1 Ack=1 Win=2
192.168.2.112 192.168.2.53 COoTP 88 CR TPDU src-ref: exeele dst-ref: exeeeo
1.845206 192.168.2.53 192.168.2.112 COoTP 88 CC TPDU src-ref: exeeos dst-ref: exeele
14 1.845558 192.168.2.112 192.168.2.53 MMS 26@ initiate-RequestPDU
15 1.891468 192.168.2.53 192.168.2.112 MMS 228 initiate-ResponsePDU
16 1.891696 192.168.2.112 192.168.2.53 MMS 183 43@ confirmed-RequestPDU
17 1.9387609 192.168.2.53 192.168.2.112 MMS 111 43@ confirmed-ResponsePDU
18 1.939@55 192.168.2.112 192.168.2.53 MMS 113 431 confirmed-RequestPDU
19 1.985634 192.168.2.53 192.168.2.112 COoTP 1094 DT TPDU (@) [COTP fragment, 1821 bytes]
20 1.985889 192.168.2.53 192.168.2.112 COoTP 1094 DT TPDU (@) [COTP fragment, 1821 bytes]
211.985936 192.168.2.112 192.168.2.53 TCP 66 nmsigport(2817) » iso-tsap(102) [ACK] Seq=381 Ack=2286
22 1.986239 192.168.2.53 192.168.2.112 MMS 173 431 confirmed-ResponsePDU
23 1.987@83 192.168.2.112 192.168.2.53 MMS 142 432 confirmed-RequestPDU
24 2.032972 192.168.2.53 192.168.2.112 COoTP 1094 DT TPDU (@) [COTP fragment, 1821 bytes]
25 2.833155 192.168.2.53 192.168.2.112 COoTP 1094 DT TPDU (@) [COTP fragment, 1821 bytes]
26 2.033269 192.168.2.112 192.168.2.53 TCP 66 nmsigport(2817) » iso-tsap(102) [ACK] Seq=377 Ack=4449
27 2.833509 192.168.2.53 192.168.2.112 MMS 53@ 432 confirmed-ResponsePDU
- 78 7.M352AR9 107 .1AR.2.112 197 .1AR.2 .52 MMS, 144 422 confirmed-Reanestpnil
X BLx 2 AN B R AT topiB BRI
........................ NB1O. . ....7°@ .. .F:\9782\vCo8\mfc\MFC\src\MFCA2D.pdb.......l.......a.0
....... Necffi\\oczozcco00a08c@coco00 coonascdopeoiioococoostlotoncocococooondilooace 0 ocococo000o8occ@ocoononancccoocacaclilocoosno
0...0%. .. BCUGE.icd......... 20141203033702Z08&. . .
device.icd...... <..20150424054730708&. . .
DF65@1.icd..... 5...201503060626287Z0" .
..flag.txt.... ..2018061411190070,....1ec6185@server.cfg....... 2018061411122070..... iec6l85@server.exe...... 6..2015092908011670%. . .
logefg.xml....#
..20150421072322704&. ..
MFC42D.DLL...... 4.,2009052006362470" .
..MFCDA2D.DLL...... 5..2009052006362070" .
. .MFCN42D.DLL...... 5..20090520063620Z0" .
. .MFCO42D.DLL...... 5..20090520063626Z0%.
..mms_log.sli....... 2018061411122470" .
. .MSVCRTD.DLL...... L..20090520063620Z0%. . .
osicfg.xml....$B..20130407145712708&. ..
PRS778.icd......... 2015091107112470( . ...PST1200U.1icd..... ~...201505158749127. . .-.. ... .. & @Eocooonncococc Mooo-
FENEE-139% cos0-Fzcccana B1=85ccc0" oficocos [eoonBfcccccoonas 20141203033701Z........... Al@sccacacoonannc ezce
device.icd...... fcccooon F- 1 TOR - R [oooa@fMocoooo <..201504240547287. ... ciiunnn B80%:cccoc000000: Mecco
DF6501.icd...... Sccccoss 3.9,...." % ... L 5...201503060626287...,....... Eollocccconooonss [l
PR Ext.. ... B=ccoo0o0 a,0%. . . AH .. H....70ed.... +.20180614111858Z. . .64 .4 .4, EN®  cccc™o oocos [Hecooa iec6185@server.cfg...... v
PE 1764, 119 ELH A, 1,150 FHE A, 257 roen =) FERHE.
EFE (1111 kB 7 FoRNRIFHIR A (ASCIT v wILS
& [flag | ErT—ra|
SRR iTEN Save as: 1@@ Mo Close o Help

RIS A ATag. 00, FTRAVAHT A GHARIE, BAHEF R0,
2. RTHBIL S YA 7 Slag XS U BB, WA RMfag %, TRI—ABE, MEREHITELT (pg. prg.
zZip. rar. flag) %, BEEREAAESMBIM. EinREHEFAgrepti 4, TBRAEITIHERRTHE. inuctgrepfs
SR, RAMEFE BT R BR

grep "flag" -a test.pcap
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<l-- * as well as to set memory g flags. This module is -->
m ctime = a CFileStatus at Warning: CFile::GetStatus() returns m_attribute without hf&ﬂ'_

grep ".zip" -a test.pcap

-0-66 ~]# grep ".zip" -a test.pcap

grep ".jpg" -a test.pcap

[Foot@l' . )-66 ~]# grep ".zip" -a test.pcap

[root@le- 66 ~1# grep ".jpg" -a test.pcap

X B zipMjpg#R A R it

grep ".png" -a test.pcap



{HRIX B RpngMBHEH R T — 2 RFHE, XEEpng/5HA IRbase64 i %

[root@l0-255-0-66 ~]# grep ".png" -a test.pcap

¥TAOR0 iil data = "data:image :base64,1VBOR "ngonnnANbUhEUgAAAdAAAABlIA\nnanhILhnnAAn'NbRUIAr»4chAAAARnQ
QIJAAAA'ICEh._C\.rAA[ MAAATDAC d\.'q AAB URBVHhe7 agZma e1 XAp1( F‘IJhl1FAQH\'QFQRFBHQRJ.BOBHQV 3
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coding = utf -8
import os , base64
img_str= 'iVBORwWOKGgoAAAANSUhEUgAAAdAAAABiCAYAAADEKILKAAAAAXNSROIArs4c6QAAAARNQUIBAACX jwv8YQUAAAAICEhZcwAADSMAAA
7DAcdvqGQAABzXSURBVHhe7Z2Js11Fncfn75maqZmaqzZkasS@elXAp1GHRUhGFAQHYQFQRFBWQRiBoBWQyyKaBsxo@tCAgkQHayQEL2jSxAyEOSIA

HOVM/JPTPn9fv10d19+9z3bvh+qr5FkXe77z33nt0/71//fr/+mO0IIIYQQOciACiGEEANIgAohhBAJyIAKIYQQCciACiGEEAnIgAohhBAJyIAKI
QQCciACiGEEANnIgAohhBAJyIAKIYQQCciACiGEEANIgAohhBAJyIAKIYQQCciACiGEEANIgAohhBAJyIAKIYQQCciACiGEEANIgAohhBAJyIAKI
QQCciACiGEEANnIgAohhBAJyIAKIYQQCciACiGEEANIgAohhBAJyIAKIYQQCciACiGEEANIgAohhBAJyIAKIYQQCciACiGEEA1OZkDf+780Nm/ZV8
xfuK2Y8fxrxex5W4v1K3cVe/Ye6L1CCCGEGF6YyGtC33n63uOPuNciW/fHIG8bcffsarf/3UjNLAVtZz/h/Xm6/h3IYQQYiKSzYBufePt4thT55qGON
Xxp8/ttTqIDG]j/vP30e+VKf/L1ly4dqTzppff0q/ni/+6bDpxY+ve7n3irHw/VrKzdsjE6tFL24v7p26rrhsOply8x3+pZnFhz/zbDnZ+th/PFd86a




uzi3MuWFhcc+Py4qFpG4s1694cNcmKYF/+940XFm4rbrlzdXHe9xcVn/+fWcVHPvV/7/WVk+YU371kcXHbyN9nzd1a7JVXRHxAeGdknFi2Y1fx+F
Nbiqgl/31A8MPK8/+XJzcXLy3eWz80wcdxpcdt//sSMciw55Zz5xXW/WF4+zwcOD046shhQBqCjvzbHNIKWFNjVS72WB2HQt17XxWB+KDJz9tbiM1
+eaX6HTQbUe j3KxZKXdXRXTV5aehys92kThm/u/DdévbXD9sDd960tPvH5582z+fGKicfmP15RGWAhBsnDx91GT10q5YTuNyemHDNn/WFAYQk8xF3L|
qyeGPb271W3bL11X210bPO1PRXe6/ygwGlruOLx88uFr+0o/eqbs1iQP1lhrAvxiZVBHWAY63Vd3EiHGt0e2Gx+d5XGwACuWLWrOPv8BWbfsXp25u
U9XptZMDIQ+SYRoXrksU2930ToFp6Rc7+3yLwPUS7ee+/94r6p64t//Phe830sYWSTTGZLr4duwL tOwcWLzfdHGNE2FAYU/f1HpxezR1ajXd0O3Ad
24alW/xdx+xL+LIY2cVO597rdj95v7yh9y9e3/pysOFUECGNAImcKyer0/us@fNLF2iv/vjht6rx2K1Q6ngAvrlHau8900Kdu3a3+vdz2NPbs7ynq
++tq/XoxDd8MrGvaUHzrr/6srBu+++X1lw5eanZf4gwvF2BXbDes1KIAWXhdta3FxSHHW17nNiueXNP+/jRD30bOFt+tcr883/7ysxi+/YwV4AMaB
pTb1ls55js75uQ5xcpVu3uvaMZtiymFnbveKc449whzv1SxVorG3BfeyGI8+d6E6IrXt75VDvisjKz7z1UOMEIW3zF68un8K9E9ewbU+5bW+1UKMa
AVrGbJ9vjoOF58f088fH3ql96pub6NUAEVZzhfmjEDCMUGAAO8PXXv69/+NjOcq8jlHrbumLZsfOdoD3wE8+cV9zzwLrS3cpqjzlLghrwUODIwBiyh#|
1AAK8norsJ2n3yC2Mfmkpfv2BBOQDQ9959B8pgph073iknGLi+L5+05P/272+/a/S2ghA52LV7f3HrrieXwS7u/dmkfmladbG4AmfgnDaU3kBiDm+H
9YVfzbp+3Px/0BpysnN94ydulLvKsaAVry4ZMeYfggi7IK+DCgrTPcDo3//3LNRkVAYyoPGQMUR+X@SWxuC2rxQDRunkrx80eD5d+MPFwaviiglb9x
SbNu/t/Z/NXfesNd+P/Z6/PtMehAAYcaIRyVEWIjd4Uax7tE39wGTRWoOhDIqVi8/E252QVyJyPhfs/YZ4jFIMKBBhX++HbIQu6cuAWhYfff/yF3
uvCEMGNB5r8tK2YnNx21eK4Wc3LDP7QAQjPPNsuCciBvbUfYMEqOshIgKkS1n36FfPmFemWvk8eP1lwz+/WmX1iXDCuPja8sse7Ul67vv8IdfZk8U
LV+/3a2fPNgMNUARoRTbOfvHIdOpcBfXrGgeM+bCVcFjHIgMaDa8j9vnhwYnDbVwpl/0JtZnvExv7qtXGrzhhiWrdltvu9RI85Izh8VIjdL1+0cdX|
/1PmVbgQkg5DagBPL5tjVw2bbx69+uMdv+fMgK3ivSYT/S7Ze8zRMco4pSDShZB/V+cEF3SV8GOM+PbBz1YSs1RX5ayIDGw2z0/b64+WNw21cK4c
DI+20srPa4UEnM7hLC7K33nnL7qt4rhBh/eE7JSybHkqIFbHnUyW1AMUhWf6d/64XeK50hnoFVm9uez99PoQVyS90cVAwnk13yvev/j1INKC7ge]j
9HHD2r95du6MuAYijrH7ZSb0OSTDGgargvzhl/GzRLrbesKgT1Gqy2i41DXsG9pvTdBSkIMIJI6f/bo3HSu3AaVwidXfE@+FRON+77IXzT4I/kvFSt
2Z0edgngaVhpJqQL98wujv89RvhEOcUunLgPoM33galGYOzHZwV7BKeXBklcznmfb45jLijIiyr1x89EVEIXxFwvx8Z4Pn8v09LS3eURaa5YVZZ/7|
5+ct2y31/CqlLetKwRfcASBCIMoCeYzoKkP3kSHqQGXuK6InmaCwz4sbO/Re5jdZ8vL08n4kv4/VEFswg8h95d4nXuLhazvKz86zwUqIKOpQSAOhgM
fHny17IPnmmozuZ8rVmDsTFLOMmMA8+0]jG8n2pUoXXITc5DShuYcsYEbQTkk9dQUERtw/0q9/EebgqGHfdvtj7r05dKwI45TmmPzcv/ulfjas5615
soA9qW/Ngm8y+yQ4r7NaC4Sbjpyb0igIDVV124DNgvzIVkiluGh833MCDqvhIuTjGIihtuXjHmdTGRtKRh1Nte/TN/1SGLetu621i3/k2zHaKowS|
DwrYBx2XQxOHXBFT8ZulpwXdBMBM88z1/VicCQ52b5qzVhELjvcMFZ7REFN23d7gScWH3VB2qiPUkP8r@3rn6eWT6jBQMilWRO+6Y/v5iI/7vvX
tGpaeC4ASHYrS2PGRckvOmCRduCly5t5DSg6zfYvwmBOzGsWWs /39wnsfC7UFDH7Yu8zQqrGEyKASUX3e2HMbZLht6AMpD6wq/bXxNSETK1VC2bWlg
3iEwnEhHKDVSWEKLJQ3A1zSoPFUG9bVxusAKx2zCT37UsfyGIoMuKscIYBCv+7n33StQcnQUwKb7q1PV+UuEgNFFZhSWRGCHZz81irC4wg5SY2AVIWr]]
/m7YcTD1atXp30ZmxXuOKZ8KtQOx97ZCKPZX++5S55S011tdef2uMIydE/Y4bFTkNqC+oM9aI4K2wCj6wCIidODCBcvv5xncWjurH/TtKMaBECH
v9dL21M/QG1FIOVttQMXBwXS1wikFoZZG6uBEp6fUdoxYkM/JQfvrzOQMwg5EY6m3rao0ZgNXulqvz5YulwQPomz jxm3RRQSU37Fm7n52cWadNQ+
r+rU31IDK2L1IgNBEYGML2HWNN+4h8W1Yw30PW330iX68qYk61G1x81uuahDGKcQuUTZ+xLhWoSK6amdJAYchpQOtisvnCdx+LuJVakKKTS/bmRF7A
k4XVg7KtT/3ulFAPKqtbthzG6S4beg0I6tdoiaiFWx3pZf69E7pP707bhm+2FigHCzY1C1EYMxR2Aud4Y6m3ragl 3qCOX7NHHB1uMnYHB+hyVmG
CQ73FNRAVAF9ZMTOMD+nvvvIcIgYrzwiqRM7JAIWF1g5Kz2BEXHpM6LrnypXIVzThh/T1E1Qq+DFfZOWbVafSC+P8Y0a3+0IJtc5DSgbg5kIba3Yy,
N2D+zfYL1Tx9wHv601uMHd7uK+BqUYUCbNbjOUN+uSKAOK24xSa5V8pwnw7 /XXVFIV+0/HgFauJAYPfvRH/rKp/Jz1QBZ+TGZDFDg3QrRRzEPB/K|
/ToeH1HusD6808SQKIOJgHmztkUIspKefOOOk/hnrbupogSMpqgyrX9KCg2pWVQ1YXkwoCZnKtGHICUIb7edkvdI9/I9Gc54frwO3fNCHEq/GTx4
W2YASWXHVT8jIAiepNbVebkMozb701thIWcmuclt+b+7XJaCGrMAc1GR146QMPTZtbmue/jT89bE+8Mf4cD8j5uhU7R1bbRNIi4B1lnHVIOrv1VNTg
Pg2ys0+T5cJ11je@CqyNk2iIVw25L2ZgV9ua9DKQbUWkwRaNc1lUQbUpR/DV6fffudcGRTayr5VEADgM2QhdWRxrzUFdWAATVGoFBawcp7qiolowd
jX27IyjKHetq4mLDdIpXqA1kBgzy1kn49gE77bOAMOBEFGOfqs1TiejdWkCOfsy8F1xfmOGDsX9vB89U95PNDRNSE9briWtC8PpT1lyYzLr3ru8YMy
KHXVj9XnSFf3+Ua27DLfmGcDtvfaP5/iBQI+d9ntOA+rYOtiXc89ZBFYiDuNsgmMd63q17GdzXoRQDykH8bj8p++IXHBIGNIbrp4zde@KEyLcxZ9
7YkOXxKv7m/fcOaoIWmA58ZVENXb3Iexhjgbetqggnwyqwlr8tgAglysXLO7+BBtIh18bzzk481vR+4X6zMiBqCmCR21gnG3WmOrtZV2nPG8f0Oumba
DE1W+1g9RmXxHWrnEq4T5sGPwy4z/tAtZ+me9FXwzsm/iAX0Q20L905IbDPV5GI1XsbbnAjYjvFh/talGIJArSISXR+S/4EQ00SPWe+Hi6YN394Abj
E3CtKHzwghBtUQeC93059BKYZ627qa8005E4wxnpDfG104mxUpe7bjZfTBd9+jEDehNVBVOvbUuWUkbxNcu+8ggBBjYrVDIbnATA6stpVCAVVY37
Laoibjy1aD1SZm8pqLnAbUF5vQ91tY+LwjuNGbYIXptmFy2xSL4L4epRhQApzcfrqOyP9AG1D2NKZz3a4tixRVitUNLXrbdExbs3VkIzyjkmjGeVg|
CKz@Xiw21fqQnfb4VrerxhoCC/1zeQWOLgA+t@ikHg+y4ZcEJOMyIHOMqPQgvq+yZE7KelYbVDoZG8FFS32u06DpmMsgpmImT10RQ4w81AVht kG
OX5DSgVj80ZZ34/+/jx2SeP+tYw7aTkdzXoxQDCq5rn/sDD1VXFCANKAEC1VURKN2EFeWFMLYXN+mPfmgX3PJdMwMKgxL28aybNLaMH7h9VGrCVw
GIQW+iwD4Wbvg260tKDOTj4dL13ffcGyGw6rbao9AzHH2rsZDf@2qHQiPa3TSsSHEVES681C471+SCZg/TaoOowjNIchpQX9pSzNGSFd4VaMOKzj
oFhtqebW0j2walG1A8D9y79b4THMW7yGQXNIo41EPWgPIFU12E1RqrjONPN1u6GZuiZ1ETNEhgtYkOfQYIfLL6810zszvr9axWSHtImWVa/aEmrI
161Db5GA/WNOASDOkfIX2kydVFdDe/TayakKvzwd+uzWKH+Fr6JIAqtxkT1IKt9yCkWVjsUW17POwyEbmOAL9ilba/uWxfaucyIil5twUS5yGlAfI
NbPaI4FF90gqe97xSXven74/5DAzHgbSqkGFPjtyHqwIhT99GtxSB1QSvMxy/C5hkLUhC/8n1qZscRes2VACTShtmnTwN+E21+1JkjIsdogK9pzIk|
CpRarstCX3NwXd+Aa6NjXdw/3e90yarPYoFN/EDLVhtUGhOHV94FsptfVBdK/VrhLeC/aBSVnrkpwGlHeMWUwd3ArKP1p9WUXpuQ+t3FlgLofgtk
P9Gjo8MPSRul+XQ8KA4t4kgrap3meomiC6z2rDnkossdfcNNDhQq5KqMVg9YWasIIEKpFrO5EhyOCb3/WvPBgOfZVIWIqIBBas9isFqjoqw2gBQcl]
x/P32EptNQn7qr4/1lyGlBfjm2007+0z730vruLVWCHILbQib3bFvVj6LAFvnz/2AM32hh6A8p+BruUVrfYpasLnIglxU7ikXDOuMfLQCDF3UxiIfI
wtqF1vX1cTvhqoiOpMEx32gzihwfr8yFc7UwZOLFYbFEqO6++nD1Z0BMv49g5dMfhSozcn0Q20zy2dYvwpKWn15e4hkpPrFs9A1DHMNwiR2xaxpe
K+LiRQOzpkgpgRjDzpSyHBaTEMtQHFYDTVzGRfjvOMgmIsG/nhycEkJ4pBNOXGtV6P6DeWfr87KwKT/ckY3PaVmuAGdA/GrTQeeXQp4Gr+wnH27+H
87P5DBiXsmVuyd+uj3HgCrPYrBao/asNqgUHIcf44+8KpYhRUSMRjnTM7nHrHeJwWrihMKSQlyYQVp9eUWZfAdbN+F2tKMSNty T+Pi9+oyyn6oDe)
iNt9gBBCzf+bKbZospN64vPYKk91hyfHfuKRKUcYuh3rauNqwi+Ijk92E5SowcUOsaWNnnngX6yHEPWO1RDFZ71IbVBoWS4/pz9AHctxQetyL cXf
GaiVhM3vddEBObA/e/NdZRucpSNppy2nOrzYBa6UldHyoxtAYUv75Vko9/CykgnHLj+vZAFyac136SZ+Vym5MLiislhnrbutrw5Q4ia49kIoLXwP|
r8yHc+ZW5yPDOWexSD1R61YbVBoeS4/hx91MGtSw5p27YQdbVzkNOAzvMUlsCdGoOv3jVB1CATyYBanyX2kJBYhtaA+gqLvQupgQsgqNS1FrgelleS
sXX6msmO+00oH1tqy8Y61i3rauNpn1QXKApKTWDpgkUXcyRT+2Q4/mx2gMYrPaoDasNCiXH9efowwdF5X111knzybEKzW1AmThZfRGAG/NM+iLtry
NDRDKgBA+5bVK212IYWgPqSymhYHsIKTcuxtlqQ55pLIxsb/UV89250ea4H200t60rBF9IQzQMZ3Gyf259dkRgxCDI8FXY7VEMVnvUhtUGhZLj+n
POOQQNMbin41Rixdcv0QOo+PYuQ8dF8IWItA4R5z1iwtmPrPe6avLSMa9rC+CytmU4ZLtLhtaA+maGoUnDHHN1tW+CI42sNhiuHS2nVI9Rhs9uXsx|
Xz3bkFudmDjKHetq4Qmk51IZ009HSc8cIXz037alDkeH6s91gGqz1qw2gqDQs1x/Tn6aMMXa/Hgo3FBexa5Dah1RB4KPeWInGkrHZAMhK60BHTC6|
Wk sWDg3X51y5vGMrQG1Bd6HpI71FTIuglmQL5UlpiDsCm8YPWBYr47ymTV23I0ZAz1tnWFgEvonAv8+0TUxu3atdIPN3m8CT+4It9hyW3keH6s91]




OhmO/0TZym3xjgbesKhSotTfVmWRGNNIYfSkoBC1i6bKc30XqQ7uccz4/VHsVgtUdtWG1QKDmuPOcfbbDStN4j5GzMNNnIbUPAdrM1h6k2wQPCNT

2u5Kz3SzGgnGHrokPAY5cMrQESS5Rw7 /5PI1CY4ysw3eKK2FAaiunwHc1Mgbv4Cv8Eg+KatzGDMd+fWeOUA4hjgbeuKgTq8Vh91XT5pSbFmbdxeBJ
GATW2qgAlWAZzRG1IwmlUzM13fST9qJePCGhQ5nh+rPYrBao/asNggUHIcf2ofbDGEBNY@eVpynPLRhQH1NdLDUOWbOLKtRLSU1Q6DHBOEFIvini
kG1LHbHdtvvyu+TnkMQ2tAfYWo+QI5SWNWFL5cZoy8goFKIC5hoNKttIdyAuGnIDyXdZtGL28uil23vjWK+03evwgozb6LetqdYelLBuuNkusu+KyQ
N7MUQ34m5hQkFwAMaS2qS4ygbcvqo47rSDK2uK9/twDANmTS5tTTFgtMEmiT4pK8/1TwQR324meA5grWXU+uy TH8201RzFY7VEbVhsUSo7rT+mDe/|
@Io2eVk3Aql/gS7Z1M+Vz9bJe@TbZDEMKACN1nn28HWeIXx0i50tZ/Ja5kINIWA7KgMYYX1ngml/Phd6éviMujbujORYhtaAMjA2rSQvuHhxeZgqgxd
@ZhRx1Y1i1kZB9Akrq+Q4iDtWZ59k3e0h3x43vroRDj8GqqLetkxYGEo5Ts/rqRxhcH9feNLZQdD+6cvLS8jsdIDmeH6s9isFqjoqw2gBQclx/Sh
94NuqvZRxh8kmwEEUHSJeggpkvUBER8ZmDLgwoMIGKk8IHVN+KaqcblC6asxIS2a6z3TTWgZ5w72n2Nh6pLhtaAgltITIFTcNL5jkELPhSTqtlopx

09WF8xAmMaHITA7dttyTTG47SulwlmKMYdZt41AMUovumDo3J1mP7ps@pLgwtc5yfH8WO1RDFZ71IbVBoWS4/pT+rDOrYwRxeVzrD6hKwMKe01820
PhYhGScpZoLNZ7pxpQt871MSfP6f21G4bagPLj+g7U9Y19L1wWCxbZaRjM3ELh+LRLr15i9mOIJWR8PLWbAZOBDN70x4G7bmHMUWW1fqR/4/nyl/1
LOOtKxwQt8702rglDhzuleyzUYxpLj+bHaoxis9qgNqweKIcflp/TRj/eIn0O+cx/Z1aUCB7ZKQrSNXjGsp54imYL1/qgFlgzyJd+iSoTaggBF1d
rkzqlE8QIq8gMDvfUa9itjISey6YBe8kQIpKkn9foM6LQNNvde®QzX4bYNzfWqcNtXygH7IrhFUlekzJyZ6+vOY8SIPjByf/gGoCbh2sIFnHLMUG)
S5yPDOWexSD1R61YbVBoeS4/pQ+MCgxRpToVFI8crv5uzagQOBj6I1VLDC6uMAmrM+RakAZc+r9YBe6pC8DyiDIjeoqdtM5Rz8EpLB3wV4AGOanMugq
gNy+Y4Je/c1SWzK+s9+znTk1lUhEaFEpjK449JcsHi7GaTgKOVoBUBZWIVOLrkyrualdf@ol7hg+U7Yh8ZbwKkXBDOVriUmF/x03501v5z13n3v2y
L1GMgQeNBIXXp42qZy9k1gCOkz1YQKA4671WGE/ZyZc7Z21hAeS4773mgPYrDaozasNiiUHNFFTx9Mz1ij/xn1Hgfhqz5CtA+4h9tPYFiGyvitXIq
f1WJ+/C/h0eAZ41qprZZzk2tnzJUJ9UKvOOtbIN2UzZNHGCEyhIwZou6cuAinSIDqv/@IVWRYTGuz1bPBScjyqEEB8OWGNXXONEC1KXyICOESbrhp
1vzP7K50vHFNXgINyJssISQohBgPfPOhvadoB+LmRAXwH2QtOfGpGnGAOHhFVOHHbkc+UKF9c171AhhDjUe0zJzWV1JalorZQdtodyHn5uIQM6Dp|
Cv6f7Yi0IQsfhOoa/EyQpCCHG0OVZZGeO/UblefIAM6YNiot35sROWiIWAhuuOZGf1EBGVAhXKGIz4CyFcbKdBCRXDKgiVAyjvM4if4ANgVzDh6Zt9K
bbpJwpWocC6Rxv5tbHIQEVQhyKuAaUoMrrp6zoK5MiFhnQROp5n6TO3Dd1fbFw8fbS506VIIozE8zDgbwYzqYi8iTOp6w+LZh1UU2]/1as21Vs2j
Kxz+UUQogUKM1IURXSFHe/0T7ZBzKgCZDXGVK4IVS56moKIYQYHDKgCVDIXDKEKaLgghBCiOFDBjQBCcossYxg]/PXzX1CKiRBCDCsyoIlwQjvlrz
50uHO4s0/Hnjq3DEAaSMHNQggh8iMD2icH3n2/WL1gd1kE/tY7VxdXTV5alnw9/6JF5X8paECR96dnvDruxcuFEELKkQWZUCCGESEAGVAghhEhABL
QIIYRIQAZUCCGESEAGVAghhEhAB1QIIYRIQAZUCCGESEAGVAghhEhABIQIIYRIQAZUCCGESEAGVAghhEhABLIQITIYRIQAZUCCGESEAGVAghhIimKP
AXBcAIzFfvoBoAAAAASUVORK5CYII="

img_data = base64.b64decode(img_str)
4 X Eb64decode HIE B #Ebase64 4if5# #jdas ciifg.

with open('l.png', 'wb') as f:

# wh+: U ZHBEXITIF— X TES . WREZXA NG RE . WRE IR, CIZH X .
f.write(img_data)

X EX Ewrite K& BESGAHEE.

print('successful")

X Btk T flag
1.png
2.jpg
& baseb43EIR 161, py
o ES#ElE py
Il External Libraries
© Scratches and Consoles

flag{lICS-mms104}

https:/blog.csdn.net/qq_45951598

MMS

o TIMERFEENRYE, 2RBITOMTPACPHRER, SITHREREFNRYE &, FEIFLAG, flagen flag.

M Vvs.pcap [}
pcap

SEHE) SEE WAV BEEG) &R T, TIEM #&iH)

| @ BE Q ==

]




2941 b43.8Y13/b 192.168.142.1553 192.168.142.148 MMS 8b 188 CONT1rmed-Kesponseruy
2953 648.890928 192.168.142.148 192.168.142.133 MMS 124 189 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmhécdcNs
2954 648.891215 192.168.142.133 192.168.142.148 MMS 86 189 confirmed-ResponsePDU
2969 653.891024 192.168.142.148 192.168.142.133 MMS 124 190 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdchs
2970 653.891310 192.168.142.133 192.168.142.148 MMS 86 19@ confirmed-ResponsePDU
2988 658.891109 192.168.142.148 192.168.142.133 MMS 124 191 confirmed-RequestPDU TEDRelayl LLN@$EX$0pTmh$cdcis
2989 658.891390 192.168.142.133 192.168.142.148 MMS 86 191 confirmed-ResponsePDU
2992 663.8908466 192.168.142.148 192.168.142.133 MMS 124 192 confirmed-RequestPDU TEDRelayl LLN@$EX$0pTmh$cdcis
2993 663.890797 192.168.142.133 192.168.142.148 MMS 86 192 confirmed-ResponsePDU —
2995 668.890812 192.168.142.148 192.168.142.133 MMS 124 193 confirmed-RequestPDU IEDRelayl LLNO$EX$OpTmhécdcls
2996 668.891110 192.168.142.133 192.168.142.148 MMS 86 193 confirmed-ResponsePDU
3052 673.891272 192.168.142.148 192.168.142.133 MMS 124 194 confirmed-RequestPDU IEDRelayl LLNO$EX$OpTmhécdcls
3053 673.891547 192.168.142.133 192.168.142.148 MMS 86 194 confirmed-ResponsePDU
3061 678.890597 192.168.142.148 192.168.142.133 MMS 124 195 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmhpcdcs
3062 678.890815 192.168.142.133 192.168.142.148 MMS 86 195 confirmed-ResponsePDU
3068 683.890492 192.168.142.148 192.168.142.133 MMS 124 196 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmhécdcis
3069 633.890778 192.168.142.133 192.168.142.148 MMS 86 196 confirmed-ResponsePDU
3071 688.891141 192.168.142.148 192.168.142.133 MMS 124 197 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmhécdcis
3072 688.891403 192.168.142.133 192.168.142.148 MMS 86 197 confirmed-ResponsePDU
3091 693.891030 192.168.142.148 192.168.142.133 MMS 124 198 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdchs
2A07 ARG 241300 147 162 142 122 102 1AR 147 1AR MMS 2A 1028 ronfirmad-RacnnncabPnll

< >

Frame 3189: 124 bytes on wire (992 bits), 124 bytes captured (992 bits)

Ethernet TT. Src:

VMuware

1d:07:17 (@f:0c:29:1d:07:17)

Dst: VMware 75:h2:38 (00:08¢c:29:75:h2:38)

0@ oc 29 75 b2 38 @ @c 29 1d 07 17 08 00 45 00 Yu-Be- Yoo 3
3% 54540 B — Fmms i
M MMS.peap - O
HE) |\EE MEN BEEG) ﬁﬁiﬁtj SHT(A) FITHS) EIEY) FEEEW) TEM #EH)
A nm ®
W [nns £
No. Tine Source Destination Frotocol Length Info
3300 759.063405 192.168.142.148 192.168.142.133 MMS 124 211 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdchs
3301 759.063635 192.168.142.133 192.168.142.148 MMS 86 211 confirmed-ResponsePDU
3316 764.062874 192.168.142.148 192.168.142.133 MMS 124 212 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdchs
3317 764.063174 192.168.142.133 192.168.142.148 MMS 86 212 confirmed-ResponsePDU
3325 769.062872 192.168.142.148 192.168.142.133 MMS 124 213 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdcns
3326 769.063098 192.168.142.133 192.168.142.148 MMS 86 213 confirmed-ResponsePDU
3335 774.051361 192.168.142.148 192.168.142.133 MMS 124 214 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdcNs
3336 774.051678 192.168.142.133 192.168.142.148 MMS 86 214 confirmed-ResponsePDU
3419 779.069071 192.168.142.148 192.168.142.133 MMS 124 215 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdcNs
3420 779.069408 192.168.142.133 192.168.142.148 MMS 86 215 confirmed-ResponsePDU
3431 784.076631 192.168.142.148 192.168.142.133 MMS 124 216 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdcNs
3432 784.076825 192.168.142.133 192.168.142.148 MMS 86 216 confirmed-ResponsePDU
3438 789.068864 192.168.142.148 192.168.142.133 MMS 124 217 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdcNs
3439 789.069121 192.168.142.133 192.168.142.148 MMS 86 217 confirmed-ResponsePDU
3441 794.082668 192.168.142.148 192.168.142.133 MMS 124 218 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdchs
3442 794.@82964 192.168.142.133 192.168.142.148 MMS 86 218 confirmed-ResponsePDU
3455 799.098713 192.168.142.148 192.168.142.133 MMS 124 219 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdchs
3456 799.098906 192.168.142.133 192.168.142.148 MMS 86 219 confirmed-ResponsePDU
3466 804.114113 192.168.142.148 192.168.142.133 MMS 124 220 confirmed-RequestPDU IEDRelayl LLN@$EX$0pTmh$cdchs
3461 804.114385 192.168.142.133 192.168.142.148 MMS 86 2208 confirmed-ResponsePDU
2472 2aa 113802 107 1A2 143 144 107 1AR 147 1132 MME 194 291 ronfirmad_Reaanactbnll TENRalawi 10 NOEEYENATmhEr deile

RERMN—EEME AR, FHREBEK.

AHmmsKI BRI, XHMHINEESARORE, J&OLF R 163 H] 71 5
SCHE) FER(E MEN) BEEG) fEERQ) oTA) FiHS) BEY) TERW) IRO W)
Am® RB QewEFsEaaarn
I [mns = -]+
{o. Time Source Destination Preotocol Lenzth Info 2
3133 703.891295 192.168.142.133 192.168.142.148 MMS 86 200 confirmed-ResponsePDU
3143 708.890659 192.168.142.148 192.168.142.133 MMS 124 201 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdcNs
3144 708.890842 192.168.142.133 192.168.142.148 MMS 86 201 confirmed-ResponsePDU
3156 713.890993 192.168.142.148 192.168.142.133 MMS 124 202 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdcNs
3157 713.891286 192.168.142.133 192.168.142.148 MMS 86 202 confirmed-ResponsePDU
3171 718.891063 192.168.142.148 192.168.142.133 MMS 124 203 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdcNs
3172 718.891348 192.168.142.133 192.168.142.148 MMS 86 203 confirmed-ResponsePDU
3189 723.890659 192.168.142.148 192.168.142.133 MMS 124 204 confirmed-RequestPDU IEDRelayl|LLN66615250356j4249 L
3190 723.890985 192.168.142.133 192.168.142.148 MMS 86 204 confirmed-ResponsePDU
3196 728.891287 192.168.142.148 192.168.142.133 MMS 124 205 confirmed-RequestPDU IEDRelayl|LLN616732557968356]
3197 728.891562 192.168.142.133 192.168.142.148 MMS 86 205 confirmed-ResponsePDU
3213 733.891417 192.168.142.148 192.168.142.133 MMS 124 206 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdcNs
3214 733.891765 192.168.142.133 192.168.142.148 MMS 86 206 confirmed-ResponsePDU
3229 738.890584 192.168.142.148 192.168.142.133 MMS 124 207 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdcNs
3230 738.890760 192.168.142.133 192.168.142.148 MMS 86 207 confirmed-ResponsePDU
3241 743.890765 192.168.142.148 192.168.142.133 MMS 124 208 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdcNs
3242 743.890958 192.168.142.133 192.168.142.148 MMS 86 208 confirmed-ResponsePDU
3247 748.891442 192.168.142.148 192.168.142.133 MMS 124 209 confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdcNs
3248 748.891624 192.168.142.133 192.168.142.148 MMS 86 209 confirmed-ResponsePDU
3275 754.092560 192.168.142.148 192.168.142.133 MMS 124 21@ confirmed-RequestPDU IEDRelayl LLN@$EX$OpTmh$cdcNs
227A TRA QAGIRAA 107 1AR 147 133 102 1AR 147 142 MM< 2A 210 ronfirmed_Recnnncabnll K

Frame 3196: 124 bytes on wire (992 bits), 124 bytes captured (992 bits)

Ethernet . Src: VMware 1d:07:17 (00:0c:29:1d:07:17)

Dst: VMware 75:h2:38 (80:0c:29:75:h2:38)




@0 @c 29 75 b2 38 @0 @c 29 1d 87 17 @8 90 45 0 Ju-g8-- ) r
@0 6e 2f 4a 40 00 80 @6 2c d5 cO a8 8e 94 cO a8 n/J@ ,

~

~

O 7 MHE: Protecel

s74H: B84z -

At ODFFEIAEX A B T 163 H 745 8 B 75, BEMRIEE BRI, 0665 M1

CRf, UEcHIERRTARL TREiBHc, BFikmd, MA%OT

# coding = utf-8
s = "666c5250356d4249616732557968356d"
flag ="

for i in range(@, len(s), 2):
# FKaRMOTFLE, KEHS BIFIFE,

flag += chr(int(s[i:i+2], 16))

# XHchr )2 BEHE FH N F k15 F

# s[1:1+2 ] XA B FH R E FAKER2 I Z, A —FF4E1 40
# JEIETHI16 2275 K16 P

print(flag)
# fLRP5mBIag2Uyh5m
# flag{RP5mBI2Uyh5m}

AREH. - o

28T 1024 (11.6%)

ELE : Detault
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