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f£%51 (Task 1)

There is nothing to do here, but this task is needed for the final task.
AL T AT, (EREAESTEIES.
Image for post
f£4%52 (Task 2)
In this task, the Obfuscated JS needs to be decoded.
FERAES S, TERERISHTEL.
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Here is the content of the given file

RRAEEXHHINE

E=-~-~[],6=-~E, E=E<<E, p=E+~[151=(6-6) [U=(" "+{}) [E+6]+ (" "+{}) [6-E]+([1.6+" ")[6-E]+(!!" "+ " )[6]+({}+' ") [6+6]+

Here the code is obfuscated. We can see a few characters used E, 6, b, I, U, E. Let's beautify the code first
and then rename the variables. For beautifying, | used this.

XEMREERET . RITUER—&EHE, 6, p, I, U, ENF/H. IERMNELEWNE, REEHSSZ
T, ATHERL, BREMATEA .

Renaming the variables

EmALE
E : varl
6 : var2
E : var3
b : var4d
I: vars
0 : varé

On renaming the variables we get

Huw b XRE, HINBE

varl = -~-~[], var2 = -~varl, var3 = varl << varl, var4 = var3 + ~[];var5 = (var2 - var2)[var6 = ('' + {})[


https://blog.csdn.net/weixin_26755331
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
https://medium.com/@guragainroshan0/help-bears-tryhackme-writeup-d0e0e7baa1a1
https://beautifier.io/
https://beautifier.io/

If we paste the code in the chrome developer console, we get an alert asking for a password.

IR RACED RS B chrome T & F K G, NS EIRR SR A FEL R ER.
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If the wrong password is given it shows fail. So we need to find what code is running. In order to debug the
code, | created an HTML file and added the JS in the script tag so that debugging in chrome developer
console could be done.

MRFELRMAL IR, WERKRK. Hit, RIMOFEERIEESTHRL. RITEZMNRE, ROET —AHTML
XA, FHALEscripthrE RN TJS, PMER BAFEchrome &k A T & H k47 k.

<html><script>varl = -~-~[], var2 = -~varl, var3 = varl << varl, var4 = var3 + ~[];var5 = (var2 - var2)[var

On the chrome developer console, on the sources tab, we can select the HTML file and set a breakpoint. | set
two breakpoints and added all variables to the watch section in order to view their values.

fEchromeJF K N RifE# & L, 7 RE L L, BATHUEFEHTMLHHF R E iR, BB T A
R R ZRERMEBERES, DWEFEHE.

Image for post

Setting breakpoints and adding variables to watch.
wEM AN ME RN ER.
On refreshing the page, we can see the variables being populated.

FERIFT RS, BATH UE B IEFERTHRE,

Image for post
Since the breakpoint is on the second line of JS so the first line sets these values to the variable. On hitting the
step over next function button, we get values to var5 and var6.

BT W RAEJSHEE AT, FRETHIBEREANTE. T T BUaeiMn, RITEIHKBvarsHvareh
.
Image for post

We can replace these values in the HTML file, to make it more readable. Here first line is replaced by values of
variables var1,var2,var3,vard,var6.

BAIT UAEHTML R B X defd, DIERFE AR M. Ei, F—T#H%&varl, var2, var3, var4, var6
HIMEE .

Image for post

Code after replacing variables.
B8 5 .
Var5 is a function so the last line has arguments to the function, lets try to find, what is exactly running.
VarbZ— M, FW&E—ITRAZRHENSH, ERMNEZRAEBREEBITHNE.

If we assign the parameter to a new variable, we can watch the exact parameter that is being passed. After
doing that here is a code.

MR SH LI WEHER, WATUERIEELENHTIZHE. BRZE, ZER MU,



<html><script>varl = 2;var2 = 3;var3 = 8;vard = 7;var5 = (var2 - var2)[var6é = "constructor"][var6];r=(!"" +

Here, the parameter is assigned to variable r. Now, let's watch the variable r.

i, SRS MAETEr. WE, LRITE—TEEr.
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Here a text is returned.
3% LR ] — AN S0

"return'\141\75\160\162\157\155\160\164\50\47\105\156\164\162\145\172\40\154\145\40\155\157\164\40\144\145\

Now if we paste the result in console, we get

BUE, WKL RIS 6 o, BATKRE

Image for post
This way we can get the password.

XEERATAT ASREUE S
f£%5 3 (Task 3)
This is the easiest among all the tasks.

XRPTH SRR

Image for post
Task 3 is quite easy compared to Task 2. The content in the file

5521, EF3MEEFH. HFFRAE

var pass = unescape("unescape’%28%22String.fromCharCode%2528104%252C68%252C117%252C102%252C106%252C100%252C1

The characters seem to be URL encoded. So we need to decode this

FRFRURLAGS K . BT ABRAT & E M

var a ='var pass = unescape("unescape%28%22String.fromCharCode%2528104%252C68%252C117%252C102%252C106%252C1
r =decodeURIComponent(a)/*

value of r

"var pass = unescape("unescape("String.fromCharCode%28104%2C68%2C117%2C102%2C106%2C100%2C107%2C105%2C49%2C5
*/

Some of the characters are decoded, but some are still in the URL encoded form so decoded it again.

ALFRFOMY, EHEERFIIRAURLREER, FiE B R T e

decodeURIComponent(r)

/*

"var pass = unescape("unescape("String.fromCharCode(104,68,117,102,106,100,107,105,49,53,54)")");"
*/



On running the output, we get the password.
BATHRIH R, RAVEEIEN.
Task3

£%3

Image for post
Since there was a steg tag on the challenge, so there must, be something to do with the image in Task 1. |
tried most of the tools in order to extract the data. | failed at all of them. So used stegcracker to find the
password and extracted the data with steghide .

HTRERE —ASTEGHE, LI EMITFIPROFLRERT RIS TH, IRREIE. REKK
T . F A stegerackers % % 75 3 f# Fi steghide $ EU £ .

$ stegcracker bear.jpg /usr/share/wordlists/rockyou.txt

Extracted password as pandas

G A TPy

$ steghide extract -p pandas -sf bear.jpg
wrote extracted data to "challenge.txt".

On viewing challenge.txt using cat we just get a word

7% F cat& & Challenge.txtit, EATR FER —F

$ cat challenge.txt
Grizzly!

This didn’t make any sense, so used vim to view the file and got some Unicode characters.

REAEEMAEL, FAERvVImEE X H3RE — L Unicode =5 .

<200C><200C><200C><200c><200d><200c><200d><202c>Grizz1y<200c><200C><200C><200c><200d><202c><feff><200c><200

On googling around, | found this website which explains Unicode Steganography with Zero-Width Characters.
Used this site to decode the text. On directly pasting the characters didn’t work. So, used xclip to copy the
characters to clipboard and paste the characters there

DU IR, BAB T XM, ZMEAE T EREE TR Unicodefa B AR . (M Ik mEE XA, EEH
BORNG F R B R BRI, A A xcliphe 574 52 1) 21 BY M AR e 7 15 ks I 2 BY G AR

$ cat challenge.txt | xclip -selection clipboard

Image for post
This time | got the flag. But this was not the flag. The text is encoded. So this needs to be decoded to get the
flag. In order to decode, we need to find the encoding used. On googling more about ciphers | found this
website explaining various ROT ciphers.


https://330k.github.io/misc_tools/unicode_steganography.html
https://330k.github.io/misc_tools/unicode_steganography.html
https://330k.github.io/misc_tools/unicode_steganography.html
http://members.quicknet.nl/nj.vandompselaar/files/prive/converter_for_rot_5_13_18_47.html

RRERER T HE. HIARBIR, XAEmG. Fit, TENETHEEUIRERE. AT#HD, RIOF
EREERK . BB PR REN, RN ZMEERE T FMROTHH.

Image for post
The encoded text has the properties of ROT47 cipher. Then | used this to decode the given text. Again there is
no flag but this string

G AR AROTATEMKEM. RE, BRACRBHEEEKNIA. BREFRE, HERXNMTFRESH

YjNhcnNfZzAwbmFfcGEKIF9ONGVFMFNDUA==

By looking at the == we can know its a base64 encoded string. Decoded it to get the flag.

B EE==, BAITUUMEE £base64di i) F . X HBEATHI RBURE .

$ echo "YjNhcnNfZzAwbmFfcGEKJF9ONGVFMFNDUA==" | base64 -d

Finally, this is the flag.
BJE, X&ird.

Hope you learned something by reading this writeup. For every JS operation, | used chrome developer
console. If you feel anything could be done easily, feel free to suggest.

HEEE P ERE X ESE LR, NTENISEME, RAMM T chromelF K A R#E#HIG. WRERS
AT HEIE AT URIA ST, TRRERT R 2 .
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