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steghide embed -cf [#4&] -ef [FaiK K SCHE] -p [# B %)
f: steghide embed -cf sun.jpg -ef a.txt -p 123123
B

steghide extract -sf sun.jpg

rooiakali:~/spect# steghide embed -cf sun.jpg -ef a.txt -p 123123
embedding "a.txt" in "sun.jpg" ... done
rootikali:~/spect# steghide extract -sf sun.jpg

Enter passphrase:
wrote extracted data to "a.txt".
rootadkali:~/spect# ]

steghide N X Fpngtg IR S, zstegxX #¥png.
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root@kali:~/spect# proxychains gem install zsteg
ProxyChains-3.1 (http://proxychains.sf.net)

DNS-request| api.rubygems.org
S-chaink<>10.254.1.108:1080—><>4.2.2.2:53—<><>0K
DNS-response| api.rubygems.org is 151.101.128.70
S-chainl-<>-10.254.1.108:1080—<><>—151,101.128,70: 443 <><>—0K
DNS-request| api.rubygems.org
S-chain-<>-10.254.1.108:1080—<><>—64.2.2.2:53~<><>-0K
DNS-response| api.rubygems.org is 151.101.64.70
S-chaink<>10.254.1.108:1080—<><>—151.101.64.70:443—<><>-0K
Fetching: rainbow-3.0.0.gem (100%)

Successfully installed rainbow-3.0.0

Fetching: zpng-0.3.1.gem (100%)

Successfully installed zpng-0.3.1

Fetching: iostruct-0.0.4.gem (100%)

Successfully installed iostruct-0.0.4

Fetching: zsteg-0.2.2.gem (100%)

Successfully installed zsteg-0.2.2

Parsing documentation for rainbow-3.8.8

Installing ri documentation for rainbow-3.0.0

Parsing documentation for zpng-8.3.1

Installing ri documentation for zpng-0.3.1

Parsing documentation for iostruct-@.8.4

Installing ri documentation for iostruct-0.0.4

Parsing documentation for zsteg-0.2.2

Installing ri documentation for zsteg-@.2.2

Done installing documentation for rainbow, zpng, iostruct, zsteg after 2 seconds
4 gems installed

root@kali:~/spect# I https:/iblog.csdn.net/qq_44101248
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rootakali:~/spect# zsteg pngl png
le: DOS 2.0 backup id file, sequence 48
T, version number @, next free block index 3234843654
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rootdkali:~/spect# °C hitps/blog.csdn.netiqq_44101248
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exiftool RE A EEEE LR, A REHEHSEEXEERBEERANEER
exiftool B F 4

rootakali:~/spect# exiftool jpeg3 jpeg

ExifTool Version Number 12.01

File Name : jpeg3.jpeg

Directory T

File Size : 8.3 kB

File Modification Date/Time 1 2020:01:06 16:09:44-05:00
File Access Date/Time 1 2020:09:27 21:39:36-04:00
File Inode Change Date/Time 1 2020:09:27 21:30:05-04:00
File Permissions I PWXIW-T'w-

File Type : JPEG

File Type Extension : jpg

MIME Type : image/jpeg

JFIF Version :1.01

Exif Byte Order : Big-endian (Motorola. MM)
Document Name : Hello :)

X Resolution 4l

Y Resolution 5l

Resolution Unit : None

Y Cb Cr Positioning : Centered

Image Width S k]

Image Height : 160

Encoding Process : Baseline DCT, Huffman coding
Bits Per Sample : 8

Color Components H

Y Cb Cr Sub Sampling : YCbCr4:2:0 (2 2)

Image Size : 213x160

s - Cier https://blog.csdn.net/qq_44101248
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stegoveritas -steghide jpeg2.jpeg
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Fexiftool& & — T~ B F 15 B 18 2| —/~password=admin

£ Fisteghidesr B 15 Fla.txt, ETHHRkey

root@kali:~# exiftool examl.jpeg
ExifTool Version Number
File Name
Directory
File Size : 8.6 kB
File Modification Date/Time : 2020:01:07 :13:27+00:00
File Access Date/Time : 2020:09:28 05: 9+00:00
File Inode Change Date/Time : 2020:09 ] :56:25+00:00
File Permissions : TW-r-—r--
File Type : JPEG
File Type Extension : Jjpg
MIME Type : image/jpeg

Version > 1.9%

Bvte Order : Big-endian (Motorola, MM)

cument Name : password=admin

m M m

m

20U LuLaAun . 4
solution =y
tesolution Unit : None
{ Cb Cr Positioning : Centered
Width 213

ge Helght . 160
Encoding Process : Baseline DCT, Huffman coding
Bits Per Sample : 8
Color Components

e

Y Cb Cr Sub Sampling : YCbCr4:2:0 (2 2)
Image Size t 213x160
Megapixels : 0.034
root@kali:~# steghide extract -sf examl.jpeg

Enter passphrase:

wrote extracted data to "a.txt".

root@kali:~# cat a.txt

the key is: superkeykey

rootakali:-# ' https://blog.csdn.net/qgq_44101248
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Sonic Visualiser: froot/Downloads/exam wav (madified)
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rootakali:~/spect# proxychains wget https://i.imgur.com/KTrtNI5.png
P ains-3.1 (http://prox
142

R .

S-chainb-<>-10.254.1.108:1080—><>—4.2.2.2:53—><0K

DNS-response| i.imgur.com is 151.101.40.193

151.101.40.193

Connecting to i.imgur.com (i.imgur.com)|151.101.40.193]:443 ... |S-chain-<»-10.254.1.108:1080—<><>—151.101.40.193:443—<><>—0K
connected.

HTTP request sent, awaiting response... 200 OK

Length: 14915 (15K) [image/png]

Saving to: ‘KTrtNIS.png’

KTrNI5.png

1 14.57K 21.2KB/s in 0.7s
2020-89-28 02:42:47 (21.2 KB/s) - ‘KTrtNIS.png’ saved [14915/14915]
rootakali:~/spect# zsteg KTrtNIS.png
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rootakali:~/spect# Il hitps://blog.csdn.netiqq_44101248
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rootgkali:~/spect# stegoveritas qrcode.png
Running Module: SVImage

| Portable network graphics | ColorMap |
e S +

Running Module: MultiHandler

Exif

SourceFile /root/spect/qrcode.png?ssl=1
ExifToolVersion 12,06

FileName grcode.png?ssl=1

Directory /root/spect

FileSize 580 bytes

FileModifyDate 2020:09:28 02:48:12-04:00
FileAccessDate 2020:09:28 02:48:33-04:00
FileInodeChangeDate | 2020:09:28 02:48:11-04:00
FilePermissions rw-r—r—

FileType PNG

FileTypeExtension png

MIMEType image/png

ImageWidth 4b4

ImageHeight 464

BitDepth 2

ColorType Palette

Compression Deflate/Inflate

Filter Adaptive

Interlace Noninterlaced

Palette base64:2Kys6bu75bis6Lu7
ImageSize LB4x464

Megapixels
Bt ettt ettt +
Found something worth keeping!

PNG image data, 464 x 464, 2-bit colormap, non-i

| offset | Carved/Extracted | Description | File Name |
Fm—————— Fm ittt Fm————— e +
Bx41 Carved Zlib compressed data, best compression | &41.zlib
Extracted Zlib compressed data, best compression https://blog.csdn.net/qq_44101248
———————— o ——————————— o ———————— o ————————— +
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