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Hihik: reverse # H SimpleGame
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T7: upx
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File: C:\Users\Peter\Downloads\SimpleGame exe E
Entrypoint: |00007CD0 EP Section: UPX1 >

File Offset: (00001000 First Bytes: |50,8E,00,70
Linker Info: [12.0 Subsystem: [Win32console | > |

UPX 0.89.6 - 1.02 / 1.05 - 2,90 -> Markus & Laszlo

| Multiscan | | TaskViewer | | optons | | About || Edit |
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i 55— i F espE i, BHAERFIFLRI—pusha, RjGalt+i¥ZEpopa
IUPX1: 00407E4D popa
UPX1:00407EAE lea eax, [esp+2Ch+var AC]
UPX1:00407E52
UPX1:00407E52 loc_ 4@7E52: ; CODE XREF: start+1864j
UPX1:00407E52 push 5]
UPX1:00487E54 cmp esp, eax

UPX1:084087E56 inz short loc 407E52
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UPX1:00407E58 sub esp, OFFFFFF86h
UPX1:00407E5B jmp near ptr byte 401779
UPX1:00407E5B

UPX1:00407E5B
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UPX0: 0804014008

UPX@:00401400 sub_481400 proc near ; CODE XREF: UPX@:0840170Cip
UPX0: 0804014008

UPX@:00401400 var 2C= byte ptr -2Ch
UPX@:004081480 var_2B= xmmword ptr -2Bh
UPX@:00401400 var_1B= xmmword ptr -1Bh
UPX@:004081400 var B= dword ptr -0Bh
UPX@:00401400 var_7= byte ptr -7
UPX@:00401400 var_4= dword ptr -4
UPX0:00401400

UPX0:00401408 push ebp

UPX0:00401481 mov ebp, esp

UPX0:00401403 sub esp, 2Ch

UPX0:00401406 mov eax, _ security cookie
UPX0:0040140B xor eax, ebp

UPX@:0048148D mov [ebp+var_ 4], eax

UNENOWN 00401400: sub_401400 (Synchronized with EIF)
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(&) PE Tools v1.9.762 - [x86] — O X
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Path Arch... PID Image B Image S ~
.Svchost.exe I A 00002484 003BOOO0O  OO011F0OOO0
.WmiF’r\rSE.exe A 000020A4 0QO03BO0OOOD  0011F0O0
c:\users\peter\downloads\simplegame.exe 32-bit 000056D& 00400000 00009000
“c:'\windnws\systemﬂ\conhnst.exe 64-bit 00000BD4 00400000 00009000
.WmiPr\fSE.exe I A 000050F0 00400000 00009000 ¥
Path Image B Image S

El c:\users\peter\downloads\simple Dump Full...

u c:\windows\system32\ntdll.dll . 77120000 00190000

— , Dump Partial...

u c:\windows\system32\kernel32.d 76440000 O0O00EODOOO

%] e:\windows\system32\kernelbase Load Into PE Editor > 76150000 O001E4000

D c:\windows\system32\msvecrl20. PE Sniffer > 727C0000  0O0OOEE0OO
Processes loaded: 222 Explorer... Memory: 0 Kb/4194303 Kb

FE4014004E T Hi— L8 3t A8 3R B — 4 printfe& $ i call

UPX0:008401446 push esi

UPX@:00401447 call sub 4013C@

UPX0:0848144C mov esi, off 482089C

UPX0:008401452 push offset aGameIsStart ; "Game Is Start\n"
UPX0:008401457 call esi ; msverl2® printf

UPX0:008401459 push offset aPleaselnputASt ; "Please Input a String\n"
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UPX@:0808401460
UPX@:088401466
UPX@ 9@4@1467

00401447
0040144C
00401452
00401457
00401459
0040145E

call

mov

push
call
push
call

call
call
push
lea

sub_4013Ce

esi,

esl1 ;
off 402078
eax
eax,

MSVCrlly printt

[ebp+var_ 2C]

of f_40200( —
offset adameIsStart
esi ; msverl2® printt
offset aPleaseInputASt
esi ; msverl2® printf
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UPX@:8e40142C
UPX@:88401431
UPX@:08401434

EE— TR AR HREMITARE jnz, ERMEXHNIEERSTHRYW T, FRUEZRT T —MT, BT jmp.
THEIT RS

if ( strlen(&input) == 36 )
{
if ( a_to z(&input) == -1 )
{
printf("Wrong Format!\n");
1

KER36, MAKTFRHLIRNEG T,

if ( sub_401000(&input) != -1 && sub_4012Ca() != -1 && sub_481388() != -1 )
{

printf("You Win!\n");

return @;

}
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signed int _ thiscall sub_481@@0(const char *this)
{
signed int i; // ebx
const char ®input_1; // esi
int char_1; // ecx
unsigned int row; // esi
int _2rd; ff ecx
unsigned int column; // ecx
int _2; // esi
int v8; // edi
int *a; // ebx
signed int k; // ecx
int *a 1; // edx
unsigned int i_1; // [esp+Ch] [ebp-Ch]
signed int j; // [esp+1@8h] [ebp-8h]
const char *input; // [esp+1l4h] [ebp-4h]

input = this;

i=0;

il =0;

if ( !strlen{this) )
return 1;

input_1 = this;

while ( 1)

{
char 1 = input 1[i];

[ e T = ehiprd A3 7 [ o [ e s e s ——

/f i/? = 0,2,4,6,8,10,12,14,16

return -1;

switch ( char_1)

{

00001000 sub_401000:1 (401000}

8 4 input_1[i];
if (0 1= dword 4@3170[1 / 2] )

return -1;



if (2 != dword 483170[(1 + 2) / 2] )
return -1;

XEESMA_O0 . _IRERUANFRFHHEOMMEAA, CltkKiE. 403170Mhk Ean R F IR R AT RIXFEK

00403170 dword 403170  dd '&', 2 dup('1'), '&", '5', '#', '1', '#', '9', '#'

:00403170 ; DATA XREF: sub_401000+3Btr
:00403170 ; sub_401000+7ETr . ..
:00403170 dd 's', 2 dup('#'), '1', 's5', '&'

-904031B0 dword_4@31B@  dd '&', 'S’ ; DATA XREF: sub  4013C0+1F1o

SRAX, SHAERBI A, FEERFN40317040E E, dump T SREIE4H R IXFER

oo = Q0
oW oW

BT CART BA413E list_0 = ‘dswswwawd’, list 2="sdaaaasdw’ .
THEA M switchiBf): _0=‘a’, 0="d'EMmT

case "a’:
column = 100 - input 1[1 + 1];
goto LABEL 14;
case 'd':
column = input 1[i + 1] - 94;
14:
2 = ipput_1[1i + 2];
if|int i; if e;ir93179[(i +2) / 2])

Mecorm xI
if (2 =="5")
{
row = input[i + 3] - 95;
¥
else
{

if (2 0= W)
return -1;
row = 99 - input[i + 3];
¥
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BATH %R 0="s, _0=wiEi, 7JLIM LHMHEAKLL:

case 's':
row = input 1[1i + 1] - 95;
goto LABEL &;
case 'w':
row = 99 - input 1[1 + 1];
L_6:
_2rd = input[ﬂ + 2];
if ( 2rd != dword_4031700(1 + 2) / 2] )
return -1;
if ( _2rd == 'a' )
{
column = 108 - input[i + 3];
}

else
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1T ( _4ra = a )
return -1;
column = input[i + 3] - 94;
¥
goto LABEL_19;

XERE X THANZEE, rowHlcolumn, XA4f&RAEIREN, BIAEKEREEE HRrowfcolumnif) & X, {HR2HErowHcolumns
1A 3K%.

LABEL 19:
if ( row > 5 || column > 5 )
return -1;
1 =9;

a2 = &matrix A[16 * (i / 4)];
do
{

I @

k = 8;
al a;
do
{
if ( *a_1 )
{
if ( matrix B[vd + k] )
return -1;
matrix B[vE + k] = *a_1;
¥
+he;
++a 1;
¥
while ( k < 4 );
ca =4
v8 +=9;
++7;
¥
while ( 7 < 4 );
input_1 = input;
i1 4+=4;
i =1 1;
if ( 11 »= strlen(input) )
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B Jg Wiflaghl k= 0 _Eflag{y
flag: flag{dcsdscdbwbadsdabwaacwcacadsdwbdcdbwc}

TE i S I BHE B 1 Ridai 52,  BINTE Follydbg HIB f&pausefE T A% b 7

call edx; edxfthhliE BT A B
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